
This edition of Notice Fraud is designed to bring recent cases or emerging scams to your 
attention to help you recognise the signs of fraud in the NHS. 

Launch of the NHS Counter Fraud Authority 
The NHS Counter Fraud Authority (NHSCFA) launched on 
1 November 2017. This new organisation, replacing NHS 
Protect, is a special health authority tasked to lead the fight 
against fraud, bribery and corruption in the NHS. Focused 
entirely on counter fraud work, the NHSCFA is independent 
from other NHS bodies and directly accountable to the 
Department of Health.

How will the NHSCFA tackle NHS fraud?
• Intelligence – use a wide range of information to build 

a more accurate picture of the fraud risks facing the 
NHS, to inform preventative action and to support 
investigations. 

• Fraud prevention - develop a range of targeted fraud 
prevention solutions to address identified fraud risks. 

• Standards - set standards for counter fraud work across 
the NHS as well as assess commissioners and providers 
of NHS services for compliance with the standards 
through a quality assurance programme.

• Staff and organisational development - carry out 
internal quality assurance, ensuring continued 
compliance with legislation and professional standards.

• Digitalisation and technology - use technology to 
develop quicker, smarter and more data-driven outputs.

The fraud and corruption reporting line remains the same 
at, 0800 028 40 60. If you want to report a fraud using the 
online reporting tool this has now changed. The new address 
is www.cfa.nhs.uk/reportfraud.

Fake training certificates
A nurse was suspended from practising for six months 
by the Nursing and Midwifery Council following a counter 
fraud investigation. The nurse was employed through an 
agency working at an NHS Trust. The Trust required evidence 
that the nurse had completed basic lifesaving and manual 
handling courses. In response, the nurse provided two false 
certificates. Enquiries made by the agency found that the 
nurse had not completed this training with the Trust cited on 
the certificates.  

This case reinforces the importance of pre-employment 
checks to ensure that new staff (both directly and agency 
employed) are subject to robust checks before commencing 
employment. Organisations should ensure that there are 
sound processes in place to confirm that the employment 
agencies providing staff carry out the necessary checks to 
the required standard.

£153k charitable fund theft 
The finance department at an NHS Trust noticed several 
anomalies in one of their bank accounts. An investigation 
into the matter revealed that 140 cheques from the Trust’s 
charitable fund were paid into an employee’s bank account and 
credit card account between January 2011 and November 2016. 

The employee had worked for the Trust for 20 years and helped 
to administer the charitable fund. Following investigation, the 
employee was jailed for two years and eight months.  
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Robust preventative and early detection controls are key 
to mitigate this risk. Segregate of duties should be in place 
wherever possible. If resources are limited organisations 
should include management oversight. Regular bank 
reconciliation should also be undertaken. Finally, question any 
payment that doesn’t look right.  

Current scams and recent cases
Large-scale malware campaign against NHS trusts
A recent large-scale malware delivery campaign is sending 
spam emails around the world with malicious attachments. 
The spam emails are sent from a variety of email addresses 
and contain a malicious attachment which, when opened,  
will try to infect the user’s computer with the Emotet trojan 
(CC-1553) or Locky ransomware (CC-981).

The email subject may reference a payment and the 
attachment may consist of a series of letters and numbers, 
plus a date, and may be appended with ‘.7z’.

Staff should remain vigilant and follow the advice below.

• Do not open attachments or follow links within 
unsolicited emails.

• Verify the legitimacy of any requests via email by 
contacting the sender through official channels.

• Report any suspected spam email to your IT department.

If you suspect your computer has become infected with a 
virus then unplug the network cable, turn off your Wi-Fi 
or power down your computer and immediately report the 
suspected infection to your IT support provider.

Employment fraud
The National Fraud Intelligence Bureau (NFIB) has identified 
several reports where job seekers are being targeted 
by fraudsters trying to obtain personal information and 
banking details from them, or requesting money to secure 
accommodation. 

Individuals registering with job seeking websites or searching 
for jobs on The Student Room website are being contacted 
by bogus recruitment companies asking them to complete 
application and interview forms, which request personal details 
and banking details, as well as copies of identity documents.

In some instances, the applicant is invited along for interview, 
either in person or over the phone, to make the process look 
as legitimate as possible. This is impacting on students and 
graduates looking for work both in the UK and overseas. 
Some job seekers, as well as divulging personal details, 
have paid money to the fraudsters to secure a bogus rental 
property alongside the job offer. 

Action Fraud fake twitter account
A fake twitter account @action.fraud.uk has been set up 
which is pretending to represent action fraud. The account 
is not verified and has been used to request personal 
information from other twitter users. Action Fraud is working 
with twitter to remove the account. 

Fake twitter accounts can easily be set up by fraudsters and 
can be used to hijack conversations. Never give any personal 
details unless you can verify who you are speaking too.

Reporting concerns 
If you have suspicions that fraud may be occurring or wish to 
receive further information about any of the above, please 
contact your Local Counter Fraud Specialist (LCFS).  

Alternatively, you can report any concerns to NHSCFA on 
0800 028 40 60 (between 8am and 5pm, Monday to Friday) 
or via the online reporting form: www.cfa.nhs.uk/reportfraud 
All information provided via this secure website is completely 
confidential.

It is the LCFS’s role to take every allegation of fraud or bribery 
seriously and to provide anonymity and confidentiality for 
anyone who reports a concern. It is recommended that you 
refer to your organisation’s policy on fraud when reporting 
allegations for further information on how you are protected.

When making a referral please provide as much information 
as possible for example:

• the name of the person, when and where the fraud has 
taken place; and

• how long the fraud has been going on and any details  
you have, to substantiate your suspicion.


