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1.0.  Introduction 

 

The NHS East and North Hertfordshire Clinical Commissioning CCG (hereafter 

referred to as the CCG) is an organisation that is committed to commissioning high 

quality, cost-efficient, effective and safe healthcare services for the population(s) it 

serves. All of the CCG’s activities are informed by our mission statement, guided by 

our aim to ensure we achieve our vision. In doing so, the CCG recognises that it will 

face all manner of risks.  Therefore has put in place the Risk Management Policy to 

support the delivery of its objectives.  

 

The CCG Risk Management Policy sets out the process by which the CCG will 

proactively and effectively manage its known risks. The policy will enable the CCG to 

systematically embed risk management principles across the organisation. The CCG 

Governing Body believes that, by having a systematic and effective approach 

towards risk management, it will enable a positive and innovative environment to 

embrace new opportunities and challenges in achieving the best possible 

commissioning service. 

 

The CCG is therefore, committed to safeguarding against the risk domains enlisted 

with the risk consequences in Appendix 3. As an approach, the CCG will;  

 

 Identify risks and potential missed opportunities that threaten the 

achievement of our chosen objectives and assess their significance. 

 

 Put in place appropriate mitigating controls to manage identified risks to an 

acceptable level. 

 

 Escalate and report key risk and control information to support management 

decision making and oversight at all levels on a continuous basis. 

 

 Define explicit accountabilities for risk management and put these into 

practice across the CCG at all levels, particularly with the intention of 

ensuring that those in a position to manage and mitigate the risk do so, rather 

than just registering the risk and escalating the responsibility. 

 

 Have in place an appropriate Risk Management Policy that is aligned to and 

supports the delivery of our strategic imperatives. 

 

 Continuously monitor the changing risk environment, key risks, the 

effectiveness of mitigation strategies and the application of the policy. 

 

 Demonstrate an organisational risk management structure that details all the 

committees / sub-committees / groups / forums which have shared 

responsibility for managing risk across the organisation. 
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 Outline a process which ensures that the CCG Governing Body undertakes 

regular review of the key risks. 

 

 Ensure demonstration of the development of a system for implementation of 

seamless risk management strategies in all areas of the organisation 

including business planning, clinical commissioning and planned 

developments. 

 

 Identify the roles and responsibilities of the key individual(s)  in post with 

responsibility for advising on and coordinating risk management activities. 

 

 Identify the respective roles, responsibilities and accountability 

undertaken by the CCG Governing Body, members (practices) and 

managers for each area of risk. 

 

 Identify the responsibilities of all staff and their authority with regard to 

managing risk on a day to day basis. 

 

 Outline the process for risk identification and assessment for all types of 

risk. 

2.0.  Scope 

 

This policy applies to all CCG staff members, including Governing Body Members 

and Practice Representatives, involved in the CCG’s risk management processes, 

whether permanent, temporary or contracted-in (either as an individual or through a 

third-party supplier).  

3.0.  Definitions 

 

The purpose of our policy is to outline how we approach managing the challenges 

that threaten our organisation on a daily basis and as part of good practice, how we 

identify, understand, assess and manage risk across the CCG and stakeholders.  

 

Risk: is the ‘effect of uncertainty on objectives’. The best practice when articulating 

the risk statement is to use ‘IF’ (state the risk source/cause), ‘THEN’ (state the 

potential risk event) and ‘RESULTING IN’ (state the impact on the CCG’s objectives). 

It is worth noting the following; 

 Note 1: An effect is a deviation from the expected. It can be positive, negative 

or both, and can address, create or result in opportunities and threats  to 

objectives. 
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 Note 2: Objectives can have different aspects and categories, and can be 

applied at different levels of the CCG. 

 

 Note 3: Risk is usually expressed in terms of risk sources/cause, potential 

events, their consequences and their likelihood. 

 

Strategic Objectives: are short-term and medium-term goals that an organisation 

seeks to accomplish. Objectives can have different aspects, such as; financial, health 

and safety, and environmental goals. It can apply at different levels of management, 

such as; strategic, organisation-wide, departmental, project and team. It is worth 

noting the following; 

 Strategy: a plan of action designed to achieve an objective. 

 

 Strategic Objectives - are statements that indicate what is critical or important 

to be achieved as an organisation. See Appendix 1. 

 

Risk Management: A framework for the systematic identification, assessment, 

treatment and monitoring of risks. It is a coordinated process to prevent or minimise 

the possibility of occurrence of risk events and their associated consequences, which 

have potentially adverse effects on the CCG’s objectives. i.e. the quality of care, both 

directly provided and commissioned, and safety of patients, staff and visitors, and the 

financial management of the organisation. It is worth noting the following; 

 Risk Management Policy – The risk management policy is the statement of 

the overall intentions and direction of the CCG in relation to risk management. 

 

 It includes the CCG’s risk appetite principles, attitude and philosophy 

which provide the structured and coherent approach managing risk and 

providing assurance. 

 

Effect:  is a deviation from the expected. It can be positive, negative or both, and can 

address, create or result in opportunities and threats for the CCG. 

Event: occurrence or change of a particular set of circumstances. It is worth noting 

the following. 

 Note 1: An event can have one or more occurrences, and can have several 

causes and several consequences. 

 

 Note 2: An event can also be something that is expected which does not 

happen, or something that is not expected which does happen. 

 

 Note 3: An event can be a risk source. 

 

Consequence: Outcome of an event, affecting objectives. It is worth noting the 

following; 



 

 
Risk Management Policy  
East and North Hertfordshire Clinical Commissioning Group 

 
Page 9 of 51 

 

 Note 1: A consequence can be certain or uncertain and can have positive or 

negative direct or indirect effects on objectives. 

 

 Note 2: Consequences can be expressed qualitatively or quantitatively. 

 

 Note 3: Any consequence can escalate through cascading and cumulative 

effects. 

 

Likelihood: Chance of something happening. The term is used to refer to the chance 

of something happening, whether defined, measured or determined objectively or 

subjectively, qualitatively or quantitatively, and described using general terms or 

mathematically 

Risk Score: is the result of multiplying Consequence rating by Likelihood rating on 

the risk matrix table. This is illustrated on Appendix 3 Table 3. It is worth noting the 

following; 

 

 Initial (Original/Inherent) risk score: The risk score without any existing 
controls being taken into consideration. 

 

 Current score: risk score after existing controls have been taken into 

consideration. 

 

 Target (residual/appetite) score: It is the level of risk the CCG is prepared 

accept or tolerate. It is also the risk estimated to remain or exist following the 

implementation controls. 

 

Rationale for risk score: a set of reasons or a logical basis for the risk score. 

Stakeholder: person or organisation that can affect, be affected by, or perceive 

themselves to be affected by a decision or activity. 

Risk Assessment: is a systematic method of identifying and prioritising risks and 

then determining the most appropriate risk response. 

Key Control: measure that maintains and/or modifies risk. It is worth noting the 

following; 

 Note 1 to entry: Controls include, but are not limited to, any process, policy, 

device, practice, or other conditions and/or actions which maintain and/or 

modify risk. 

 

 Note 2 to entry: Controls may not always exert the intended or assumed 

modifying effect. 

 

Mitigating actions: are plans that are agreed in response to formal risk 

assessments or to strengthen existing controls where gaps are identified. Action 
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articulation should follow best practice such as SMART (Specific Measurable 

Achievable Realistic and Time bound)  

Primary Risks: are those that score 16 and above (Red Zone Risks) following 

assessment of the Current Risk Profile, these will be reported to the Governing Body 

in accordance with the Annual Cycle of Business, 

Principal Risks: are Amber and Red zone risks with a score of 12 and above, 

following assessment of the Current Risk Profile these will be reported to the 

Governance and Audit Committee in accordance with the Annual Cycle of Business.  

Risk Appetite: The amount and type of risk that the CCG is willing to take on in 

pursuit of its strategic objectives (and of those objectives defined in this policy) is 

determined by the Governing Body..  

Risk Directional Movement: It is a line chart which shows the ‘Risk directional 

movement’ (trends). It is sensitive to controls put in place and essentially indicates is 

effectiveness or lack of it. 

Horizon Scanning: Systematic activity designed to identify, as early as possible, 

indicators of changes in risk. 

Risk Register: The outcome of risk identification is a list of risks or a risk register. It 

is a repository for all identified risks faced by an organisation, the controls in place to 

minimise risk, mitigating actions to strengthen the controls and assurance  

4.0.  Policy Statement 

 

The CCG recognises that it has a responsibility to ensure all identified risks are well 

managed. Therefore, risk management shall be an essential part of governance and 

leadership, and fundamental to the CCG’s activities and strategies in achieving its 

objectives. This policy supports a structured and focused approach in the 

implementation of risk management across the CCG. However, the CCG 

acknowledges that some existing risks may never be eliminated.  

 

All employees must consider risks and accept responsibility for risks associated with 

their area of authority. 

 

Principles underpinned in this policy statement are:  

 The onus lies on every employee to identify risks on Datix Risk Register and 

to ensure that the management of risks within their remit/teams/directorates 

are carried out in line with this policy. 

 

 All significant risks to the CCG’s strategic objective must be added onto the 

Corporate Risk Register as well as their associated controls and assurances 

are documented. 
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 It is the responsibility of Risk Owners and Risk Leads to ensure that their risk 

entries on Datix Risk Register are regularly reviewed and updated in line with 

the policy. 

 

 Primary and Principal risks should be reduced to an acceptable level, within 

an appropriate timeframe. 

 

All risks are to be reported and reviewed at appropriate Team, Committee or 

Governing Body meeting. i.e risk management should be included as an item on the 

meeting agenda for appropriate oversight. 

 

4.1. Risk Appetite:  

Risk appetite is the art of taking risks and exercising control having taken into 

account differing views at a strategic, tactical and operational level.  Risk appetite 

provides consistency in the decision-making process which will enable the CCG to 

take well calculated risks when opportunities arise that will improve delivery, and 

conversely, to also identify when a more cautious approach should be taken to 

mitigate a threat. 

 

The Governing Body, therefore, is responsible for setting and monitoring the risk 

appetite of the CCG. The appetite for risk is influenced by a number of key factors 

including (but not limited to) the overall level of risk, as well as the economic, 

financial, regulatory and operational landscape.  

 

Risk Appetite Statement: 

It is importance for an organisation to articulate its appetite statement to know its 

position with regard to risk treatment. The main principles are that the lower the risk 

appetite, the less the CCG is willing to accept the terms of risk, consequently, the 

higher levels of controls that are put in place to manage the risk.  

 

The higher the CCG appetite for risk, the more the CCG is willing to accept the terms 

of risk, consequently, the CCG will accept business as usual activity for established 

systems of internal control, and will not necessarily seek to strengthen those controls 

above all else. 

 

Table 1 below is the CCG’s adaptation of the guidance from HM Orange Book and 

Good Governance Institute to illustrate the different stages of assessment of risk 

appetite in its mission and pursuit of objectives. 
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 Appetite Averse  Minimal  Cautious    Open                      

 
Hungry 

Appetite 

Descriptors 

  

  

  

  

Avoidance 

of risk and 

uncertainty 

is a key 

objective. 

(As little as 

reasonably 

possible) 

Preference 

for ultra-safe 

delivery 

options that 

have a low 

degree of 

inherent risk 

and only for 

limited 

reward 

potential. 

Preference 

for safe 

delivery 

options that 

have a low 

degree of 

inherent risk 

and may only 

have limited 

potential for 

reward. 

Willing to 

consider all 

potential 

delivery 

options and 

choose while 

also providing 

an 

acceptable 

level of 

reward. 

Eager to be 

innovative and 

to choose 

options offering 

potentially 

higher 

business 

rewards 

(despite 

greater 

inherent risk).  

 

Appetite LOW MODERATE HIGH SIGNIFICANT 

Risk 

Tolerance 

(Score) 

  

SCORE 

RANGE: 

 

Net: <5 

L x C 

SCORE 

RANGE: 

 

Net: 5 - 10 

L x C 

 SCORE 

RANGE: 

 

Net: 10 - 15 

L x C  

 SCORE  

RANGE: 

 

Net: 15 - 25 

L x C  

L = Likelihood                                           C = Consequence 

Table 1 
 

4.2. Risk Tolerance:  

The risk tolerances have been applied by the CCG; The Executive Team (on behalf 

of the Governing Body) will monitor the key influences and advise of the need to 

adjust the amount of risk that the CCG takes on. Risk tolerance may, by the choice of 

management, be different across the CCG. 

4.3. Risk Culture 

The culture of an organisation follows a reinforcing mechanism which can be either a 

“virtuous” or “vicious” circle. It is important to recognise that the culture is affected by 

the observed behaviours and attitudes of individuals and especially senior 

management within the organisation. Strong risk leadership and a clear “tone from 

the top” is essential. All members of staff are responsible for contributing to a positive 

risk culture across the organisation 
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5.0.  Roles and Responsibilities  
 

The risk management roles and responsibilities of the CCG’s key risk management 

stakeholders are defined below although they are not intended to replace existing 

accountabilities, nor are they an exhaustive list of tasks to be undertaken. 

5.1. Accountability  

Clear risk management accountability is at the core of the CCG’s approach to risk 

management, is central to the wider system of governance and internal control.  

 

A key component of an effective risk management system is a clearly defined 

structure that:  

 

 Contributes to the policy of accountability across the CCG, and reviews and 

approves the Risk Management Policy.  

 

 Provide clear criteria for objective setting and on-going performance 

management 

 Scrutinises the system of Risk Management at a level appropriate to each 

element of the structure and reduce the risk of blurred responsibility 

boundaries and the chance that key activity will be overlooked,  

 Provide role clarity for individuals and as such a clear focus for day to day 

activity management 

 

 Improve overall oversight, challenge and decision making, and support a 

culture of risk awareness and positive risk-taking behaviour. 
  

5.2. The Governing Body 

The Governing Body are ultimately responsible for determining the nature and extent 

of the significant risks it is willing to take in achieving its strategic objectives. The 

Governing Body will maintain sound risk management and internal control systems 

across the CCG. It will be supported in the discharge of its responsibilities by the 

Governance and Audit Committee and the Executive Team.  

 

The Governing Body in conjunction with the Governance and Audit Committee will 

determine the need to update and/or revise the policy as part of its on-going overview 

role and 

 

 Must be satisfied that the key and emerging risks to the CCG have been 

identified and managed appropriately. 

 

 Establish a clear Governing Body Assurance Framework so that it can 

confidently sign its  Governance Statement.  
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 Reviews and approves the level of risk that CCG takes on. 

 

 Reviews, in accordance with the Annual Cycle of Business, risk reporting via 

the Assurance Framework and monitoring of ‘Primary Risks’ from the 

Corporate Risk Register, including any ad-hoc escalated risk information. 

 

 Exercises challenge of key risks and current control effectiveness. 

 

 Reviews an annual report from the Chair of the Governance and Audit 

Committee on the adequacy and effectiveness of the CCG’s Management of 

Risk. 

 

5.3. Governance and Audit Committee  

The Governance and Audit Committee independently reviews the adequacy and 

effectiveness of risk management across the CCG, including; 

 

 Review of the effectiveness of risk management systems across the CCG on 

behalf of the CCG Governing Body; this is primarily done by the work of 

internal and external audit, 

 

 Compliance monitoring, via internal and external audit plans and the 

monitoring of risk reporting via the Assurance Framework and Corporate Risk 

Register, 

 

 Playing a key part in advising the Governing Body of the outcomes of its 

compliance monitoring work at regular stages throughout the year.   
 

 Reviews and approves risk based internal and external audit plans.  
 

 Receives and considers reports from compliance, internal and external audit 

in relation to risk issues. 

 

 Reviews, in accordance with the Annual Cycle of Business, risk reporting and 

any ad-hoc risk escalation, including the Assurance Framework and ‘Principal 

Risks’ via the Corporate Risk Register. 

 

 Advises the Governing Body on the outcome of their review of the Assurance 

Framework and Corporate Risk Register 

 

 Reviews the Annual Governance Statement. 
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5.4. The Quality Committee 

The Quality Committee will support the Governance and Audit Committee by 

providing assurance and information on quality, so as to enable the Governance and 

Audit Committee to fulfil its role and responsibility in connection with the 

management of risk.  

 

Although an assurance provider to the Governance and Audit Committee the Quality 

Committee will take overall responsibility for discharging the CCG patient care, 

quality and safety agenda and therefore also reports directly to the Governing Body 

on these matters. 

 

The role of the Quality Committee is to work to ensure that commissioned services 

are being delivered in a high quality and safe manner, ensuring that quality sits at the 

heart of everything the clinical commissioning CCG does. This could be extended to 

include jointly commissioned services.  

 

The remit of the Quality Committee is to bring together information from a variety of 

sources, including the Risk Management Policy i.e. via a review of the risks with 

regards to issues or alerts associated with the quality of the care commissioned and 

to triangulate or critically review this for action by the CCG, the commissioning 

support organisation or providers from whom the CCG commissions. 
 

5.5. Chief Executive (Accountable Officer) 

As part of the assurance framework, there is a requirement for the Accountable 

Officer, on behalf of the Governing Body, to write and publish a Statement on Internal 

Control, known in the NHS as Governance Statement. This provides stakeholders 

with the confidence that the CCG can demonstrate that it is adequately informed 

about the totality of their risks.   
 

Therefore, the Accountable Officer; 

 

 Ensures that all parts of the business implement the CCG’s Risk 

Management policy. 
 

 Fosters a culture of open discussion and debate, promote risk owner 

accountability and a risk aware culture. 
 

 Ensures the Executive Team member’s personal objectives have an 

appropriate focus on risk and risk management. 
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5.6. Executive Team 

The Executive Team is responsible for overseeing the implementation of the CCG’s 

policy including defining; sponsoring, supporting, debating and challenging key risk 

and risk management activity across the CCG.  

The Executive Team will review and monitor progress against the policy via the risk 

management implementation plan and plays a key role in providing assurance to the 

Governing Body and Governance and Audit Committee on the effectiveness of the 

policy, its application and the management of key risk areas through on-going 

monitoring. 

The Executive Team will; 

 Ensure that key and emerging strategic risks are identified, assessed and 

managed by undertaking on-going analysis of risk information to assess risk 

criticality, common themes and trends and identify areas of emerging risk 

requiring further quantification or scenario analysis, 

 

 Ensure that there is an appropriate organisation and reporting structure in 

place to support the delivery and execution of the CCG’s Risk Management 

Policy, by developing and maintaining appropriate analysis to review risk 

aggregation provide risk analysis of common themes and trends, 

 

 Promote a risk aware culture and an environment that creates positive risk-

taking behaviour and clear accountability, 

 

 Monitor the overall level of risk assumed by the CCG and the effectiveness of 

risk assessment, risk mitigation strategies and internal control processes for 

key risks identified, including monitoring progress of critical risk mitigation and 

the implementation and maintenance of reliant key controls,  

 

 Receive and review updates and recommendations from the Corporate 

Governance Manager on the management of significant risk and the 

effectiveness of the risk management process inclusive of the ownership of 

risk within the organisation, 

 

 Request the attendance of the CCG’s management and risk owners at 

meetings and receive presentations on specific key risks and policy 

application effectiveness, 

 

 Ensure all major contracts have an appropriate consideration of risk exposure 

factored into the selection process. 
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5.7. Corporate Governance Manager 

Responsibility for the consolidation, challenge and reporting of all risk management 

information sits with the Corporate Governance Manager, as well as providing 

support and guidance on the application of the policy across the CCG, including: 

 

 Facilitates risk management activity, including identification and assessment 

across the CCG.  
 

 Proactively, raises risk and risk management awareness and understanding 

at all levels. 
 

 Provides summary, regular and ad-hoc reporting on key business risks, 

control strength, the risk environment, progress of critical action and risk 

process effectiveness (business and delivery risk) to the Executive Team, 

Governance and Audit Committee and the Governing Body in accordance 

with the Annual Cycle of Business. 
 

 Attends the Executive Team as required to provide an on-going view of risk 

management performance. 
 

 Provides on-going risk management advice and training to all parts of the 

business.  
 

 Develops, implements, maintains and evolves the policy taking account of 

evolving good industry/regulatory practice, overseeing the application and on-

going use of the policy. 
 

 Monitors the overall level of risk assumed by the CCG and the strength of the 

control environment. 
 

5.8. The CCG: Management and Staff  

Each Department and Support Service is responsible for implementing the 

requirements of the policy and for providing assurance that it has done so. 

 

All managers have a ‘first line’ responsibility for identifying, assessing and managing 

risk within their own area of responsibility, for implementing agreed actions to 

manage risk and for reporting activities or circumstance that may give risk to new or 

changed risk.  

 

The policy is mandatory and applies to every part of the organisation.  We recognise 

that risk management is a process that extends to our business partners. Whilst it is 

difficult to enforce our risk management principles on our partners, suppliers, 

customers and other stakeholders, we will be rigorous in ensuring partners adhere to 

our policy. 
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5.9. Internal Audit  

Internal Audit will provide assurance to the Governance and Audit Committee on the 

effectiveness of its system of internal control including the policy and its application 

across the organisation. It will also use the outputs from the policy to drive its 

assurance plan going forward throughout the year.  

 

 Develops risk based annual internal audit plans. 
 

 Reviews the effectiveness of controls in place to manage key risks identified.  
 

 Provides an annual review and opinion on the effectiveness of the CCG’s risk 

management arrangements by reviewing the policy and its application on 

behalf of the Governance and Audit Committee and report findings. 

 

5.10. Directorates 

Each Directorate must ensure that any risks potentially impacting their service 

provision are identified, assessed and reported based on the corporate approach as 

defined within this document. Specifically, actions include: 

 

 Identify and assess key risks within the business Directorate (and wider) for 

management through the risk management process, 
 

 Take ownership of key risks as directed by the Executive Team, 
 

 Oversee the progress of actions to manage risks identified and ensure the 

risks are kept up to date, with a review during directorate/team meetings at 

least quarterly, 
 

 Ensure teams within area of responsibility put into practice the requirements 

of the policy and hold them to account for this as appropriate, 
 

 Attend risk oversight forums as directed to discuss risks in relation to own 

area of responsibility and policy application, 

 

 Ensure personal objectives have an appropriate focus on risk and risk 

management, 
 

 Ensure appropriate resources are in place to deliver the requirements of the 

policy effectively within area of responsibility, 
 

 Sponsor a culture of risk awareness and positive team behaviour in relation to 

risk and risk management, 
 

 Review and challenge key risks, control effectiveness and the progress of 

mitigation actions through on-going dialogue, 
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 Conduct routine emerging risk identification sessions within teams.  

 

5.11. Programme Office 

Each project has an assigned Project Manager to enable objectives to be met, and 

the reporting of project specific risks is based on the corporate approach as defined 

within this document. Specifically, actions include: 
 

 Project Initiation Documents capture risks that could potentially impact upon 

the delivery of the project, 
 

 Once the project has been agreed, the relevant risks are transferred to the 

Project Risk Register, 

 

 Project risks are included within the Project Highlight Report update and are 

reviewed by each stakeholder group with a lead Director, 
 

 Projects are reviewed at the Organisational Performance Delivery meetings 

on a 3 to 4 monthly basis and significant risks and issues are highlighted 

through these updates. 

 

5.12. Information Risk Management 

The Information Governance Policy, incorporating the Information Governance 

Framework and policy, and the Information Security Policy provide details of the role 

of the Senior Information Risk Owner (SIRO) as being responsible for the 

organisation’s information risk management. 

 

5.13. Information Communication Technology (ICT) 

The CCG’s ICT function is provided via Hertfordshire, Bedford and Luton (HBL) ICT 

Shared Services, who also provide services to other NHS providers/CCG’s within 

HBL. The ICT risk management function is managed centrally via the ICT Shared 

Services Board. 

 

5.14. Risk Review Group 

The Risk Review Group (RRG) will support the Executive Team, in the digest and 

analysis of the risks. It will ensure that the necessary processes are in place to 

achieve compliance with the statutory requirements of the CCG. 

 

5.15. Risk Owners 

Risk Owners have designated responsibilities for each reported risk, therefore 

should; 
 

 Ensure compliance to the policy in respect of owned risk and the escalation of 

risks where required. 

 

 Oversee the delivery of key action plans agreed with action owners.  
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 Ensure the risk owned is effectively mitigated and kept up to date at all times. 

 

 Monitor the status of owned risks with a particular focus on monitoring 

circumstances that may alter the severity of risks. 

 

5.16. Risk Leads 

Risk leads have delegated responsibilities including: 

 Taking a lead role in embedding risk management processes into their 

directorates/teams.  

 

 Taking a lead role in the maintenance of risk registers via Datix and ensuring 

risks that meet the tolerance level of 12 or higher are escalated and managed 

on the Corporate Risk Register 

 

 Provide assurance of risk management activity through the relevant 

committees and the ‘Risk Review Group’ 

6.0.  Risk Management  

 

The CCG has a number of clear Strategic Objectives (SOs) to which risks have been 

identified. See Appendix 1. These risks will be managed by; 

 

 Identifying internal control measures for knowns risks and report on risks that 

will undermine the achievement of the CCG’s objectives, both strategically 

and operationally, through appropriate analysis and assessment criteria, 

 

 Better allocating effort and resources for the management of key and 

emerging risks, 

 

 Driving improvements and improved intelligence for key decision making,  

 

 Supporting and developing our reputation as a well governed and trusted 

organisation amongst our patients, staff, partners and peers, and 

 

 Reducing cost and improving efficiency in our combined governance, risk and 

assurance process. 

 

6.1. Risk Management Process 

The process for identifying and assessing risk is an integral and inseparable part of 

the management skills, performance culture and processes which are the core of our 

business.  
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Understanding the risks, we face and managing them appropriately will enhance our 

ability to make better decisions and deliver on objectives.  

 

Managing risk effectively will protect and enhance the benefits of and commitments 

we have made to our stakeholders and it is this overarching principle that is the 

backbone of our approach to risk and control management strategy. 

 

The CCG’s risk assessment process consists of the following key steps, this is a 

continuous process. Figure 1 show the Risk Management Process. 

 

 
Figure 1: Risk Management Process 
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6.2. Communication and Consultation 

The purpose of communication and consultation is to ensure relevant stakeholders 

are aware and understand the risks to objectives. The consultation involves obtaining 

feedback and information to support decision-making. Risks are reported via Datix 

and assigned to the appropriate Executive Lead. 

 

The aims are to: 

 

 bring different areas of expertise together for each step of the risk management 

process; 

 

 ensure that different views are appropriately considered when defining risk 

criteria and when evaluating risks; 

 

 provide sufficient information to facilitate risk oversight and decision-making; 

 

 build a sense of inclusiveness and ownership among those affected by risk.  

 

6.3. Scope, context and criteria 

The scope, the context and criteria is to adapt the risk management process, 

enabling effective risk assessment and appropriate risk treatment. The external and 

internal context is the environment in which the CCG seeks to define and achieve its 

Strategic Objectives. 

Understanding the context is important because risk management takes place in the 

context of the objectives and activities of the CCG. e.g. the CCG’s changing 

environmental factors can be a source of risk; the purpose and scope of the risk 

management process may be interrelated with the objectives of the CCG as a whole. 

6.3.1. Defining risk criteria 

In order to effectively understand a risk, the CCG should specify the amount and type 

of risk that it may or may not take, relative to objectives. This is known as the Risk 

Appetite. The define criteria will provide Risk Owners with relevant information to 

evaluate significance of risk to CCG’s objectives and to support decision-making 

processes.  

 

Risk criteria should be aligned with the risk management framework and reflect the 

CCG’s values, objectives and resources and be cons istent with policies statements 

about risk management. While risk criteria should be established at the beginning of 

the risk assessment process, the following should be considered: 

 

 the nature and type of uncertainties that can affect outcomes and objectives 

(both tangible and intangible) in relations to the CCG’s Risk Domains 
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 how consequences (both positive and negative) and likelihood of the risk 

occurring and its potential impact on our business will be defined and 

measured in relations to the CCG’s Risk Matrix 

 

 how the level of risk is to be determined in relation Risk Appetite and 

Tolerance 

 

 how combinations and sequences of multiple risks will be taken into account  

in relations to the Impact/Consequences Table 

 

6.4. Risk Assessment 

Risk assessment is the overall process of risk identification, risk analysis and risk 

evaluation. It should be conducted systematically, iteratively and collaboratively, 

drawing on the knowledge and views of stakeholders.  

The assessment of current impact and likelihood will combine to provide the current 

risk severity.  When assessing the current risk, the key controls, assurances and 

gaps need to be considered to ensure the assessment is correct.  

6.4.1. Risk Identification 

The first and perhaps most important task in developing the CCG risk profile, is to 

find, recognise and describe risks that might help or prevent the CCG from achieving 

its objectives.  The CCG will use Datix Risk Management System to ensure relevant, 

appropriate and up-to-date information is provided for decision making and resource 

allocation. See Appendix 4 - Datix User Guidelines. 

 

The following factors may be considered when identifying a risk: 

 

 tangible and intangible sources of risk; 

 causes and events; 

 threats and opportunities; 

 vulnerabilities and capabilities; 

 changes in the external and internal context; 

 indicators of emerging risks; 

 the nature and value of assets and resources; 

 consequences and their impact on objectives; 

 limitations of knowledge and reliability of information; 

 time-related factors; 

 

Each Directorate must ensure that risks are identified within their area of the 

business, and escalated where necessary. The input and outputs of this risk 

identification must be managed through Datix Risk Management System. 

 

It is important to carefully consider the risk, principal causes that may give rise to the 

risk and the effects for the CCG should the risk materialise. The risk description 
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should follow the best practice – IF (cause), THEN (risk event), and RESULTING IN 

(effect/impact), to help determine risk severity and how risks can best be mitigated.   

 

The CCG will undertake proactive risk identification exercises, including but not 

limited to; 

 

 ‘Top-down’ assessment of strategic risks facilitated involving the Governing 

Body, Executive Team and wider management, as required, 

 

 ‘Bottom-up’ risk reporting and risk discussions at a local level, as required, to 

ensure a consistent approach across the Directorates, 

 

 Project risks identified by the Programme Office via the Project Initiation 

Documentation and on-going review against the delivery and success factors 

of the project, 

 

 Assessment of emerging risk areas and horizon scanning, in conjunction with 

the Executive Team, as well as through the risk reporting process, 

 

 Risk identification to support business planning and the determination of 

strategic priorities. 

 

When risk has been identified and described, risk ownership needs to be agreed and 

assigned. A member of the Executive Team will own the risk and identify an 

appropriate risk lead. 
 

6.4.2. Risk Analysis 

When a risk has been identified the risk owner/lead will need to make an assessment 

about the characteristics of the risk and the potential severity of the risk should it 

occur. Risk analysis involves a detailed consideration of uncertainties, risk sources, 

consequences, likelihood, events, scenarios, time-related factors and volatility, the 

effectiveness of existing controls, sensitivity and confidence levels. An event can 

have multiple causes and consequences and can affect multiple objectives.  

 

The level of risk that the CCG takes on prior to identifying controls is referred to as 

‘Original Risk’. An assessment of 1 to 5 (defined by descriptors) for both impact and 

likelihood should be used for all risks. The assessment of inherent impact and 

likelihood will be combined to provide an Inherent risk profile. Appendix 3 provides 

the risk descriptors for determining the risk profile (impact/likelihood) to help ensure 

that the risks are scored consistently. 
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6.4.3. Risk Evaluation 

The purpose of risk evaluation is to support decisions. This compares the results of 

the risk analysis with the established risk criteria to determine where additional action 

is required, leading to a decision to: 

 do nothing further; 

 consider risk treatment options; 

 undertake further analysis to better understand the risk; 

 maintain existing controls; 

 reconsider objectives. 

The Risk Review Group will support the CCG with risk evaluation and the outcome of 

risk evaluation will be recorded, communicated and then validated at appropriate 

levels of the CCG. 

 

6.5. Risk Treatment  

Risk treatment can be described as the process by which key controls are identified 

to mitigate a risk. The purpose of risk treatment is to select and implement the best 

options for addressing the risk. The process may include: formulating mitigating 

actions or existing controls; planning and implementing mitigating actions; assessing 

the effectiveness of the controls in place or progress actions; deciding whether the 

remaining risk is acceptable; if not acceptable, agreeing further actions with 

stakeholders to further mitigate the risk. 

 

In selecting the most appropriate risk treatment option(s), balance the potential 

benefits derived about the achievement of the objectives against costs, effort, or 

disadvantages of implementation. Risk treatment options are not necessarily 

mutually exclusive or appropriate in all circumstances. Therefore, it is worth 

considering one or more of the following:  

 

 avoiding the risk by deciding not to start or continue with the activity that gives 

rise to the risk;  

 taking or increasing the chance to pursue an opportunity;  

 removing the risk source;  

 changing the likelihood or consequences;  

 sharing the risk (e.g., through contracts, buying insurance);  

 retaining the risk by informed decision. 

 

Risk treatment can also introduce new risks that need to be managed. 
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6.5.1. Treatment Actions 

The residual severity of the risk will help to identify whether action is required to 

further mitigate risk to a level that we are comfortable with, based on a clear 

appreciation of risk appetite and tolerance that is set by the Governing Body and 

reflected in the risk assessment criteria. 

 

Where residual risk is assessed, and action is required then a plan will put in place to 

ensure that the action is implemented. There are four types of risk response that 

should be considered in determining the required action; 

 

 Terminate - Terminating or avoiding the activity or circumstance that gives 

rise to the risk or by choosing another approach with a lower risk. 

 

 Tolerate - Accepting the consequences of the risk should it occur. This may 

be appropriate when the resources required to reduce the risk in other ways 

exceed the consequences of the risk occurring. If a risk is accepted, a 

contingency plan will be of increased importance. 

 

 Transfer - Transferring the risk by sharing it with or passing it to suppliers, 

customers or contractors including the use of insurance and defined liability 

contracts. In practice, it is more likely that only some elements of a risk can 

be passed on, for example financial implications. Reputation risk is more 

likely to be retained.  

 

 Treat - Implementing controls and other mitigation actions (including 

contingency plans) that will reduce the likelihood and impact of risks 

identified. This option can be further analysed into four different types of 

control 

 

Action Owners must be assigned for all actions deemed appropriate together with 

timeframes/deadlines for action completion. Actions and timeframes will be reviewed 

and challenged by the Corporate Governance Manager and at the Executive Team 

where risks are assessed as Very High or High. Risk owners / Risk Action Owners 

are required to update an action status assessment for all actions agreed through the 

risk management process. 

 

The need for further risk mitigation must be considered in the context of CCG’s risk 

appetite principles. It is not the intention of this Policy to remove all risks or to 

manage risks to a low assessment.  

 

The CCG need to take informed risks in order to be successful and therefore 

allocating further resource to mitigate assessed residual risk that is already within our 

view of acceptability does not always best serve to support the achievement of our 

business objectives.  
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Risk owners must consider action priority and ensure that risk mitigation is prioritised 

on the basis of ease, cost and impact of implementation. 
 

6.5.2. Identifying Existing Controls  

Having identified key risks and assessed the severity, we must be clear on the high 

level, key existing controls that are in place to manage each risk. Existing controls 

should be identified and recorded on Datix Risk Register. Documenting the current 

controls ensures that there is a clear indication of what is being relied upon to 

prevent the risk event from materialising. 

 

In addition, the team or individual that provides primary oversight over the control 

with the key sources of assurance that are in place should be documented. In doing 

so, the risk owner should consider management oversight and review, as well as 

reviews undertaken by internal audit, compliance audits, health and safety audits and 

other more formal assurance processes. This will allow the CCG to review the 

adequacy of assurance in relation to assessed risk severity and determine the nature 

and level of assurance that needs to be provided.  

6.5.3. Identifying Gaps in Controls  

Assessing the effectiveness of current controls and assurances is subjective but 

nevertheless an important part of the risk assessment process as it helps to 

determine both the need for further mitigation and the key controls . 

 

6.5.4 Assessing Target Risk  

The process also identifies the target level of risk which is the risk’s profile following 

the application of existing controls, assurances and additional actions to mitigate the 

risk.  

 

The assessment of target impact and likelihood will combine to provide the agreed 

target risk severity that is acceptable. 

 

6.6. Recording and Reporting 

The emphasis of the CCG’s Risk Management Policy is very much focused on 

continuous proactive engagement on key risk issues as part of everyday business 

management. One output of this is the on-going process of reporting risks and 

controls. 

 

Reporting of risk and control information is not a one-way process as it promotes 

oversight, challenge and business engagement that seeks to improve risk and 

performance.  
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6.7. Monitoring and Reviewing 

The management of risk has to be reviewed and reported on for two reasons: To 

monitor whether or not the risk profile is changing; to gain assurance that risk 

management is effective, and to identify when further action is necessary. Receive 

the various assurances which are available about risk management and 

consequently delivering an overall opinion about risk management; Comment on 

appropriateness of the risk management and assurance processes which are in 

place. 

7.0.  Assurance Framework 

 

The Assurance Framework (AF) is a requirement established by the Department of 

Health to enable the Governing Body to satisfy itself that risks to achieving its 

objectives are adequately managed. It aims to bring together relevant information on 

the progress with the Governing Body’s objectives, mapping key work streams and 

relevant risks from the Corporate Risk Register. The AF includes the CCG’s strategic 

objectives and its risks, thereby enabling the CCG to seek assurances around the 

internal controls aimed at mitigating the risks. 

 

It contains key work streams and risks that by their nature could have a fundamental 

detrimental effect on the achievement of the CCG’s objectives. It is up-dated through 

monitoring and evaluation of the CCG risk environment by the Executive Team as 

well as outputs of the risk management process.   

 

Assurance is about providing adequate levels of confidence that risks to objectives 

are controlled. However, it is acknowledged that it is never possible to provide 

complete and absolute assurance, and as such the concept of positive or negative 

assurance is adopted. 

 

7.1. Levels of Assurance 

The aim of obtaining assurance is to ensure sufficient and appropriate evidence, and 

level of confidence to express a conclusion that a risk is well mitigated. The higher 

the level of assurance provided, the greater the confidence in the risk management. 

The Risk Owners and Leads will achieve this by conducting a more in-depth 

assessment of the assurance. The following are the two common levels of assurance 

that can be obtained. 

 Positive assurance: this could mean either ‘reasonable’ or ‘substantial’ but not 

absolute level of assurance.  

 Negative assurance: this could mean either ‘no assurance’ or ‘partial/limited’ 

level of assurance.  
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7.2. Three lines of defence 

To ensure the effectiveness of an organisation’s risk management framework, the 

GB and senior management need to be able to rely on adequate line functions – 

including monitoring and assurance functions – within the organisation. The 'Three 

Lines of Defence' model is used as a way of explaining the relationship between the 

oversight functions within the assurance process. See figure 2. 

 

Figure 2 Three Lines of Defence model 

 

Figure 2 

 

 1st Line of Defence - The internal control framework that enforces required 

behaviours and working practices throughout the organisation's day-to-day 

activities. E.g. policies, processes, systems, procedures, protocols, 

professional standards, codes of conduct, etc. Operational management has 

ownership, responsibility and accountability for assessing, controlling and 

mitigating risks together with maintaining effective internal controls. 

 2nd Line of Defence - Oversight functions undertaking scrutiny, facilitating 

and implementing effective risk management practices by operational 

management and assists the risk owners in defining the targets risk exposure 

and reporting adequate risk related information through the organisation.  For 

example, all the governance, compliance framework, financial control, quality, 

external performance, and commissioning responsibilities, reported to the 

Governing Body. 
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 3rd Line of Defence - Functions providing independent and objective 

challenge and assurance with regard to the organisation's governance 

arrangements. Internal Audit, External and other independent assurance 

providers and regulators. 

Risk owners and leads are to note the source of assurance for the controls identified. 

See Appendix 2. 

7.2.1. Reporting arrangements 

 

Discussion Forum: Reporting requirements: 

 

 

 

 

 

 

Reporting via the Governance Report: 

 Assurance Framework, 

 Corporate Risk Register - ‘Primary Risks’ 

only (rating 16+). 

 

 

 

 

 

 

Reporting via the Risk Profile Report: 

 Assurance Framework, 

 Corporate Risk Register - ‘Principal Risks’ 

only (rating Amber 12+), 

 Provided summary of decisions made at 

Executive Meeting (including new risks 

and mitigated risks). 

 

 

 

 

Reporting of updates related to specific risk 

areas via the Quality Committee update report 

to the Governance and Audit Committee and 

Governing Body 

 

 

 

 

 

 

Reporting updates with regards to: 

 Assurance Framework, 

 Corporate Risk Register, 

Executive Team agree new risks and closure 

of mitigated risks. 

 

 

 

Risks discussed at Risk Review Group, 

team/directorate meetings, 

Risks for escalation reported to the Corporate 

Governance Manager. 

 

Table 2 

 

7.3. Assurance Mapping 

An Assurance Map is created to obtain clarification in relation to assurance currently 

provided. Assurance Maps can be used at different levels and for different reasons 

as determined by need.  The starting point can also vary depending on purpose ; 

 

Governing Body 

Governance and Audit 

Committee 

Executive Team 

Quality Committee 

Team/Directorate  

Risk Review Group 
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 Gain a clear and complete understanding of the services delivered, the 

activities undertaken, and the types of assurance obtained. 

 Identify any potential areas where assurance activities are not present or are 

insufficient (assurance gaps). 

 Identify any areas where assurance is duplicated, repeated or excessive 

when compared with the activity being undertaken. 

The ‘Three Lines of Defence’ on the Assurance Framework will be captured 

separately through the Assurance Mapping Report to the Governance and Audit 

Committee and subsequently the Governing Body.  

8.0.  Risk Registers 

8.1. Corporate Risk Register 

The main aim of the Corporate Risk Register is to ensure that risks are actively 

managed by those responsible. By ensuring that the risk is managed at the level at 

which it exists it avoids unnecessary elevation of the risk and increases 

accountability amongst those responsible for managing risk.  

 

The objectives of the Corporate Risk Register are to; 

 Use a systematic approach to provide an overall understanding of the CCG’s 

risk exposure and level of assurance over the effectiveness of the control 

environment in the CCG’s key activities/functions, 
 

 Provide a basis for early warnings, and  
 

 Identify actions for improvement (above and beyond those already identified / 

being pursued). 

 

The approach and process are reliant on those assigned ownership of key processes 

acknowledging and taking professional responsibility for the management of the risk. 

The risks are aligned with the CCG’s strategic objectives, recognising that one risk 

may impact on the achievement of several objectives.   

8.2 Directorate Risk Registers 

Each directorate and, where deemed appropriate, distinct function within a 

directorate, should consider maintaining its own risk register of risks that impact on 

the delivery of directorate level objectives, these should follow the Corporate Risk 

Register format where possible.  

 

Risks that have been assessed to have a rating of 12 or above will be reviewed by 

the Executive Director for the directorate. Where the impact and likelihood are h igh, 

the Director will escalate the risk as a corporate risk for addition to the Corporate 

Risk Register. 
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8.3 Project Risk Registers 

The Project Risk Register combines the potential risks from each of the open project 

strands that are managed by the Programme Office. 

 

The Project Highlight Report is reviewed by each stakeholder group with a lead 

Director, and this includes an overview of the project status with issues and risks.  

 

Project updates are reviewed at the Organisational Performance Delivery meetings 

on a three to four monthly basis and significant risks and issues are highlighted 

through these updates. 

 

Risks that have been assessed to have a rating of 12 or above will be reviewed by 

the Executive Director for the project. Where the impact and likelihood are high, the 

Director will escalate the risk as a corporate risk for addition to the Corporate Risk 

Register. 

8.4 Private Risk Registers 

It is recognised that there is a need for a risk register that may contain private risks 

where it is not deemed appropriate for the risks to be made available to the public. 

Examples might include risks related to cybersecurity or fraud, where publication 

might detrimentally weaken the controls and increase the likelihood of negative 

impacts of a risk materialising. The use of a private risk register should be reserved 

only for risks in which there would be a clear detrimental effect on the CCG if the risk 

was made public. 

8.5 Risk closure 

Risks can be considered for closure if the risk no longer applies (i.e. the process that 

gave rise to the risk no longer exists) or the risk has reached its target level and no 

outstanding actions remain. 

 

Risk closure is decided at by the Executive Team and there are two categories for 

closed risk which determine the level of ongoing review: 

 

 Risk Closed - Risk still exists but is within target level. These risks will be 

reviewed once a year to ensure they remain at the target level.  

 

 Risk Closed:  Risk no longer applies - These risks will not be subject to 

further review. 
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9.0.  Appendix 1 - 2019/20 Strategic Objectives 

SO1  Living well and preventing ill health  
To support people to improve their health and wellbeing, and to live well with long 
term conditions via three enabling approaches to prevention 

SO2  Integrated Commissioning for Better Outcomes 
To improve outcomes through integrated commissioning taking a person-centred, 
place-based and outcomes-focused approach, working closely together to 
improve clinical quality, patient experience and affordability, and give equal priority 
to physical and mental health needs. 
 

SO3  Improving urgent care services 
To deliver improved urgent and emergency care pathways across our 
commissioned services for unplanned care. 

SO4  Delivering health and care more efficiently and effectively 
To deliver health and care more efficiently and effectively, and successfully 
achieve financial and activity targets, including successful delivery of Quality, 
Innovation, Productivity and Prevention (QIPP) initiatives. 
 

SO5  Data and Technology 
To deliver a CCG business strategy that will enable the digital innovation portfolio 
within the CCG, transitioning from analogue to digital ways of working and 
conducting business, whilst enabling greater collaboration and integration of 
services provided to the CCG’s population. The digital innovation portfolio that will 
enable the CCG to develop as an organisation and transform with partners into a 
single ICS from the current the Hertfordshire and West Essex STP and enabling 
the emerging strategies of the ICP and PCN’s within the STP footprint.  
 

SO6  Workforce 
To ensure that the CCG recruits retains and develops staff to ensure the 
organisation has the capability to successfully deliver its ambitions and objectives, 
and transition to an Integrated Care System.  
 

SO7  Participation and Engagement 
To ensure that the public are involved in designing, planning and monitoring the 
health and care services we commission and are encouraged and supported to 
take responsibility for their own health and wellbeing. 
 

SO8  Sustainability of General Practice:  
To deliver the NHS Long Term Plan through the reform of the GMS Contract as 
outlined in “Investment & Evolution” document. This is supported by the 
Hertfordshire and West Essex Integrated Health and Care Strategy and the 
Primary Care Strategic Framework & Primary Care Vision document. 
 

Table 1  
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10.0.  Appendix 2 - Sources of Assurance 

Examples Sources of Assurance from HFMA NHS Audit Committee Handbook 2018 

 
Internal: 

 Internal audit 

 Key Performance Indicators 
 Performance reports 

 Governing Body / Board reports 

 Sub Committee reports 

 Compliance Reports (reports from specialist compliance leads such as business continuity, security management specialists, health and 
safety advisors) 

 Local counter fraud work 

 Clinical audit 

 Staff satisfaction surveys 
 Staff appraisals 

 Training records 

 Training evaluation reports 

 Results of internal investigations 
 Serious Incidents Requiring Investigation  (SIRI) 

 Complaints records 

 Infection control reports 

 Patient experience surveys and reports 
 Information Governance toolkit self-assessment 

 Patient advice and liaison services (PALS) reports 

 Workforce and organisational development 

 Internal Benchmarking 
 Whistleblowing report (freedom to speak up guardian) 

 
External: 

 Internal audit (where provided by an external firm) 
 External Audit 
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Examples Sources of Assurance from HFMA NHS Audit Committee Handbook 2018 

 Health Education England 
 Care Quality Commission 

 NHS Improvement 

 NHS England 

 Royal College visits 
 External benchmarking and statistics 

 Accreditation schemes 

 National and regional audits 
 Peer reviews 

 Feedback from patients and service users 

 Feedback from healthcare and third sector partners 

 Investors in People and other team development tools 
 Local networks – for example, cancer networks 

 Healthwatch 

 NHS Counter Fraud Authority quality assurance programme 
Table 2 
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11.0.  Appendix 3 - Likelihood and Consequences  

 
Consequence score (severity levels) and examples of descriptors  

 
1.  2.  3.  4.  5.  

Risk Domains  
Negligible  Minor  Moderate  Major  Catastrophic  

Clinical Quality 

and Patient 

Safety 

(Including 

equipment) 

- No risk of negative 
impact to CCG 

- Small risk of delay in 
patient receiving the 

required care  

- Small risk of negative 

impact to CCG 

- Guidance not regularly 

reviewed.  

 High risk of delay in patient 
receiving the required care  

- High risk of negative 

impact to CCG, and 

possibly consequences to 

commissioned services. 

- Guidance insufficient / 

poor training. 

 

 

 

 

- Serious risk of delay in 
patient receiving the required 

care 

- Serious risk of harm to 

patients due to poor 

commissioning. 

- Investigation resulting in 

identification of serious 

omission on the part the 

CCG to consider quality and 

safety in commissioning 

decisions.  

- Potential to cause one or a 
number of fatalities.  

- Compliance breach, causing 

serious fine, investigation, legal 

action.  

Innovation/ 

Performance/ 

Outcomes 

Minimal impact upon 

productivity, costs or 

quality 

- Small risk of impact upon 

productivity i.e. waiting 

times, patient outcomes 

 

- Small risk of impact upon 

delivery of QIPP schemes 

- High risk of impact upon 

productivity i.e. waiting 

times, patient outcomes 

 

- High risk of impact upon 

delivery of QIPP schemes 

- Significant risk of impact 

upon productivity i.e. waiting 

times, patient outcomes. 

-  High risk of impact upon 

delivery of QIPP schemes 

- Significant risk of negative 

impact upon patients,  providers 

and/or ther CCG i.e. non-

delivery of key objectives/ Loss 

of  per cent of budget  

 

Adverse 

publicity/effect 

on reputation 

- Rumours 

- Potential for public 

concern  

- Local media coverage and 

discussions on social media 

– short- term reduction in 

public confidence 

- Elements of public 

expectation not being met 

- Local negative and critical 

media coverage and 

discussions on social media 

– leading to medium-term 

reduction in public 

confidence 

- MPs and stakeholders 

raise concerns with CCG    

 

- Sustained negative and 

critical local media coverage 

and discussions on social 

media 

- National negative media 

coverage for less than 3 

days 

- MPs and stakeholders raise 

concerns with CCG 
- NHS England or DHSC 

raises concerns with CCG 

- National negative media 

coverage for more than 3 days 

- MPs and stakeholders raise 

concerns in public fora (e.g. 

questions in the House of 

Commons or critical media 

articles) 

- Total loss of public confidence  

Human 

resources/ 

organisational 

development/ 

staffing/ 

competence  

- Short-term low staffing 

level that temporarily 

reduces service quality 

(< 1 day)  

- Low staffing level that 

reduces the service quality  

- Late delivery of key 

objective/ service due to 

lack of staff  

- Unsafe staffing level or 

competence (>1 day)  
- Low staff morale  

- Poor staff attendance for 

mandatory/key training  

- Uncertain delivery of key 

objective/service due to lack 

of staff  

- Unsafe staffing level or 

competence (>5 days)  
- Loss of key staff  

Very low staff morale  

- No staff attending 

mandatory/ key training  

- Non-delivery of key 

objective/service due to lack of 

staff  

- Ongoing unsafe staffing levels 

or competence  
- Loss of several key staff  

- No staff attending mandatory 

training /key training on an 

ongoing basis  

Statutory duty/ 

inspections / 

Regulatory 

Action  

- No or minimal impact or 

breach of guidance/ 

statutory duty  

- Breach of statutory 

legislation  

- Reduced performance 

rating if unresolved  

- Single breach in statutory 

duty  

- Challenging external 

recommendations/ 
improvement notice  

- Enforcement action  

Multiple breaches in 

statutory duty  

- Improvement notices  
- Low performance rating  

- Critical report  

- Multiple breaches in statutory 

duty  

- Prosecution  

- Complete systems change 
required  

- Zero performance rating  

- Severely critical report  

Business 

objectives/ 

projects  

- Insignificant cost 

increase/ schedule 

slippage  

- <5 per cent over project 

budget  

- Schedule slippage  

- 5–10 per cent over project 

budget  

- Schedule slippage  

- Non-compliance with 

national 10–25 per cent over 

project budget  

- Schedule slippage  

Key objectives not met  

- Incident leading >25 per cent 

over project budget  

- Schedule slippage  

Key objectives not met  

Finance 

including 

claims  

- Small loss  

- Risk of claim remote  

- Loss of  per cent of budget  

- Claim less than £10,000  

- Up to 0.05% 

- Loss of  per cent of budget  

- Claim(s) between £10,000 

and £100,000  

- Up to 0.15% 

- Uncertain delivery of key 

objective/Loss of  per cent of 

budget  

- Claim(s) between £100,000 

and £1 million 

- Purchasers failing to pay on 

time  
- Up to 0.5% 

- Non-delivery of key objective/ 

Loss of  per cent of budget  

- Failure to meet specification/ 

slippage  

- Loss of contract / payment by 

results  

- Claim(s) >£1 million  
- Over 0.5% 

Health and 

Safety 

- Minimal effect on staff - Potential for minor harm or 

intruding into normal non-

working time 

- Incident requiring hospital 

treatment for more than one 

member of staff.  

- Intrusion into normal non-

working time 

- Significant injuries, 

potential death. 

- Major intrusion into staff’s 

time 

- Deaths and / or major effect 

on staff lives 

Service/busine

ss interruption 

Environmental 

impact  

- Loss/interruption of >1 

hour  

- Minimal or no impact on 

the environment  

- Loss/interruption of >8 

hours 

- Minor impact on 

environment  

- Loss/interruption of >1 day  

- Moderate impact on 

environment  

- Loss/interruption of >1 

week  

- Major impact on 

environment  

- Permanent loss of service or 

facility  

- Catastrophic impact on 

environment  

Table 3 Choose the most appropriate domain for the identified risk from the left hand side of 

the table then work along the columns in same row to assess the severity of the  risk   
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 Likelihood score 

 
1.  2.  3.  4.  5.  

Descriptor 
Rare Unlikely Possible Likely Almost certain 

Frequency  
How of ten might 
it/does it happen  

This will probably  
nev er happen/recur  

Do not expect it to 
happen/recur but it is 
possible it may do so 

Might happen or 
recur occasionally 

Will probably  
happen/recur but it 
is not a persisting 
issue 

Will undoubtedly 
happen/recur,possibly frequently 

Table 4 Likelihood score (L) 
   
 

 
Consequence 

Likelihood 1 2 3 4 5 

 Negligible Minor Moderate Major Catastrophic 

5 Almost Certain 5 10 15 20 25 

4 Likely 4 8 12 16 20 

3 Possibly 3 6 9 12 15 

2 Unlikely 2 4 6 8 10 

1 Rare 1 2 3 4 5 

Table 5 Risk scoring = consequence x likelihood (C x L)  

 
Instructions for use  

1 Define the risk(s) explicitly in terms of the adverse consequence(s) that might arise from the risk.  
 

2 Use table 3 to determine the consequence score(s) (C) for the potential adverse outcome(s) 
relevant to the risk being evaluated.  

 
3 Use table 4 to determine the likelihood score(s) (L) for those adverse outcomes. If possible, score 

the likelihood by assigning a predicted frequency of occurrence of the adverse outcome. If this is 
not possible, assign a probability to the adverse outcome occurring within a given time frame, 
such as the lifetime of a project or a patient care episode. If it is not possible to determine a 
numerical probability then use the probability descriptions to determine the most appropriate 
score.  

 
4 Calculate the risk score the risk multiplying the consequence by the likelihood: C (consequence) x 

L   (likelihood) = R (risk score)  
 

5 Identify the level at which the risk will be managed in the organisation, assign priorities for 
remedial action, and determine whether risks are to be accepted on the basis of the colour 
bandings and risk ratings, and the organisation’s risk management system. Include the risk in the 
organisation risk register at the appropriate level. 
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Risk Zones and Descriptors 
Green Zone: Review – no action required. Risk in this zone should be review every quarter or as 

required 

Yellow 

Zone: 

Continue to watch. Action is discretionary. Risk in this zone which are scored below 

12 should be review quarterly but if rated above 12 then review monthly 

Amber 

Zone: 

Action should be taken and / or continued monitoring by the CCG. Risk in this zone 

which are scored below 12 should be review quarterly but if rated above 12 then 

review monthly 

Red Zone: 

Immediate actions required / or continued monitoring by the CCG; review every 

month 

 

Table 6 Used in conjunction with the Risk Matrix Table 

 

SO Risk ID Risk Domain  Risk 

Appetite  

Acceptable/ 

Target Risk 

Score  

Rationale  

 

SO8 F25 Finance 

including 

claims 

Open  10 The CCG is open to considering all 
potential delivery options that 
provide an acceptable level of 
reward and value for money.  
 
The CCG’s risk appetite is low; 
consequently the CCG has 
confidence in its robust governance 
systems and financial controls  
 

SO1 M25 Reputation  Averse 5 Insert rational 

 Table 7 Risk Appetite information gathering template 
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12.0.  Appendix 4 - Assurance Framework Template (Moving to Datix) 

 
Figure 1 
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13.0.  Appendix 5 - Datix Risk Register Guide 

The Risk Register module enables you to prioritise risks to the CCG’s objectives and to put in place action plans for improvement, forming a 
key element of our Assurance Framework. The Risk Register module is simple to use. Individual directorates and departments can keep their 
own risk registers. This information feeds into the organisation-wide risk register, giving a prioritised portfolio of risks across the entire 
organisation.  
 
Accessing DatixWeb 

 You do not need a Datix user account to report a risk. Please follow this link to report a risk https://enhccg-
web01/datix/live/index.php?form_id=1&module=RAM 
 

 If a user account has been created for you to manage risks please follow this link to login https://enhccg-
web01/datix/live/index.php?action=login 

 

 

Login page 

 

Figure 2 

Note: You will be required to change your passwords on your first log in. The Main Risk Register page contains all the tools necessary to report 

and review a risk, and produce statistical and listing reports.

https://enhccg-web01/datix/live/index.php?form_id=1&module=RAM
https://enhccg-web01/datix/live/index.php?form_id=1&module=RAM
https://enhccg-web01/datix/live/index.php?action=login
https://enhccg-web01/datix/live/index.php?action=login
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Change of password 

 

Figure 3 

 Enter your previous password into the ‘Old password’ field 
 Enter your new password into the ‘New password’ field 

 Repeat your new password in the ‘retype password’ field 
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Add a New Risk  

 

Figure 4 

You can add a new risk by following any of these options; 

 On the top application menu, click Risk Register, select ‘Add a new risk’ from the dropdown menu.  

 Click Add a new risk in the left-hand navigation menu, i.e. select ‘Add a new risk’ from the side menu on the landing page of the Risk 
Register Module.  

 Fill in the information about the risk. Complete all mandatory fields. 
 Click Save. 
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Risk Register Workflow   

The risk register workflow is designed to take risk register records through predefined stages in a risk management process.  

 
Figure 5 
 
Risk register records are typically created and submitted for review on a Risk Management and Review Form (RISK1). Upon submission, 
automated email notifications can be sent to prompt a review of the risk or to notify specific personnel.  

Once submitted, risk records go through an initial review process and investigation before being passed on to final approval. The RISK2 form is 
used for reviewing and investigating. Risk register records can be linked to other risk register records, and to records stored in other application 
modules - such as incident or complaint records. During the review process risk records might be approved or rejected several times before 
receiving final approval. 
 
The workflow features various holding areas, or statuses, as shown below. On the right side of the screen  (image on figure 3), you will see a list 
of the number of records by status. Records sit in each of the holding areas until they are pushed  into the next area; 
 

 In Holding Area, Awaiting Review 

 Being Reviewed 

 Awaiting Final Approval 
 Being Approved 

 Final Approval 

 Rejected 

Once a risk is recorded in the system, you can produce a variety of statistical and listing reports for risk register records you have access to. 
Report data can also be displayed on dashboards and exported into a variety of formats. 
 
Having received final approval, the risk register records remain in the application. You can continue to access these records and use them to 
support new investigations and safety learning.  
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Fill in Risk Management Form 1 

 
Figure 6 

Fill in the information about the risk on Risk Management Form 1. Complete all mandatory/relevant fields, and click ‘Submit’.  
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Fill in Risk Management Form 2 

Once you have completed Form 1, then you will have access to Form 2. Both forms look similar but Form 2 holds all the informa tion you have 
entered via Form 1 and allows you to provide further updates. i.e. the actual risk management. Form 2 will enable you to ente r/monitor 
information on ‘Controls,’ ‘Assurances,’ and ‘Actions.’ You will be able to send communications and feedback directly from the risk record. See 
communication and feedback form below; 
 

  
Figure 7 

 

You will also be able to complete the dimensions of risk score, i.e., Initial score, current score, and target score.  
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Add a Risk Score 

Risk scoring is used to determine the likelihood of risk reoccurrence and the associated consequences  
1. Adding an Initial risk score lets the CCG know how likely the risk is going to reoccur and what impact that it would if it occurs.  
2. Adding a Target risk score gives the CCG a level of risk that they are willing to accept, or a risk appetite. Throughout the review process, 

the Current risk score should be reviewed and updated according to the changing likelihood and impact of the risk. Risk score must be 
manually updated on the Risk Matrix section of the Risk form. 
 

 
Figure 8 

1. Select the appropriate value in the matrix to describe the Initial risk grade. 
2. Select the appropriate value in the matrix to describe the Current risk grade. 
3. Select the appropriate value in the matrix to describe the Target risk grade. 
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Add Actions to a Risk Register Record 

 On the top application menu, click Risk Register. 
 Open a risk register record. 

 Click Actions in the left-hand navigation menu. 

 Click Create a New Action.  

 

Figure 9 

 Fill in the Action Details section. Complete all mandatory fields. 

 Click Submit Action > Save. 

  



 
 

 
Risk Management Policy  
East and North Hertfordshire Clinical Commissioning Group 

 
Page 48 of 51 

 

Generate a Risk Report and format it on Excel 

Reports are useful for either identifying trends in a larger data set or summarising a set of filtered records. There are two  methods of producing 
reports in the application: custom reporting and using designed (or packaged) reports. Naturally, you will be directed to the se tools once you 
select Report Designer. The Report Designer tool enables you to create and run your own reports. This allows you  to export in Excel, CSV, and 
PDF. Recommended – run report, export into excel format. 
 

 
Figure 10 

 On the top application menu, click the desired module, for example, Incidents. 
 Click Design a Report in the left-hand navigation menu. 

 Export report onto excel (not the CSV). 

 Accept report to be editable 

 Highlight the first 5 rows of the spreadsheet (A1:A5) and delete. Make sure the cursor is on the numbers to highlight the ent ire row. 
  Highlight multiple columns and collapse: I.e. highlight columns  right click and select ‘Format Cells’  turn the ‘orientation clock to angle 

90 degrees and select ‘OK’. 

 Place your cursor in between the column frames and double click – this should collapse the cell spaces.  

 Repeat the above process on desired columns to achieve the same results 
 Rename default headings as to the desired text e.g rename ‘Risk Subtype’ to ‘Risk Domains’  

 Delete columns as required and resize to landscape and A3 
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14.0.  Appendix 6 - Equality Impact Assessment Screening 

Name of policy / service 
 
 

Risk Management Policy  

What is it that is being 
proposed? 
 

Bi-annual update to the Risk Management Policy, in line with 
legislative and/or administrative changes 

What are the intended 
outcome(s) of the 
proposal 
 

Policy to be ratified and adopted by the CCG 

Explain why you think a 
full Equality Impact 
Assessment is not 
needed 
 

This policy is a high-level Risk Management Policy. It does not 
directly impact on people who have, or share, a protected 
characteristic. The actions it identifies as essential and/or 
priority include actions that ensure that there is no or minimal 
impact on people who have a protected characteristic should 
the plan need to be implemented. 

On what 
evidence/information 
have you based your 
decision?  
 

There is no scope within the plan for differential impact based 
on a person’s protected characteristic status 

How will you monitor 
the impact of policy or 
service? 
 
 
 

The policy will be monitored via the Governance and Audit 
Committee who will periodically review the risk management 
arrangements, including the elements of planning, organisation 
control and monitoring to ensure that the whole system remains 
effective. 
 

How will you report 
your findings? 
 
 

Reporting to the Governance and Audit Committee and 
Governing Body in accordance with their annual cycles of 
business 
 

Having considered the proposal and sufficient evidence to reach a reasonable decision on 
actual and/or likely current and/or future impact I have decided that a full Equality Impact 
Assessment is not required. 
 
Assessment reviewed by the Equality and Diversity Lead: 

Name: Paul Curry 

Role: Equality and Diversity Lead 

Date: November 2018 

Comments:  
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15.0.  Appendix 7 - Data Protection Impact Assessment  

– Initial Screening Tool  
 
Project/Service 
Name of the Project or Service: Risk Management Policy 

DPIA Reference: DPIA038  Proposed                       Existing     

Date of Completion: 12 July 2019 
Who is likely to be affected by this project?  Staff            Patients        Public 

Description of Project or Service: The purpose is to outline how the CCG 
approaches managing the challenges that threaten 
our organisation on a daily basis and as part of 
good practice, how we identify, understand, 
assess and manage risk across the CCG and 
stakeholders. 

Identified benefits, quality expectations 
and intended outcomes: 

Supports the delivery of the CCG’s risk 
management objectives and outlines application 
principles, risk oversight structures, key 
accountabilities and requirements for identifying, 
assessing reporting and monitoring risk. 

Project/Service Lead 
Name: Leon Adeleye 

Job Title: Corporate Governance Manager 
Department/Directorate: Governance and Corporate Affairs/Finance 

Telephone Number: 01707 685239 
Email address: leon.adeleye1@nhs.net 

Information Asset Owner 
Name: Leon Adeleye 
Job Title: Corporate Governance Manager 

Department/Directorate: Governance and Corporate Affairs/Finance 
Telephone Number: 01707 685239 

Email address: leon.adeleye1@nhs.net 
Screening Questions Yes No If you have answered yes please provide 

details: 

Q1: Does the processing involve the 
use of new technologies or the novel 
application of existing technologies? 

  
A new Risk Register module has been 
added to the existing Datix System.  
 

Q2: Does the processing involve the 
use of new personal data or the reuse 
of existing personal data for a new 
purpose? 

  
Full names and NHS email addresses 
of Risk Owners, Risk Leads and 
Actions Owners are required when 
completing a risk record on Datix.  

Q3: Does the processing involve data 
matching, combining, comparing or 
linking of personal data from multiple 
sources? 

  
 

Q4: Does the processing involve 
sharing of personal data with multiple 
organisations? 

  
 

Q5: Does the processing involve the 
use of evaluation or scoring, including 
profiling? 
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Q6: Does the processing involve 
automated decision making to help 
make decisions significantly affecting 
the data subject? 

  
 

Q7: Does the processing undertake 
profiling on a large scale? (If in excess 
of 100 individuals estimate numbers) 

  
 

Q8: Does the processing involve 
genetic, biometric or other special 
category data, criminal offence data, or 
data of a highly personal nature, or 
does the processing involve the use of 
children’s personal data? 

  
 

Q9: Does the processing involve data 
concerning vulnerable data subjects?   

 

Q10: Does the processing involve 
systematic monitoring, including the 
systematic monitoring of a publicly 
accessible area? 

  
 

Q11: Does the processing involve 
personal data which could result in a 
risk of physical harm in the event of a 
data breach? 

  
 

Q12: Is the processing carried out on a 
large scale?   

 

Q13: Does the processing involve the 
tracking of individuals’ online or office 
behaviour or location, or will it be used 
to offer online services directly to 
them? 

  
 

 
If you have answered YES to any of the above a 
full DPIA will be required. 
 

I have answered yes to Q1 and Q2. A 
full DPIA has been completed. 

 
Please return your signed and dated form to the Data Controller’s Information Governance 

Team Via enhertsccg.information@nhs.net 

If you have any questions about the Data Protection Impact Assessment process, or if you 

need any help completing this form, please contact us using the email address above or by 

telephone: 

 Head of Information 01707 684 441 or 07585 404432  

 Company Secretary 01707 685242 or 07920 765395 

 Corporate Governance Manager 01707 685239  

Assessment to be reviewed by the Information Governance Team: 

Name: Sarah Feal 

Date: 13 August 2019 

Comments: This is a new management information system. A full DPIA is required. 

 

mailto:enhertsccg.information@nhs.net

