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DOCUMENT CONTROL SHEET 
 
Document Owner:  Chief Finance Officer 

Document Author(s): David Hodson, Head of Information 
Version:   v3.4 FINAL 

Directorate:   Finance 
Approved By:  Information Governance Forum 

Date of Approval:  December 2018 

Date of Review:  December 2020 

 
Change History: 

Version Date Reviewer(s) Revision Description 

0.1 draft 11/2007 A.Lambourne Initial draft 

0.2 draft 12/2007 A.Lambourne draft 

V1 draft 2 01/2008 G Pearce draft 

V1 draft 3 01/2008 G Pearce comments from Head of IT and CIO, Information 
Security Advisor 

V1 draft 4 01/2008 G Pearce Comments from the Information Governance 
Committee 

V1 draft 4 02/2008 G Pearce Front page amended as requested by Corporate 
Policies Committee 

V1 draft 5 02/2008 G Pearce Amendments following JIGC 

V1 draft 5 03/2008 G Pearce Notified to Board 

1.6 draft 11/09/2013 Caroline Law Review as per IG Toolkit requirements 

1.7 draft 14/09/2013 Caroline Law Updated following comments by Caldicott Guardian 
(Director of Nursing and Quality) and SIRO(Chief 
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1.8 draft 16/09/2013 Julie Andrews Quality assurance 

2.0 final 18/09/2013 Caroline Law Final version with minor amendments 

2.1 draft 09/092014 David Hodson Annual document review 

3.0 Final 15/09/2014 David Hodson Final version with minor amendments 

3.1 Final 13/09/2016 David Hodson Bi-annual document review 

3.2 Draft 12/11/2018 David Hodson Bi-annual document review including changes 
for GDPR 

3.3.Draft 16/11/2018 David Hodson Updated following comments from SIRO, 
Caldicott Guardian, DPO and HBL ICT Head of 
Governance, Risk and Compliance. 

3.4 Final 30/01/2019 David Hodson Additional detail added around GDPR as agreed 
at the IG Forum on 6th December 2018. 
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Implementation Plan: 

Development and 
Consultation 

Information Governance Forum 

Dissemination Staff can access this document via the intranet and will be 
notified of new/revised versions via the staff briefing. 

This document will be included in the CCG Publication 
Schemes in compliance with the Freedom of Information Act 
2000. 

Training All staff are required to carry out the mandatory NHS Data 
Security Awareness Training which includes aspects of records 
management. The training is taken through the on-line Training 
Tool and is applicable to all staff including permanent, 
temporary, and contract staff.  
Further training and development will be in accordance with 
the Education, Learning and Development Policy. Line 
managers are responsible for identifying the training 
requirements of their staff and ensuring that these needs are 
met.  

Monitoring Data quality will be subject to internal control processes 
within the CCG and to external scrutiny. 
 
Internal Controls: 

 All information systems and processes will have 
routines developed designed to systematically identify 
errors and other aspects of poor data quality. 

 Data quality reports will be generated and monitored by 
the Information Asset Owner and recommendations 
and action plans instigated as required. Audit of records 
to be undertaken for each service annually. 

 Monitoring of contracted provider performance against 
the Data Quality Improvement Plan (DQIP) 

 
External Controls: 

 Data Quality reports from NHS Digital. 
 Hospital episode statistics data quality indicators. 
 Queries from service users and commissioned 

services. 
 Audit of case records and data quality by external 

auditors. 
 
Published IG Toolkit and, its replacement, the Data Security 
and Protection (DSP) Toolkit scores. 
 
The CCG will also use complaints and any root cause analysis 
of reportable IG breaches as a monitoring tool.  

 

Review The Data Quality policy will be reviewed bi-annually or in 
response to any significant changes to mandatory 
requirements or guidance or as a result of significant 
information governance breaches or incidents. 
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A revised work programme will be developed annually, against 
the IG and DSP Toolkit attainment levels and scores, 
identifying key areas for a programme of continuous 
improvement.

Equality, 
Diversity and 
Privacy 

12/11/2018 – Equality Impact Assessment 

12/11/2018 – Data Protection Impact Assessment 

Associated 
Documents 

 Freedom of Information Policy 
 Records Management Policy 
 Information Governance Policy 
 Data Protection Policy 
 Confidentiality Code of Conduct Policy 
 Information Security Policy 
 NHS Standard Contract, in particular Information 

Schedule and Data Quality Improvement Plan (DQIP) 

References Legislation 
 Access to Health Records Act 1990 
 General Data Protection Regulations (GDPR) 
 Data Protection Act 2018 
 Health & Social Care Act 2008 
 Health & Social Care Act 2012 
 Health and Social Care (Safety and Quality) Act 2015 
 Freedom of Information Act 2000 

Guidance & Standards 
 Care Record Guarantee 2009 
 Department of Health (2007): The NHS Care Record 

Guarantee 
 Information Governance (IG) and Data Security and 

Protection (DSP) Toolkits 
 Information Security Management: NHS Code of 

Practice 2007 
 NHS Information Governance: Guide on Legal and 

Professional Obligations 2007 
 Records Management: NHS Code of Practice – Part 1 & 

Part 2 
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1.0  Introduction  

1.1 NHS East and North Hertfordshire Clinical Commissioning Group (ENH CCG) 
is committed to being an organisation within which diversity, equality and 
human rights are valued. We will not discriminate either directly or indirectly 
and will not tolerate harassment or victimisation in relation to gender, marital 
status (including civil partnership), gender reassignment, disability, race, age, 
sexual orientation, religion or belief, trade union membership, status as a fixed-
term or part-time worker, socio-economic status and pregnancy or maternity. 

1.2 ENH CCG works to a framework for handling personal information in a 
confidential and secure manner to meet ethical and quality standards.  This 
enables National Health Service organisations in England and individuals 
working within them to ensure personal information is dealt with legally, 
securely, effectively and efficiently to deliver the best possible care to patients 
and clients. 

1.3 ENH CCG, via the Information Governance (IG) and Data Security and 
Protection (DSP) Toolkit, provides the means by which the NHS England can 
assess compliance with current legislation, Government and National 
guidance. 

1.4 Information Governance (IG) covers: Data Protection legislation (including the 
General Data Protection Regulations) & IT Security (including smart cards), 
Human Rights Act, the updated Caldicott2 Principles, Common Law Duty of 
Confidentiality, Freedom of Information Regulations and Information Quality 
Assurance. 

 
2.0  Scope  
 
2.1  This policy applies to those members of staff that are directly employed by the 

CCG and for whom the CCG has legal responsibility. For those staff covered 
by a letter of authority/honorary contract or work experience the organisations 
policies are also applicable whilst undertaking duties for or on behalf of the 
CCG. Further, this policy applies to all third parties and others authorised to 
undertake work on behalf of the CCG.  

 
 
3.0 Purpose  
 
3.1  The purpose of this policy is to ensure that the CCG, through its staff, meets its 

responsibility in ensuring good data quality is collated and appropriately used. 
 
3.2   To provide an assurance of quality, data must be: 
 

 Complete (in terms of having been captured in full) 
 Accurate (the proximity of the figures to the exact or true values) 
 Relevant (the degree to which the data meet current and the potential 

user’s needs) 
 Accessible (data must be retrievable in order to be used and in order to 

assess its quality) 
 Timely (recorded and available as soon after the event as possible)  
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 Valid (within an agreed format which conforms to recognised standards – 
either national or local) 

 Defined (understood by all staff who need to know and reflected in 
procedural documents) 

 Appropriately sought (in terms of being collected or checked once during 
an episode) 

 Appropriately recorded (in either paper or electronic format) 
 
3.3 This policy aligns with the IG and DSP Toolkit requirements.  

 
4.0 Definitions 
 
4.1 The standards for good quality data are: 

 
 Accurate – The data recorded must be factual, timely, legible and consistent. It 

is important to verify in clinical practice with service users that their 
demographic material is correct. This avoids letters being sent to the wrong 
address for example 

 Valid – All data entered in electronic and paper records should be valid and 
contextually logical. Computer systems, where possible, will be programmed to 
only accept valid entries. Validation processes are undertaken by auditing data 
to ensure that the information is complete, accurate, relevant, accessible and 
timely. This will be done via spot checks and bulk reporting. 

 Consistent – Data items should be entered in an internally consistent fashion. 
All reference tables and codes will be audited and updated regularly with 
reference to national and local data sources. 

 Complete – All data entered in a record should be relevant and all mandatory 
fields completed. Use of default codes will only be permitted where appropriate 
but not as a substitute for real data. 

 Coverage – Every effort is made to ensure that recorded data reflects all the 
CCG’s activity. Systems and processes will be reviewed to ensure complete 
data capture through audit and reported to the Information Governance Forum. 

 Timely – Timely recording of data is essential especially in clinical services. 
Data needs to be available at the time required for both service delivery and 
reporting processes, this is particularly important with the increased use of 
case finding and risk stratification. 

 Documentation Procedures – Policies and relevant System Administration 
Manuals detailing procedures and processes will be available to all trained 
staff. Staff will be trained in how to use the electronic systems and supported in 
their work. This will minimize errors and improve data quality. 

 
 
5.0 Roles and Responsibilities 

5.1 The Chief Executive is the Accountable Officer responsible for the 
management of the CCG and for ensuring appropriate mechanisms are in 
place to support service delivery and continuity. The Accountable Officer has 
ultimate responsibility for compliance with IG legislations.  

5.2 The CCG’s Caldicott Guardian is the Director of Nursing and Quality and has a 
particular responsibility for reflecting patients’ interests regarding the use of 
patient identifiable information. The Caldicott Guardian has an advisory role 
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and a particular focus on patient confidentiality and ensuring patient identifiable 
information is shared in an appropriate and secure manner. 

 
5.3 The CCG’s Senior Information Risk Owner (SIRO) is the Chief Finance Officer 

and also the Chair of the Information Governance Forum. The SIRO is the 
Governing Body level IG Lead with overall responsibility for information 
governance, of which confidentiality is a key part. The SIRO is accountable for 
information risk on the Governing Body and in internal discussions and is 
concerned with the management of all information assets. They will provide 
written advice to the Accountable Officer on the content of their Annual 
Governance Statement in regard to information risk. 

 
5.4 The Company Secretary is responsible for advising on records management 

strategic direction, the development of policy and guidance for the CCG and 
the day to day management of the records management agenda. They are also 
the CCG’s Data Protection Officer (DPO), responsible for monitoring internal 
compliance with the GDPR, advising on data protection obligations, providing 
advice regarding Data Protection Impact Assessments (DPIAs) and act as a 
contact point for data subjects (e.g. service users/patients, employees etc.) and 
the supervisory authority. 

5.5 The IG Forum is responsible for ensuring that IG policies are implemented and 
monitored, and provides assurance to the Governing Body. 

5.6 The Head of Information is responsible for advising on IG strategic direction, 
the development of policy and guidance for the CCG and the day to day 
management of the IG agenda including data quality.  

5.7 Information Asset Owners (IAO) and Managers are responsible for ensuring 
that staff members receive relevant training and that staff are provided 
necessary guidance and support in ensuring good data quality. They should 
ensure that all systems and data assets contain good quality data and they 
should foster a culture of personal responsibility for data quality in their 
departments. 

5.8 Information Asset Administrators (IAA) should ensure that agreed policies and 
procedures are followed, control user access and continually monitor for good 
data quality. The IAA should consult their IAO on any issues relating to data 
quality.  

5.9 All employees, including anyone working on behalf of the CCG, involved in the 
receipt, handling or communication of information must adhere to the standards 
of good quality data. Everyone has a legal duty to respect a data subjects 
rights to confidentiality. 

 
6.0 Standards of data quality 

6.1    GDPR Principles 

Article 5 of the GDPR sets out seven key principles which lie at the heart of the 
general data protection regime. 

Article 5(1) of the GDPR requires that personal data shall be:  
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a) Lawfulness, fairness and transparency 
b) Purpose limitation 
c) Data minimisation (adequacy) 
d) Accuracy 
e) Storage limitation (Retention) 
f) Integrity and confidentiality (security) 

 
Article 5(2) adds that: 
The controller shall be responsible for, and be able to demonstrate compliance 
with, article 5(1) (‘accountability principle’). 
 
The accountability principle requires you to take responsibility for what you do 
with personal data and how you comply with the other principles. You must 
have appropriate measures and records in place to be able to demonstrate 
your compliance. 
 
The concept of data quality, therefore, is clearly underpinned by the 
requirements of the GDPR Accuracy Principle 5(1)(d). This states that: 

“Personal data shall be accurate and, where necessary, kept up to date; every 
reasonable step must be taken to ensure that personal that are inaccurate, 
having regard to the purposes for which they are processed, are erased or 
rectified without delay” 

6.2    NHS Number 

 An NHS number is the only unique way of identifying patients in the Health and 
Social Care system. It is imperative that this is recorded correctly at source and 
in all systems where patient information is present. The CCG has adopted the 
stance that the NHS number should be included on all clinical correspondence 
about patients, e.g. referral forms and letters. This helps to ensure correct 
identification of the patients in question. All clinical communication methods, 
whether paper based or electronic, should include a mandatory NHS number 
field. The CCG has also adopted Pseudonymisation at Source (PaS) as the 
approach for analysing data for all secondary use, i.e. is not used for direct 
patient care. This approach is predicated on a very high level of coverage of 
NHS Number in “source” systems.  

 
6.3    Validation 

 
It is imperative that regular validation processes are undertaken on data being 
recorded to assess its completeness, accuracy, consistency, relevance, 
accessibility and timeliness. Such processes may include, checking for 
duplicate data, validating waiting lists, ensuring that national definitions and 
coding standards are adopted, and the NHS number is used and validated. 

 
6.4    Validation methods 
 

Validation should be accomplished using either of the following methods: 
 Bulk reporting, which involves a large single process of data analysis to 

identify all areas where quality issues exist and report to the source 
provider or correct them. 
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 Verification of data when reported for secondary use in separate systems, 
e.g. reconciliation of data between SUS and SLAM.  

 Regular spot checks, which involves data analysis on a random selection of 
records against source material if available. The number of records 
examined and the frequency of these checks should be agreed by the CCG 
and the source provider. 

 Bulk Reporting should be used as an initial data quality tool as this will 
quickly highlight any changes in data capture and recording and other 
areas of concern, however, further investigation will be required to identify 
more specific issues. Spot checks should be undertaken on an on-going 
regular basis to ensure the continuation of data quality. An independent 
audit should also be undertaken annually in addition to internal audits 

 
6.5    Data standards 

 
The use of data standards within systems can greatly improve data quality. 
These can be incorporated into systems either using electronic selection lists or 
manually generated lists for services that do not yet have computer facilities. 
Either method requires the list to be generated from National or locally agreed 
definitions and must be controlled, maintained and updated in accordance with 
any variations that may occur. Any documentation that refers to the data 
standards must also be updated as needed and disseminated to all relevant 
parties. All local systems must adhere to national standards where these exist. 

 
6.6    Involving clinical staff 
 

Clinicians should be involved in validating data that may have been entered 
into the system by clinical coding staff. This may involve the clinician manually 
reviewing the data that has been entered to confirm its integrity. Regular spot 
checks and audits will help to ensure that discrepancies are minimised. Clinical 
input should be sought in situations where the data amended is held within 
medical records. In the case of auditable software, suitable amendments 
should be made and the necessary explanation recorded on the system. 
 

6.7    Monitoring data quality  

Data quality will be subject to internal control processes within the CCG and to 
external scrutiny. 

Internal Controls will include: 
 All information systems and processes will have routines developed and 

designed to systematically identify errors and other aspects of poor data 
quality. 

 Data quality reports will be generated and monitored by the Information 
Asset Owner and recommendations and action plans instigated as required. 

 Audit of records to be undertaken for each service annually. 
 

External Controls will include: 
 Data Quality reports from NHS Digital. 
 Hospital episode statistics data quality indicators. 
 Queries from service users and commissioned services. 
 Audit of case records and data quality by external auditors. 
 Published IG and DSP Toolkit scores. 
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The CCG will also use complaints and any root cause analysis of reportable IG 
breaches as a monitoring tool.  
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Appendix 1 
Equality Analysis - Equality Impact Assessment Screening Form 
 

 
 
 
 
 
 
 
 
 
 

Name of policy / 
service 

Data Quality Policy 

What is it that is being 
proposed? 

Bi-annual update to the Data Quality Policy, in line with legislative 
and/or administrative changes.  

What are the intended 
outcome(s) of the 
proposal 
 

Updated policy to be ratified and adopted by the CCG. 
 

Explain why you think a 
full Equality Impact 
Assessment is not 
needed 

This document is a high-level Data Quality Policy. It does not 
directly impact on people who have, or share, a protected 
characteristic. The actions it identifies as essential and/or priority 
include actions that ensure that there is no or minimal impact on 
people who have a protected characteristic. 
 

On what evidence/ 
information have you 
based your decision?  
 

There is no scope within the policy for differential impact based on a 
person’s protected characteristic status. 

How will you monitor 
the impact of policy or 
service? 
 

The impact of the policy will be monitored through the internal and 
external controls identified in the policy. 
 

How will you report 
your findings? 
 

Reporting to the IG Forum. 

 

Assessors Name and 
Job title 
Date 

David Hodson, Head of Information  
20th November 2018 

Assessment reviewed: 
Name and Job title 
Date 
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Appendix 2 
Data Protection Impact Assessment – Screening Form 

Project/Service 
Name of the Project or Policy Data Quality Policy 

Project Reference:   Proposed           Existing     
Date of Completion: 12 November 2018 Date of Review: December 2020 
Who is likely to be affected by this project?  Staff        Patients      Public 
Description of Service or Policy: CCG Data Quality Policy. 

Identified benefits, quality expectations 
and intended outcomes: 

To ensure the CCG has effective policies, 
procedures and guidance to support Information 
Asset Owners, Information Asset Administrators 
and all staff to ensure good quality data 
underpins the work of the CCG. 

Project/Policy Lead 
Name: David Hodson 
Job Title: Head of Information 
Department/Directorate: Finance 
Telephone Number: 01707 685441 
Email address: david.hodson@nhs.net 
Information Asset Owner 
Name: n/a 
Job Title:  
Department/Directorate:  
Telephone Number:  
Email address:  
Screening Questions Yes No Explanation if yes 
Q1: Does the proposal involve the use 
of new technologies or the novel 
application of existing technologies? 

  
Ensures existing systems have 
adequate data quality procedures in 
place. 

Q2: Does the proposal involve the use 
of new personal data or the reuse of 
existing personal data for a new 
purpose? 

  
Ensures existing processes and 
purposes are underpinned by good 
quality data. 

Q3: Does the proposal involve data 
matching, combining, comparing or 
linking of personal data from multiple 
sources? 

  
Some verification may require 
comparing data from different 
systems but this will be undertaken 
using pseudonyms and subject to 
relevant assessments within each 
source system. 

Q4: Does the proposal involve the 
sharing of personal data with multiple 
organisations? 

  
Pseudonymised data only will be 
shared between organisations and 
subject to relevant assessments 
within each source system. 

Q5: Does the proposal involve the use 
of profiling, automated decision   
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making or special category data to 
make decisions about an individual’s 
access to a service? 
Q6: Does the proposal undertake 
profiling on a large scale (Estimate 
numbers if in excess of 100 
individuals)? 

  
 

Q7: Does the proposal involve the 
processing of genetic, biometric or 
other special category data? 

  
 

Q8: Does the proposal involve the 
processing of children’s personal data 
for marketing purposes, profiling, 
automated decision-making, or if you 
intend to offer online services directly 
to children? 

  
 

Q9: Will the proposal involve the 
systematic monitoring of a publicly 
accessible area? 

  
 

Q10: Will the proposal involve the 
processing of personal data which 
could result in a risk of physical harm 
in the event of a data breach? 

  
 

If Yes to any of the above have the 
risks been assessed, can they be 
evidenced, has the policy content and 
its implications been understood and 
approved by the Information Asset 
Owner? 

Pseudonymised data only will be used for 
comparing data across different systems. 

 
Assessment to be reviewed by the Information Governance Lead: 

Name: David Hodson 
Date: 12 November 2018 
Comments: Policy review only. 

 
Assessment to be reviewed by the DPO or Caldicott Guardian: 

Name:  
Role:  
Date:  
Comments:  

 
 


