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Implementation Plan: 
 
Development and 
Consultation 

 Governance and Audit Committee 
 Information Governance Forum 

Dissemination Staff can access this policy via the Intranet and will be 
notified of new/revised versions via the staff briefing.  This 
policy will be included in the CCG's Publication Scheme in 
compliance with the Freedom of Information Act (FOI) 2000. 

Training All staff members are required to carry out the mandatory IG 
training on  Data Security Awareness Level 1 through the 
Electronic Staff Record 

Monitoring The Records Management Policy shall be monitored by the 
Information Governance Forum.  

Staff must raise risks and issues regarding the safety and 
security of information and any practices which do not 
conform to this policy, or any other related information 
governance policies and/or risk frameworks. Incident reports 
and results of risk assessments will be used for monitoring 
purposes. 

A review of compliance with the retention schedule will be 
carried every 2 years 

The CCG will ensure that personal data is processed in a 
manner that ensures appropriate security of the personal 
data, including protection against unauthorised or unlawful 
processing and against accidental loss, destruction or 
damage, using appropriate technical or organisational 
measures ('integrity and confidentiality'). 

Review The implementation of this policy will be in line with the 
Records Management Strategy (Appendix 1) and will be 
managed by the Company Secretary. 

The Records Management Policy will be reviewed every 2 
years or in response to any organisational, regulatory or 
legislative changes. 

Equality, Diversity 
and Privacy 

September 2016 - Equality Impact Assessment 
September 2016 - Privacy Impact Assessment 

Associated 
Documents 

 Freedom of Information Policy 
 Information Governance Policy 
 Data Protection Policy  

 
References Legislation 

 Access to Health Records Act 1990 
 Data Protection Act 2018 
 Freedom of Information Act 2000 

 
Guidance and Standards 
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 Information Governance Toolkit  
 Access to Health Records, Department of Health (2010) 
 NHS Information Governance: Guide on Legal and 

Professional Obligations (2007) 
 Records Management: NHS Code of Practice, 

Department of Health (2008) 
 Records management: NHS Code of Practice Parts 1 

(2006) and Part 2 (2009), Department of Health 
 Care Quality Commission standards 
 NHS Litigation Authority standards 
 Information Governance Alliance: Records Management 

Code of Practice for Health and Social Care 2016 
 ISO 15489-1:2016 Information and documentation – 

records management 
 Data Protection Act 2018 
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1.0  Introduction  
 
1.1 NHS East and North Hertfordshire Clinical Commissioning Group (CCG) recognise 

the need for an appropriate balance between openness and confidentiality in the 
management and use of information.  The CCG fully supports the principles of 
corporate governance and recognises its public accountability, but equally places 
importance on the confidentiality of, and the security arrangements to safeguard, 
both personal information about patients and staff and commercially sensitive 
information. 

 
1.2 The CCG also recognises the need to share information with other health 

organisations and agencies in a controlled manner consistent with legislative 
requirements. 

 
1.3 The CCG believes that timely and relevant information is essential to deliver highest 

quality standards. As such it is the responsibility of all staff to ensure and promote the 
quality of information and to actively use information in decision making process.  

 
1.4 The CCG works to a framework for handling personal information in a confidential 

and secure manner to meet ethical and quality standards.  This enables National 
Health Service organisations in England and individuals working within them to 
ensure personal information is dealt with legally, securely, effectively and efficiently 
to deliver the best possible care to patients and clients. 

 
1.5 The CCG, via the Data Security and Protection Toolkit, provides the means by which 

NHS England can assess compliance with current legislation, Government and 
National guidance. 

 
1.6  The introduction of the General Data Protection Regulation (GDPR) means that 

organisations have a greater requirement to know what personal data they hold in 
order to comply with the individual rights of the GDPR legislation. This includes how 
long the organisation will keep data for, being able to access it and to store it 
securely.  

 
1.7 Information Governance (IG) covers: Data Protection Act 2018, the General Data 

Protection Regulations (GDPR), Security of Network and Information Systems 
regulations 2018 (‘’NIS Regulations’’) Human Rights Act 1998, the revised Caldicott2 
Principles, Common Law Duty of Confidentiality, Freedom of Information Act 
2000and Information Quality Assurance. 

 
 
2.0 Scope 
 
2.1  This policy applies to all CCG staff members, including Governing Body Members 

and Practice Representatives whether permanent, temporary or contracted-in (either 
as an individual or through a third party supplier). 

 
2.2 The policy sets out the main requirements for the management of all health and 

corporate records within the CCG including but not limited to: 
 

 Administrative records (e.g. personnel, estates, financial and accounting records, 
service level agreements, notes associated with complaints);  

 Material intended for short term or transitory  use, including notes and ‘spare 
copies’ of documents; 
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 Emails and other electronic communications 
 All patient health records (including their medical case notes, nursing care plans, 

visual or audio recordings, registers etc.) 
 
2.3 The records management policy applies to records in all formats, whether electronic 

or paper based, and those stored in various forms including email, photographs, x-
rays, audio messages and CCTV images. 

 
 
3.0 Purpose  
 
3.1  The purpose of this policy is to ensure a consistent and effective approach to the 

management of all information and/or records within the CCG. 
 
3.2  Records are a valuable resource and must be efficiently managed and available to 

those with authorised access in order to: 
 

 Support the CCG’s administrative and managerial decision making. 
 Meet legal requirements including requests from service users under access to 

records legislation. 
 Assist in providing evidence for internal and external reviews and other audits. 
 Support day-to-day business. 
 Provide clinical and managerial effectiveness through multi-disciplinary working 

within the CCG and with partner agencies. 
 

 
3.3 This will help to enable: 
 

 the formation and accountability / transparency in use of public resources; 
 the empowerment of the CCG to support improvements through audit, research 

and archival functions by taking account of the historical importance of material 
and the needs of future research; and 

 support of the investigation of complaints, claims and incidents. 
 
4.0 Definitions 
 
4.1  This section provides staff members with an explanation of terms used within this 

policy. 
 
4.2 Appraisal – The process of deciding what to do with records when their business 

use has ceased.  There will be one of three outcomes from appraisal: 
 Destroy / delete 
 To keep for a longer period 
 To transfer to a place of deposit appointed under the Public Records Act 1958. 

 
4.3 Archives – Records that are appraised as having permanent value for evidence of 

on-going rights or obligation, for historical or statistical research or as part of the 
corporate memory of the organisation. 

 
4.4  Confidential information – can be anything that relates to patients, staff or any other 

commercially sensitive information (such as contracts and tenders)  held in any form 
(e.g. paper, electronic, audio or video) howsoever stored (such as patient records, 
paper diaries, computer or on mobile devices such as laptops, tablets, smartphones) 
or even passed by word of mouth.  



 

Records Management Policy (v5) 
NHS East and North Hertfordshire Clinical Commissioning Group 

 
Page 8 of 31 

 

 
4.5  Corporate record – includes: 

 Administrative records (including personnel, estates, financial and 
accounting, contract records, litigation and records associated with 
complaints handling) 

 Registers and rotas 
 Office/appointment diaries 
 Photographs, slides, plans or other graphic work (not clinical in nature)  
 Audio and video tapes 
 Records in all electronic formats including emails  

 
4.6  Destruction – The process of eliminating or deleting records beyond any possible 

reconstruction (BS ISO 15488-1:2001). 
 
4.6 Health record – ‘consists of information relating to the physical or mental health or 

condition of an individual, and has been made by or on behalf of a health 
professional in connection with the care of that individual’ (Data Protection Act 1998 
s68(2). 

 
4.7 A Place of Deposit is a record office which has been approved by the National 

Archives for the transfer of public records in accordance with the Public Records Act 
1958.  The National Archives is the UK Government’s official archive.  They work 
with Government and public sector bodies, helping them to manage and use 
information more effectively. 

 
4.8 Personal Data – data which relate to a living individual who can be identified from 

those data and includes any expression of opinion about the individual. Typical 
examples could include: 

 
 Person’s name, address, full postcode, date of birth 
 Email address and telephone numbers  
 Pictures, photographs, videos, audio-tapes or other images of patients  

 
4.9 Public records – Records of NHS organisations are public records in accordance 

with Schedule 1 of the Public Records Act 1958. 
 
4.10 Records – ‘information created, received, and maintained as evidence and 

information by an organisation or person, in pursuance of legal obligations or in the 
transaction of business’ (ISO 15489-1:2016). 

 
4.11 Records management – field of management responsible for the efficient and 

systematic control of the creation, receipt, maintenance, use and disposal of records. 
Records management includes processes for capturing and maintaining evidence of 
and information about business activities and transactions in the form of records. 

 
 
5.0  Roles and Responsibilities 
 
5.1 Chief Executive 

The Chief Executive is the Accountable Officer and is responsible for the 
management of records across the CCG and for ensuring appropriate mechanisms 
are in place to support service delivery and continuity. The Accountable Officer has 
ultimate responsibility for compliance with IG legislation. 
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5.2 The Information Governance Forum 
The Information Governance Forum is responsible for ensuring that this policy is 
implemented, including any supporting guidance and training deemed necessary to 
support the implementation, and for monitoring and providing Governing Body 
assurance in this respect. 

5.3 The Caldicott Guardian 
The Caldicott Guardian is the Director of Nursing and Quality and has a particular 
responsibility for reflecting patients’ interests regarding the use of patient identifiable 
information. The Caldicott Guardian has an advisory role and a particular focus on 
ensuring patient identifiable information is shared in an appropriate and secure 
manner. 

5.4 Company Secretary  
The Company Secretary is responsible for advising on records management 
strategic direction, the development of policy and guidance for the CCG and the day 
to day management of the records management agenda. They are also the CCG’s 
‘Data Protection Officer (DPO)’, responsible for monitoring internal compliance with 
the GDPR, advising on data protection obligations, providing advice regarding Data 
Protection Impact Assessments (DPIAs) and act as a contact point for data subjects 
(e.g.: customers/patients, employees etc.) and the supervisory authority 

 
5.5 The Senior Information Risk Owner 

The CCG’s Senior Information Risk Owner (SIRO) is the Chief Finance Officer and 
also the Chair of the Information Governance Forum. The SIRO is accountable for 
information risk on the Governing Body and in internal discussions. They will provide 
written advice to the Accountable Officer on the content of their Annual Governance 
Statement in regard to information risk. 

 
5.6 Corporate Governance Officer  

The Corporate Governance Officer will manage the archiving process and identify 
records for secure disposal. 
 

5.7 Line Managers 
Line Managers are responsible for ensuring compliance within their areas, making 
sure records management issues are addressed and key performance targets 
around record keeping including retention schedules and training are met. Line 
Managers need to be fully conversant with the electronic records and computer 
system and supplementary reporting procedures that are used in their service area. 
Where further advice is required, the Company Secretary should be contacted.  

5.8 Healthcare professionals 
Healthcare professionals have a duty to: 
 
 Keep up to date, and adhere to, relevant legislation and national and local policy 

relating to information and record keeping.  
 Keep up to date on best practice for health/social care records and communication 

practice standards  
 Be proficient in the system they use to record and communicate health and social 

care information 
 Meet the standards of their professional organisation. 
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5.9 All Staff 
All staff and anyone working on behalf of the CCG, involved in the receipt, handling 
or communication of person identifiable information, must adhere to this policy at all 
times and where relevant of their professional codes and standards.  Anyone who 
records, handle, store or otherwise comes across person or patient identifiable 
information has a common law duty of confidence. This duty continues even after the 
death of an individual. 

 
6.0 Processes and Procedures for: 
 
6.1  Information Lifecycle 

The Information lifecycle defines five distinct phases: Creation, Retention, 
Maintenance, Use and Disposal 

 
1. Creation 
When creating information or records, the following should be adhered to. The 
information must be: 
 Available when needed 
 Accessible to all members of staff that require access in order to enable them to 

carry out their day to day work  
 Interpretable, clear and concise 
 Trusted, accurate and relevant 
 Secure – the information must be secure from unauthorised access or inadvertent 

alteration or erasure 
 
2. Retention 
Information retention period varies dependant on the type of records and are retained 
for legal, operational, research and safety reasons. Some items may be considered 
for permanent preservation. For retention periods of documents held by the CCG 
please refer to the Retention and Disposal Schedule in Appendix 3.  
 

 
3. Maintenance 
The qualities of availability, accessibility, interpretation and trustworthiness of 
information must be maintained for as long as the information is needed, perhaps 
permanently, despite changes in the format. The use of standardised filenames and 
version control methods should be applied consistently throughout the life of the 
information. 

 
 Scanning – A brief summary should be entered into the scanned document, with a 

reference to where the original is stored; i.e. the secondary paper file.  
 
All scanned documents must be dated and titled appropriately to enable easy 
identification and retrieval. The date should reflect the date of the 
correspondence/activity/incident, not the date it is being attached to the record.  

 
 Archiving – For legal and organisational reasons, information must be stored 

securely. Electronic records should be regularly backed up and migration to new 
platforms should be designed and scheduled to ensure continued access to 
information 

 
Contents within manual/paper records should be stored chronologically, the most 
recent part of the records accessible first. Storage arrangements must allow for 
retrieval with speed of access dependant on the urgency of requirement of access to 
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the information. The procedure for archiving is in Appendix 2 of this policy. For further 
information and guidance on archiving, contact the Corporate Governance Officer. 

 
 Tracing records – Wherever possible, electronic tracking systems should be used to  

track the whereabouts of records. Examples include, an excel spreadsheet, bar code 
labels and readers linked to computers.  
A manual or electronic tracking system should: 
 Provide and up-to-date easily accessible movement history audit trail  
 Be routinely checked and updated 
 Be recorded i.e. all movements of a record even if a record is exchanged 

between teams/staff members within the same building  
 Provide a return receipt and it made clear to whom the records should be 

returned 
 Ensure information recorded on the tracking system must be correct and 

applicable to ensure the system remains effective 
 Take into consideration any filing that comes in whilst the records are traced out 

and must be filed according to local documented procedures until such time as 
the records are returned 

 Ensure that any records are returned safely to their correct home and absent 
records are chased on a frequent basis  

 
 
 The minimum data which needs to be recorded includes: 

o Name of the file 
o Service user/individual’s name  
o NHS number/unique number 
o Date the records were removed  
o Destination and name of intended recipient  
o Name of the person releasing the record  

 
4. Use 
All information must be used and handled consistently with the purpose for which it 
was intended.   

   
 Disclosure – only the specific information should be disclosed to authorised parties 

and always in accordance and with strict adherence to the legislations. 
 
 Transfer – the mechanism for transferring information from one organisation to 

another should also be tailored to the sensitivity of the material contained within the 
records and the media on which they are held. The Head of Information and Data 
Protection Officer can advise on appropriate safeguards.  
 
Public authorities are required to transfer certain information to The National Archive 
for permanent retention. The Head of Information can provide guidance on such 
records. 
 

 Posting confidential documents - Documents/clinical records should be put in a 
strong envelope, marked private and confidential and sent via special delivery.  

 
Confidential documents sent internally need to be put either in an internal transfer 
envelope or an envelope strong enough to take the contents and placed in a courier 
bag with a seal tab (tamper proof wallet/red bag). The envelope needs to clearly 
state the recipient and their full address, avoid abbreviations. The recipient of the 
document should inform the sender that the document has arrived as per the 
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instructions on the tracer card. Access to health records ensures service user safety 
and continuity of care; a risk assessment needs to be carried out to ensure that the 
appropriate method of transportation is used.  

 
 Closure – Records should be closed and transferred to secondary storage as soon 

as they cease to be active. Where paper records or files have been closed, the date 
of closure and possible disposal date should be noted on the records. Where 
possible information on the intended disposal dates for electronic data should be 
maintained.  

 
5.   Disposal 
The disposal of a record is defined under the freedom of information legislation, as the 
point in their lifecycle when they are either archived or destroyed. It is important that the 
archival or destruction of records are carried out in a controlled manner.  

It is vital that confidentiality is safeguarded at every stage and that the method used to 
dispose of or destroy records is fully effective and secures their complete illegibility and 
inability to be reconstructed. A record of the disposed or destroyed information should be 
maintained for reference.  
 
Confidential waste bins have been provided for disposal of confidential paper records. 
Where records have been archived, a destruction date should be specified. This should 
be based on the type of record and follow the retention and disposal schedule in 
Appendix 3. The organisation contracted for storing archived records offsite will destroy 
boxes of records based on their end date indicated.   

 
6.2 Information Quality 
 
6.2.1 It is the responsibility of all staff to ensure the information generated or received is 

legible, accurate, up to date and accessible. The quality of information produced can 
have a significant impact on the quality and efficiency of decision making and 
services provided by the CCG. All records should have a unique number which will 
be applicable only to that record. For example a patient’s health record will be 
identifiable by the NHS number and an employee’s personal file will be identifiable by 
their staff number.  

 
6.2.2 Naming conventions 

The following rules should be followed when generating or entering documents onto 
the computer either for clinical or non-clinical use. 

 
 Specific information should be recorded when naming a document e.g. the content 

of the document.   
 Logical information should also be captured e.g. the name of the person who 

created the document and the date the document was created (not the date it was 
entered onto records).   

 Each file must have: 
 a unique name or number e.g. service user’s NHS number to each document 

and each page 
 a meaningful name which closely reflects and records content 
 express elements of the name in a structured and predictable order 

 
 All clinical documents should have ‘please return this document’ to the relevant 

service’s address on the front. 
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 Corporate records that need to be security marked should have: -  
 Version control: Each document must contain a header or footer which shows 

the ‘Version Number’ of the document together with the date it was last 
modified.  

 Watermarks: All draft documents must always contain a watermark stating the 
document is DRAFT. This will avoid confusion for any potential reader and 
prevent staff from believing the document may be an approved document. This 
will be removed once it has been finalised.  

 Distribution lists: The distribution or circulation list of certain documents (e.g. 
agendas, consultation drafts etc.) must be clearly marked on all copies to avoid 
unnecessary duplication and to facilitate the recipients forwarding the 
document onto others who may also need to see it. 

 
6.3 Corporate and clinical records 

 Records must be clear, legible and in a printable format if required for disclosure 
under relevant legislation.  

 Jargon should be avoided and the information written in terms the staff or service 
user can understand.  

 Paper and electronic records should clearly identify the date, time, the document 
author, and how it relates to other documents. 

 Personal details contained in the record must be checked for accuracy and updated 
accordingly each time the individual sees the service user. 

 Any discrepancies between electronic and paper records should be queried by the 
member of staff and amended accordingly. 

 Unnecessary duplication between the paper and electronic record collections should 
be curbed. 

 All information should be unambiguous, factual and consistent.  Relevant, non-factual 
entries e.g. conclusions or opinions may be recorded and should be indicated as 
such.  

 Records should not include personal views unless these have a potential bearing on 
management or service user. 

 Documents which should not be disclosed should clearly be marked as such. 
 Records must include details of the referral, assessment, treatment plan, progress 

and outcome for the service user and proposed plan of action/care and actions/care 
by practitioner and service user.  

 A scheduled appointment or event should be created against each clinical entry 
where a telephone or face to face meeting with the service user, their representative, 
or another professional has taken place. 

 Clinical notes must be entered as soon as possible following contact; the minimum 
standard is within 2 working days. Where this is not possible and there is a significant 
delay in recording the information, an explanation should be added at the start of the 
note, giving the reason for the delay and the date and source of any original notes 
taken.  

 If an entry is to be highlighted, for ease of identification or to provide instruction, this 
should be done by using CAPITAL LETTERS and recording the name or instruction, 
e.g. ‘NOT FOR DISCLOSURE’ in the title or summary field.  
 

6.4 Access to Information 

6.4.1 Under the Data Protection Act 2018/General Data Protection Regulation, living 
individuals have a right to request access to their personal data as held by the CCG. 
A request for information known as a Subject Access Request (SAR) must be made. 
A SAR can be made by an individual to any member of the organisation. This can be 
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verbally or in writing. Details of the procedure can be found in the ‘Subject Access 
Request (SAR) Policy’ document available on the Intranet.     

6.4.2 Under the Freedom of Information Act 2000, the public has access to information 
held by public authorities. The CCG is obliged to publish certain information about its 
activities and members of the public are entitled to request information from the 
CCG. 

The CCG’s ‘Freedom of Information Policy’ and the ‘FOI Appeals and Complaints 
Procedure’ provide further details and can be accessed on the Intranet.  

6.4.3 Under the Access to Health Records Act (AHRA) 1990, only specific people have the 
right to access the health records of someone who has died. These individuals are 
defined under the Act as ‘the patient’s personal representative and any person who 
may have a claim arising out of the patient’s death’. A next of kin does not have 
automatic right to a deceased individuals health records.  

6..4 From time to time it may be necessary to provide read only access to 
information/records for legal and audit purposes.  
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Appendix 1 - Records Management Strategy 
 
1.0 Aims 
 
The aims of the Records Management Strategy are to ensure: 
 
 a systematic and planned approach to information management, covering every stage of 

the lifecycle of a record; 
 efficiency and best value through improvements in the quality and flow of information, 

and greater co-ordination of records and storage  systems; 
 compliance with statutory requirement; 
 responsibility and accountability of information and records 
 appropriate archiving of important records 
 
2.0 Strategy 
 
2.1  Responsibility and accountability - To provide a clear system of accountability and 

responsibility for information and record creation, retention and use.  
 
2.2 Information quality - To create and keep records which are adequate, consistent, 

and necessary for statutory, legal and business requirements 
 
2.3 Information use and management - To achieve systematic, orderly and consistent 

creation, retention, appraisal and disposal procedures for records throughout their 
lifecycle.  

 
2.4 Information security - To provide systems which maintain appropriate 

confidentiality, security and integrity for records in their storage and use 
 
2.5 Access to information – To provide clear and efficient access for those with 

legitimate right of access and to ensure compliance with access to information 
legislation 

 
2.6 Audit and review – To assess the level of compliance against the Toolkit and other 

required standards.  
 
2.7 Training – To provide training and guidance on legal and ethical responsibilities and 

operational good practice for all staff involved in records management. 
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Appendix 2 - Archiving procedure 
 
Overall responsibility for archiving lies with the Company Secretary. 
 
Unless legal or clinical records, if electronic versions of documents are securely archived, then paper copies need not be retained. 
 
Responsibility for sorting, preparing, boxing up and clearly cataloguing any department’s documents for archiving rests with the department itself. 
Archive boxes, box labels, bar codes and log sheets are available from the Corporate Governance Officer at Charter House. Archiving should be 
prepared as follows: 
 
 Make an e-list (spread sheet) making sure you state the following clearly: name, description of contents (e.g. complaint log, NHS numbers etc. for 

patient related paperwork) Ideally any unique numbers such as NHS numbers should be listed and  
 Any departmental assigned box number 
 A copy of the e-list should be placed on the inside top of the archive box 
 Retention Period/Destruction date   -  see Appendix 3 
 2 x labels which also give details of the content of the box  (the sample label below fits onto Niceday Laser Labels – EU Ref 980438) 
 The job role and team responsible for its contents 
 The e-list should then be sent to the Information email address on  enhertsccg.information@nhs.net. This is monitored by the Corporate Governance 

Officer and the Governance and Corporate Affairs Team 
 After sending the e-list the department should communicate with the Corporate Governance Officer to discuss where the boxes are to be located in 

the interim within Charter House.  Boxes will then be bar coded and logged against a database before being transported by Iron Mountain to an off-
site storage location.  

 
Retrieval 
Contact the Corporate Governance Officer if you wish for a box to be retrieved from off-site archives. 
 
Destruction 
Please refer to the records retention and disposal list at the end of this policy for guidance.  If you are unsure about disposal and retention dates or the 
record you hold is not mentioned in the schedule please contact the Company Secretary. 
 
 
 
 
 

mailto:enhertsccg.information@nhs.net
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Sample label for archive boxes 
 

Dept:  (enter in your dept.name here) 
 

NAME/TITLE OF DOCUMENTS YOU ARE ARCHIVING 
 

BOX 1 / (enter total no. of boxes here) 
 

Containing details of (enter general description): 
 

1)   

2) 

3)   

 
STORE DATE:  (enter month here) year 
 
DESTRUCTION DATE:  (enter month & year here) 
 
Owner:  (enter address here) 
Archived by: (enter your name here) 
Account Details: (enter Cost Code + Account Code here if applicable) 
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Appendix 3 - Retention and Disposal Schedule 
 
The independent Inquiry into Child Sexual Abuse (IICSA) has requested that large parts of the health and social care sector do not destroy any records 
that are, or may fall into, the remit of the inquiry. Investigations will take into account a huge range of records which may include, but are not limited to, 
adoption records, safeguarding records, incident records, complaints and enquiries. 
 
Outside of this inquiry, it is also important to consider that these records are likely to require longer than the standard retention periods given in this 
Code. Before any records are destroyed you are advised to check further update from the inquiry website at www.iicsa.org.uk 
 
Before considering the selection of records under the Public Records Act 1958, this should be discussed with the relevant place of deposit to take 
account of exceptional local circumstances and defunct record types not listed here. 
 
 
 
The retention periods listed in this retention schedule must always be considered minimum! 
 

Broad descriptor Record Type Retention Start Retention period Action at end of 
retention period  Notes 

Care Records with 
standard retention 
periods 

Adult health records 
not covered by any 
other section in this 
schedule  

Discharge or patient 
last seen 

8 years Review and if no 
longer needed 
destroy  

Basic health and social care retention period - 
check for any other involvements that could 
extend the retention. All must be reviewed 
prior to destruction taking into account any 
serious incident retentions. This includes 
medical illustration records such as X-rays and 
scans as well as video and other formats.  

Care Records with 
standard retention 
periods 

Electronic Patient 
Records System 

See Notes See Notes Destroy Where the electronic system has the capacity 
to destroy records in line with the retention 
schedule, and where a metadata stub can 
remain demonstrating that a record has been 
destroyed, then the code should be followed in 
the same way for electronic records as for 
paper records with a log being kept of the 
records destroyed. If the system does not 
have this capacity, then once the records have 

http://www.iicsa.org.uk/
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Broad descriptor Record Type Retention Start Retention period Action at end of 
retention period  Notes 

reached the end of their retention periods they 
should be inaccessible to users of the system 
and upon decommissioning, the system (along 
with audit trails) should be retained for the 
retention period of the last entry related to the 
schedule.  

Pharmacy Information relating 
to controlled drugs 

Creation See Notes Review and if no 
longer needed 
destroy  

NHS England and NHS BSA guidance for 
controlled drugs can be found at: 
http://www.nhsbsa.nhs.uk/PrescriptionService
s/1120.aspx and 
https://www.england.nhs.uk/wp-
content/uploads/2013/11/som-cont-drugs.pdf    
The Medicines, Ethics and Practice (MEP) 
guidance can be found at the link (subscription 
required) 
http://www.rpharms.com/support/mep.asp#ne
w Guidance from NHS England is that locally 
held controlled drugs information should be 
retained for 7 years.  
 
NHS BSA will hold primary data for 20 years 
and then review. NHS East and South East 
Specialist Pharmacy Services have prepared 
pharmacy records guidance including a 
specialised retention schedule for pharmacy. 
Please 
see:http://www.medicinesresources.nhs.uk/en/
Communities/NHS/SPS-E-and-SE-
England/Reports-Bulletins/Retention-of-
pharmacy-records/ 
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Broad descriptor Record Type Retention Start Retention period Action at end of 
retention period  Notes 

Pharmacy Pharmacy 
prescription records  
see also Controlled 
Drugs  

Discharge or patient 
last seen 

2 Years Review and if no 
longer needed 
destroy 

See also 'Controlled Drugs'. There will also be 
an entry in the patient record and a record 
held by the NHS Business Services Authority. 
NHS East and South East Specialist 
Pharmacy Services have prepared pharmacy 
records guidance including a specialised 
retention schedule for pharmacy. Please see: 
http://www.medicinesresources.nhs.uk/en/Co
mmunities/NHS/SPS-E-and-SE-
England/Reports-Bulletins/Retention-of-
pharmacy-records/ 

Event & Transaction 
Records 

Requests for 
funding for care not 
accepted 

Date of rejection 2 years as an 
ephemeral record 

Review and if no 
longer needed 
destroy  

 

Event & Transaction 
Records 

Serious Incident 
Log for Major 
Incident 

Creation 25 years Review and if no 
longer needed 
destroy 

The records should be kept for 25 years, then 
review to see if circumstances warranted the 
records being kept any longer. 
 

Event & Transaction 
Records 

Duty Director / 
Manager on call 
logs 

Creation 7 years Review and if no 
longer needed 
destroy 

If significant decisions have been made, such 
as a patient death from delay, please retain as 
a Serious Incident Log 

Corporate 
Governance 

Board Meetings Creation Before 20 years but 
as soon as 
practically possible 

Transfer to a Place 
of Deposit 

  

Corporate 
Governance 

Board Meetings 
(Closed Boards) 

Creation May retain for 20 
years 

Transfer to a Place 
of Deposit 

Although they may contain confidential or 
sensitive material they are still a public record 
and must be transferred at 20 years with any 
FOI exemptions noted or duty of confidence 
indicated. 
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Broad descriptor Record Type Retention Start Retention period Action at end of 
retention period  Notes 

Corporate 
Governance 

Chief Executive 
records  

Creation May retain for 20 
years 

Transfer to a Place 
of Deposit 

This may include emails and correspondence 
where they are not already included in the 
board papers and they are considered to be of 
archival interest. 

Corporate 
Governance 

Committees Listed 
in the Scheme of 
Delegation or that 
report into the 
Board and major 
projects 

Creation Before 20 years but 
as soon as 
practically possible 

Transfer to a Place 
of Deposit 

  

Corporate 
Governance 

Committees/ 
Groups / Sub-
committees not 
listed in the scheme 
of delegation  

Creation 6 Years Review and if no 
longer needed 
destroy  

Includes minor meetings/projects and 
departmental business meetings 

Corporate 
Governance 

Destruction 
Certificates or 
Electronic Metadata 
destruction stub or 
record of 
information held on 
destroyed physical 
media 

Destruction of 
record or 
information 

20 Years Consider Transfer 
to a Place of 
Deposit and if no 
longer needed to 
destroy 

The Public Records Act 1958 limits the holding 
of records to 20 years unless there is an 
instrument issued by the Minister with 
responsibility for administering the Public 
Records Act 1958. If records are not excluded 
by such an instrument they must either be 
transferred to a place of deposit as a public 
record or destroyed 20 years after the record 
has been closed. 

Corporate 
Governance 

Incidents (serious) Date of Incident 20 Years Review and 
consider transfer to 
a Place of Deposit  

  

Corporate 
Governance 

Incidents (not 
serious) 

Date of Incident 10 Years Review and if no 
longer needed 
destroy 

  



 

 
Records Management Policy (v4.5 Draft) 
NHS East and North Hertfordshire Clinical Commissioning Group 

 
Page 22 of 31 

 

Broad descriptor Record Type Retention Start Retention period Action at end of 
retention period  Notes 

Corporate 
Governance 

Non-Clinical Quality 
Assurance Records 

End of year to which 
the assurance 
relates 

12 years Review and if no 
longer needed 
destroy  

  

Corporate 
Governance 

Patient Advice and 
Liaison Service 
(PALS) records 

Close of financial 
year 

10 years Review and if no 
longer needed 
destroy  

  

Corporate 
Governance 

Policies, strategies 
and operating 
procedures 
including business 
plans 

Creation Life of organisation 
plus 6 years 

Review and 
consider transfer to 
a Place of Deposit  

  

Communications Intranet site Creation 6 years Review and 
consider transfer to 
a Place of Deposit  

  

Communications Patient information 
leaflets 

End of use 6 years Review and 
consider transfer to 
a Place of Deposit  

  

Communications Press releases and 
important internal 
communications  

Release Date 6 years Review and 
consider transfer to 
a Place of Deposit  

Press releases may form a significant part of 
the public record of an organisation which may 
need to be retained 

Communications Public consultations End of consultation 5 years Review and 
consider transfer to 
a Place of Deposit  

 

Communications Website Creation 6 years Review and 
consider transfer to 
a Place of Deposit 

 

Staff Records & 
Occupational Health 

Exposure 
Monitoring 
information  

Monitoring ceases 40 years/5 years 
from the date of the 
last entry made in it 

Review and if no 
longer needed 
destroy  

A) Where the record is representative of the 
personal exposures of identifiable employees, 
for at least 40 years or B) In any other case, 
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Broad descriptor Record Type Retention Start Retention period Action at end of 
retention period  Notes 

for at least 5 years. 

Staff Records & 
Occupational Health 

Occupational Health 
Reports  

Staff member 
leaves 

Keep until 75th 
birthday or 6 years 
after the staff 
member leaves 
whichever is sooner 

Review and if no 
longer needed 
destroy  

  

Staff Records & 
Occupational Health 

Occupational Health 
Report of Staff 
member under 
health surveillance 

Staff member 
leaves 

Keep until 75th 
birthday 

Review and if no 
longer needed 
destroy  

  

Staff Records & 
Occupational Health 

Occupational Health 
Report of Staff 
member under 
health surveillance 
where they have 
been subject to 
radiation doses 

Staff member 
leaves 

50 years from the 
date of the last entry 
or until 75th 
birthday, whichever 
is longer 

Review and if no 
longer needed 
destroy  

  

Staff Records & 
Occupational Health 

Staff Record Staff member 
leaves 

Keep until 75th 
birthday (see Notes) 

Create Staff Record 
Summary then 
review or destroy 
the main file. 

This includes (but is not limited to) evidence of 
right to work, security checks and recruitment 
documentation for the successful candidate 
including job adverts and application forms. 
May be destroyed 6 years after the staff 
member leaves or the 75th birthday, whichever 
is sooner, if a summary has been made. 

Staff Records & 
Occupational Health 

Staff Record 
Summary 

6 years after the 
staff member leaves 

75th Birthday Place of Deposit 
should be offered 
for continued 
retention or Destroy 

 Please see page 36 for an example of a Staff 
Record Summary used by an organisation. 
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Broad descriptor Record Type Retention Start Retention period Action at end of 
retention period  Notes 

Staff Records & 
Occupational Health 

Staff Training 
records  

Creation See Notes Review and 
consider transfer to 
a Place of Deposit 

Records of significant training must be kept 
until 75th birthday or 6 years after the staff 
member leaves. It can be difficult to categorise 
staff training records as significant as this can 
depend upon the staff member’s role. The IGA 
recommends: 
1. Clinical training records - to be retained 

until 75th birthday or six years after the 
staff member leaves, whichever is the 
longer 

2. Statutory and mandatory training records - 
to be kept for ten years after training 
completed 

3. Other training records - keep for six years 
after training completed. 

  Contracts sealed or 
unsealed 

End of contract 6 years Review and if no 
longer needed 
destroy  

  

Procurement Contracts - financial 
approval files 

End of contract 15  years Review and if no 
longer needed 
destroy  

  

Procurement Contracts - financial 
approved suppliers 
documentation 

When supplier 
finishes work 

11 years Review and if no 
longer needed 
destroy  

  

Procurement Tenders 
(successful) 

End of contract  6 years Review and if no 
longer needed 
destroy  

 

Procurement Tenders 
(unsuccessful) 

Award of tender 6 years Review and if no 
longer needed 
destroy 
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Broad descriptor Record Type Retention Start Retention period Action at end of 
retention period  Notes 

Estates Building plans and 
records of major 
building work 

Completion of work Lifetime of the 
building or disposal 
of asset plus six 
years 

Review and 
consider transfer to 
a Place of Deposit 

Building plans and records of works are 
potentially of historical interest and where 
possible be kept and transferred to a place of 
deposit 

Estates Equipment 
monitoring and 
testing and 
maintenance work 
where asbestos is a 
factor 

Completion of 
monitoring or test 

40 years Review and if no 
longer needed 
destroy  

  

Estates Equipment 
monitoring and 
testing and 
maintenance work 

Completion of 
monitoring or test 

10 years Review and if no 
longer needed 
destroy  

  

Estates Leases Termination of lease 12 years Review and if no 
longer needed 
destroy  

  

Estates Minor building 
works 

Completion of work retain for 6 years Review and if no 
longer needed 
destroy 

  

Estates Photographic 
collections of 
service locations 
and events and 
activities  

Close of collection Retain for not more 
than 20 years 

Consider transfer to 
a place of deposit  

The main reason for maintaining photographic 
collections is for historical legacy of the 
running and operation of an organisation. 
However, photographs may have subsidiary 
uses for legal enquiries. 

Estates 
 

Surveys End of lifetime of 
installation or 
building 

Lifetime of 
installation or 
building 

Review and 
consider transfer to 
Place of Deposit 

  

Finance  Accounts Close of financial 
year 

3 years Review and if no 
longer needed 

Includes all associated documentation and 
records for the purpose of audit as agreed by 



 

 
Records Management Policy (v4.5 Draft) 
NHS East and North Hertfordshire Clinical Commissioning Group 

 
Page 26 of 31 

 

Broad descriptor Record Type Retention Start Retention period Action at end of 
retention period  Notes 

destroy  auditors 

Finance  Benefactions End of financial year 8 years Review and 
consider transfer to 
Place of Deposit 

These may already be in the financial 
accounts and may be captured in other 
records/reports or committee papers. Where 
benefactions endowment trust fund/legacies - 
permanent retention. 

Finance  Debtor records 
cleared 

Close of financial 
year 

2 years Review and if no 
longer needed 
destroy  

 

Finance  Debtor records not 
cleared 

Close of financial 
year 

6 years Review and if no 
longer needed 
destroy  

  

Finance  Donations Close of financial 
year 

6 years Review and if no 
longer needed 
destroy  

  

Finance  Expenses Close of financial 
year 

6 years Review and if no 
longer needed 
destroy  

  

Finance  Final annual 
accounts report 

Creation Before 20 years Transfer to place of 
deposit if not 
transferred with the 
board papers 

Should be transferred to a place of deposit as 
soon as practically possible 

Finance  Financial records of 
transactions 

End of financial year 6 Years Review and if no 
longer needed 
destroy  

  

Finance Petty cash End of financial year 2 years Review and if no 
longer needed 
destroy 
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Broad descriptor Record Type Retention Start Retention period Action at end of 
retention period  Notes 

Finance  Salaries paid to staff Close of financial 
year 

10 Years Review and if no 
longer needed 
destroy  

  

Finance  Superannuation 
records 

Close of financial 
year 

10 Years Review and if no 
longer needed 
destroy  

 

Legal, Complaints & 
information Rights 

Complaints case file   Closure of incident 
(see Notes) 

10 years Review and if no 
longer needed 
destroy  

http://www.nationalarchives.gov.uk/documents
/information-
management/sched_complaints.pdf  
 
The incident is not closed until all subsequent 
processes have ceased including litigation. 
The file must not be kept on the patient file. A 
separate file must always be maintained. 

Legal, Complaints & 
information Rights 

Fraud case files Case closure 6 years Review and if no 
longer needed 
destroy 

  

Legal, Complaints & 
information Rights 

Freedom of 
Information (FOI) 
requests and 
responses and any 
associated 
correspondence 

Closure of FOI 
request 

3 years Review and if no 
longer needed 
destroy  

Where redactions have been made it is 
important to keep a copy of the redacted 
disclosed documents or if not practical to keep 
a summary of the redactions. 

Legal, Complaints & 
information Rights 

FOI requests where 
there has been a 
subsequent appeal 

Closure of appeal 6 years Review and if no 
longer needed 
destroy  

  

Legal, Complaints & 
information Rights 

Industrial relations 
including tribunal 
case records 

Close of financial 
year 

10 Years Review and 
consider transfer to 
a Place of Deposit  

Some organisations may record these as part 
of the staff record but in most cases they will 
form a distinct separate record either held by 
the staff member/manager or by the payroll 
team for processing. 
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Broad descriptor Record Type Retention Start Retention period Action at end of 
retention period  Notes 

Legal, Complaints & 
information Rights 

Litigation records Closure of case 10 years Review and 
consider transfer to 
Place of Deposit 

  

Legal, Complaints & 
information Rights 

Software licences End of lifetime of 
software 

Lifetime of software Review and if no 
longer needed 
destroy  

  

Legal, Complaints & 
information Rights 

Subject Access 
Requests (SAR) 
and disclosure 
correspondence 

Closure of SAR 3 Years Review and if no 
longer needed 
destroy  

  

Legal, Complaints & 
information Rights 

Subject access 
requests where 
there has been a 
subsequent appeal 

Closure of appeal 6 Years Review and if no 
longer needed 
destroy  
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Appendix 4 
Equality Analysis - Equality Impact Assessment Screening Form 
 

Name of policy / 
service 
 

Records Management Policy  

What is it that is 
being proposed? 
 

An update to the existing Records Management 
Policy to incorporate GDPR regulations 

What are the 
intended outcome(s) 
of the proposal 
 

Updated policy to be used by staff across the CCG 

Explain why you 
think a full Equality 
Impact Assessment 
is not needed 
 

The policy does not directly impact people with 
protected characteristics 

On what 
evidence/information 
have you based your 
decision?  
 

There is no scope within the policy for differential 
impact based on a person’s protected characteristic 

How will you monitor 
the impact of policy 
or service? 

The impact will be monitored through the review of 
any changes within the policy 

How will you report 
your findings? 

To the IG Forum  

 
Assessors Name 
and Job title 
 
 
Date 

Nakiya Jafferji, Corporate Governance Manager 
 
 
 
27 November 2018 
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Appendix 5 
Data Protection Impact Assessment – Initial Screening tool 
Project/Service 
Name of the Project or Policy Records Management Policy 

Project Reference:   Proposed                       
Existing     

Date of 
Completion: 

20 September 
2018 

Date of Review: September 2020 

Who is likely to be affected by this 
project? 

 Staff            Patients        
Public 

Description of Service or Policy: CCG Records Management Policy  

Identified benefits, quality 
expectations and intended 
outcomes: 

To ensure the CCG has effective policies, 
procedures and guidance to support 
information governance and comply with 
relevant legislation  

Project/Policy Lead 
Name: Nakiya Jafferji 
Job Title: Corporate Governance Manager 
Department/Directorate: Finance 
Telephone Number: 01707 685404 
Email address: Nakiya.jafferji@nhs.net 
Information Asset Owner 
Name: n/a 
Job Title:  
Department/Directorate:  
Telephone Number:  
Email address:  
Screening Questions Yes No Explanation if yes 
Q1: Does the proposal involve 
the use of new technologies or 
the novel application of existing 
technologies? 

  
 

Q2: Does the proposal involve 
the use of new personal data or 
the reuse of existing personal 
data for a new purpose? 

  
 

Q3: Does the proposal involve 
data matching, combining, 
comparing or linking of personal 
data from multiple sources? 

  
 

Q4: Does the proposal involve 
the sharing of personal data with 
multiple organisations? 
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Q5: Does the proposal involve 
the use of profiling, automated 
decision making or special 
category data to make decisions 
about an individual’s access to a 
service? 

  
 

Q6: Does the proposal undertake 
profiling on a large scale 
(Estimate numbers if in excess of 
100 individuals)? 

  
 

Q7: Does the proposal involve 
the processing of genetic, 
biometric or other special 
category data? 

  
 

Q8: Does the proposal involve 
the processing of children’s 
personal data for marketing 
purposes, profiling, automated 
decision-making, or if you intend 
to offer online services directly to 
children? 

  
 

Q9: Will the proposal involve the 
systematic monitoring of a 
publicly accessible area? 

  
 

Q10: Will the proposal involve 
the processing of personal data 
which could result in a risk of 
physical harm in the event of a 
data breach? 

  
 

If Yes to any of the above have 
the risks been assessed, can 
they be evidenced, has the policy 
content and its implications been 
understood and approved by the 
Information Asset Owner? 

 

Assessment to be reviewed by the Information Governance Lead: 
Name:  
Date:  
Comments:  

 
Assessment to be reviewed by the DPO or Caldicott Guardian: 
Name:  
Role:  
Date:  
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