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Implementation Plan: 

 

Development and 

Consultation 

Information Governance Forum 

Dissemination Individuals can access this policy via the Intranet and will be 

notified of new/revised versions via the staff briefing. This 

policy will be included in the CCG's Publication Scheme in 

compliance with the Freedom of Information Act (FOI) 2000. 

Training All staff members are required to carry out mandatory 

Information Governance training, which is currently ‘NHS 

Data Security Awareness Level 1’ 

Monitoring The Data Protection Policy shall be monitored by the 

Information Governance Forum.  The CCG will use NHS 

Digital’s Data Security and Protection Toolkit to measure its 

performance. 

Review This policy will be reviewed by its review date unless there 

are changes to legislation, which require an earlier review. 

Equality, Diversity 

and Privacy 

February 2019 - Equality Impact Assessment 

February 2019 - Privacy Impact Assessment 

Associated CCG 

Documents 

 Confidentiality Code of Conduct 

 Data Quality Policy 

 Information Governance Policy 

 Information Security Policy 

 Records Management Policy 

References Legislation 

 Data Protection Act 2018 

 General Data Protection Regulation 

 The Digital Economy Act 2017 

 The Data Protection (Charges and Information) 

Regulations 2018 

Regulation 

 Information Governance Alliance Records Management 

Code of Practice for Health and Social Care 2016 

 NHS Digital Data Security and Protection Toolkit 
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Document Status: 

This is a controlled document.  Whilst this document may be printed, the electronic 

version posted on the intranet is the controlled copy.  Any printed copies of this 

document are not controlled.  As a controlled document, this document should not be 

saved onto local or network drives but should always be accessed from the Internet 

http://www.enhertsccg.nhs.uk/policies 

 

Sustainable Development - Environmental 

Do you really need to print this document? 

 

Please consider the environment before you print this document and where possible 

copies should be printed double-sided.  Please also consider setting the Page Range in 

the Print properties, when relevant to do so, to avoid printing the policy in its entirety. 

  

http://www.enhertsccg.nhs.uk/policies
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1.0 Introduction 
 

1.1  NHS East and North Hertfordshire Clinical Commissioning Group (CCG) is 

committed to being an organisation within which the processing of personal data (see 

§3.1) and special categories of personal data are carried out in a confidential and 

secure manner. 

 

1.2 The CCG is responsible for, and must be able to demonstrate compliance with the 

Principles relating to processing of personal data, as set out in Article 5(1) of the 

General Data Protection Regulation (GDPR).  To ensure the processing meets the 

lawfulness test, the CCG must choose a lawful basis under Article 6(1) of the 

GDPR.  In addition, the CCG may also have to choose a lawful basis under Article 

9(2), as special categories (see §3.1) of personal data are prohibited from being 

processed unless one of 10 conditions applies (Appendix 1). 

 

1.3 The United Kingdom data protection regime is set out in the Data Protection Act 

2018, alongside the GDPR.  It takes a flexible, risk-based approach, which puts the 

onus on the CCG to think about and justify how and why it uses personal data.  The 

requirement to conform to data protection legislation for the CCG must be inherent in 

the way the organisation operates.  Individuals must have the confidence that when 

data about them is being processed that this is being carried out lawfully. 

 

1.4 If the organisation is unable to demonstrate compliance, it may face the 

consequences of an administrative fine, which can be up to 4% of its total annual 

turnover of the preceding financial year or €20,000,000, whichever is higher. 

 

1.5 This policy supersedes Subject Access Request Policy v4.0. 

 

2.0  Scope 

 

2.1  This policy applies to all CCG staff members, including Governing Body Members 

and Practice Representatives, involved in the CCG’s work, whether permanent, 

temporary or contracted-in (either as an individual or through a third party supplier).  

 

2.2 This policy applies to the processing of information relating to identifiable living 

individuals. 

 

3.0 Definitions  

 

3.1 For the purposes of this Policy: 

 

‘consent’ of the data subject means any freely given, specific, informed and 

unambiguous indication of the data subject’s wishes by which he or she, by a 

statement or by a clear affirmative action, signifies agreement to the processing of 

personal data relating to him or her;  
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 ‘controller’ means the natural or legal person, public authority, agency or other body 

which, alone or jointly with others, determines the purposes and means of the 

processing of personal data; 

 

‘data concerning health’ means personal data related to the physical or mental 

health of a natural person, including the provision of health care services, which 

reveal information about his or her health status; 

 

 ‘personal data’ means any information relating to an identified or identifiable natural 

person (‘data subject’); an identifiable natural person is one who can be identified, 

directly or indirectly, in particular by reference to an identifier such as a name, an 

identification number, location data, an online identifier or to one or more factors 

specific to the physical, physiological, genetic, mental, economic, cultural or social 

identity of that natural person; 

 

 ‘personal data breach’ means a breach of security leading to the accidental or 

unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, 

personal data transmitted, stored or otherwise processed;  

 

 ‘processing’ means any operation or set of operations which is performed on 

personal data or on sets of personal data, whether or not by automated means, such 

as collection, recording, organisation, structuring, storage, adaptation or alteration, 

retrieval, consultation, use, disclosure by transmission, dissemination or otherwise 

making available, alignment or combination, restriction, erasure or destruction. 

 

‘processor’ means a natural or legal person, public authority, agency or other body 

which processes personal data on behalf of the controller; 

 

 ‘profiling’ means any form of automated processing of personal data consisting of 

the use of personal data to evaluate certain personal aspects relating to a natural 

person, in particular to analyse or predict aspects concerning that natural person’s 

performance at work, economic situation, health, personal preferences, interests, 

reliability, behaviour, location or movements; 

 

 ‘pseudonymisation’ means the processing of personal data in such a manner that 

the personal data can no longer be attributed to a specific data subject without the 

use of additional information, provided that such additional information is kept 

separately and is subject to technical and organisational measures to ensure that the 

personal data are not attributed to an identified or identifiable natural person; 

 

’special category data' is personal data revealing racial or ethnic origin, political 

opinions, religious or philosophical beliefs, or trade union membership, and the 

processing of genetic data, biometric data for the purpose of uniquely identifying a 

natural person, data concerning health or data concerning a natural person’s sex life 

or sexual orientation. 
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4.0 Policy Statement 

 

4.1 Data Protection Officer 

 

4.1.1 The CCG is a Public Authority and will designate a Data Protection Officer on the 

basis of their professional qualities and, in particular, their expert knowledge of data 

protection law and practices.  The Data Protection Officer shall report directly to the 

highest management level of the CCG, and their contact details shall be published 

and communicated to the Information Commissioner’s Office.  Data subjects may 

contact the Data Protection Officer with regard to all issues related to processing of 

their personal data and to the exercise of their rights under the General Data 

Protection Regulation and Data Protection Act 2018. 

 

4.2 Data Security and Protection Toolkit 

 

4.2.1 On an annual basis, the CCG will measure its performance against the National Data 

Guardian’s 10 data security standards using the NHS Digital Data Security and 

Protection Toolkit, which is an online self-assessment tool. 

 

4.3 Mandatory Training 

 

4.3.1 All staff will undertake Data Security Awareness training on an annual basis, which 

forms part of mandatory training. 

 

4.4 Data Protection Fee 

 

4.4.1 The CCG must pay a fee to the Information Commissioner’s Office (ICO), on an 

annual basis, and will have their details published by the ICO in a Data Protection 

Register.  The CCG will determine the amount of fee payable based on its number of 

staff and annual turnover. 

 

Table 1: Amount of charge payable under regulation 

 

 Tier 1 Tier 2 Tier 3 

No of Staff ≤10 ≤250 >250 

Annual Turnover ≤£632,000 ≤£32,000,000 >£32,000,000 

Fee £40 £60 £2,900 

 

4.5 Information Audit 

 

4.5.1 The CCG will also carry out data protection compliance ‘spot checks’ without warning 

on a quarterly basis. 
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4.6 Lawfulness, fairness and transparency 

 

4.6.1 The CCG will carry out regular information audits; to understand where personal data 

/ special category data is or is going to be processed within the business.  All 

Directorates will conduct these audits, as a minimum, on an annual basis, and 

additional audits may be carried out from time to time.  The Template the CCG will 

use to record its processing activities can be found in Appendix 2. 

 

4.6.2 Right to be informed 

 

4.6.2.1 Individuals have the right to be informed about the collection and use of their 

personal data.  This is a key transparency requirement under the GDPR.  The CCG 

must publish a ‘Privacy Notice’, which will be in a concise, transparent, intelligible 

and easily accessible form, using clear and plain language. 

 

4.7 Purpose limitation 

 

4.7.1 The CCG will ensure that when it collects data for a specified purpose that it will not 

process the data in any way that is incompatible with that purpose. 

 

4.8 Data minimisation 

 

4.8.1 The CCG will also ensure that where the use of personal data is thought to be 

essential; the inclusion of each individual item will be considered and justified so that 

the minimum amount of identifiable information is transferred or accessible, as is 

necessary for a given function to be carried out. 

 

4.9 Accuracy 

 

4.9.1 The standards for accuracy and data quality are detailed in the CCG’s Data Quality 

Policy.  The CCG will follow these standards to ensure personal data is accurate and 

kept up-to-date. 

 

4.10 Storage limitation 

 

4.10.1 The CCG’s Records Management Policy describes how staff members appraise 

records prior to their disposal, either through destruction or archiving.  Each 

Directorate will need to decide how long it will keep the records it creates across 

each of its business areas.  This period will be based on the records ongoing 

administrative value or a statutory requirement, for example, the retention period for 

an adult health record is 8 years following the patient last being seen or discharged. 
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4.11 Integrity and confidentiality 

 

4.11.1 There are many information security threats facing the organisation, and the GDPR 

requires the organisation to implement appropriate technical and organisational 

measures to mitigate the risk to an appropriate level.  The CCG's Information 

Security Policy sets out the commitment of the organisation to preserve the 

confidentiality; integrity and availability of the information and information systems, to 

ensure these are effectively and lawfully managed. 

 

4.11.2 In the event of a personal data breach occurring, which is likely to result in negative 

consequences, including a risk to people’s rights and freedoms, the CCG shall 

without undue delay and, not later than 72 hours after having become aware of it, 

notify this to the ICO where reportable following a risk assessment.  High risk 

breaches will be reported within 24 hours.  The CCG’s breach management process 

can be found in section 6.1. 

 

4.11.3 The CCG is bound by the common law with regards to confidentiality.  This is a form 

of law, which is decided by judges based on previous court cases.  Common law 

currently allows 3 circumstances that would permit the organisation to disclose 

confidential information lawfully; 

 

1) Consent, 

2) Safeguarding individuals or in the public interest, and 

3) When there is a legal duty to do so. 

 

4.11.4 The CCG’s Confidentiality Code of Conduct sets out the duty of confidence and 

consent in more detail. 

 

4.12 Data Protection Impact Assessment  

 

4.12.1 The CCG must complete a Data Protection Impact Assessment (DPIA) for 

processing that is likely to result in a high risk to individuals.  This includes some 

specified types of processing.  The CCG will carry out a DPIA on the following types 

of processing operations: 

 

 Evaluation or scoring including profiling and predicting 

 Automated decision-making with legal or similar significant effect 

 Systematic monitoring 

 Sensitive data or data of a highly personal nature 

 Data processed on a large scale 

 Matching or combining datasets 

 Data concerning vulnerable data subjects 

 Innovative use or applying new technological or organisational solutions 
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4.12.2 If the CCG identifies a high risk that it cannot mitigate, it must consult the ICO before 

starting the processing. 

 

4.12.3 There are circumstances under which it may be reasonable for the subject of a DPIA 

to be broader than a single project, for example, where several CCGs intend to 

establish a common application or processing environment.  A single DPIA may be 

used to assess multiple processing operations that are similar in terms of nature, 

scope, context, purpose and risks. 

 

4.12.4 In cases where it is not clear whether a DPIA is required, one should be carried out 

to demonstrate compliance with data protection law. 

 

4.13 Right of access 

 

4.13.1 An individual can make a request for access verbally or in writing.  A data subject has 

the right to obtain from the CCG confirmation as to whether or not personal data 

concerning him or her are being processed, and, where that is the case, access to 

the personal data and the following information: 

 

(a) the purposes of the processing; 

(b) the categories of personal data concerned; 

(c) the recipients or categories of recipient to whom the personal data have been 

or will be disclosed, in particular recipients in third countries or international 

organisations; 

(d) where possible, the envisaged period for which the personal data will be 

stored, or, if not possible, the criteria used to determine that period; 

(e) the existence of the right to request from the controller rectification or erasure 

of personal data or restriction of processing of personal data concerning the 

data subject or to object to such processing; 

(f) the right to lodge a complaint with a supervisory authority; 

(g) where the personal data are not collected from the data subject, any available 

information as to their source; 

(h) the existence of automated decision-making, including profiling, referred to in 

Article 22(1) and (4) and, at least in those cases, meaningful information 

about the logic involved, as well as the significance and the envisaged 

consequences of such processing for the data subject. 
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4.13.2 Information shall be provided free of charge.  Where requests from a data subject are 

manifestly unfounded or excessive, in particular because of their repetitive character, 

the CCG may either: 

 

(a) charge a reasonable fee taking into account the administrative costs of 

providing the information or communication or taking the action requested; or 

(b) refuse to act on the request. 

 

The CCG shall bear the burden of demonstrating the manifestly unfounded or 

excessive character of the request. 

 

4.13.3 The CCG shall provide a copy of the personal data undergoing processing.  For any 

further copies requested by the data subject, the CCG may charge a reasonable fee 

based on administrative costs.  Where the data subject makes the request by 

electronic means, and unless otherwise requested by the data subject, the 

information shall be provided in a commonly used electronic form, for example, pdf.  

The right to obtain a copy shall not adversely affect the rights and freedoms of 

others. 

 

4.13.4 The CCG shall take appropriate measures to provide any information in a concise, 

transparent, intelligible and easily accessible form, using clear and plain language, in 

particular for any information addressed specifically to a child.  The information shall 

be provided in writing, or by other means, including, where appropriate, by electronic 

means.  When requested by the data subject, the information may be provided orally, 

provided that the identity of the data subject is proven by other means. 

 

4.13.5 The CCG shall provide information without undue delay and in any event within one 

month of receipt of the request.  The CCG shall calculate the time limit from the day 

after it receives the request (whether the day after is a working day or not) until the 

corresponding calendar date in the next month.  If the corresponding date falls on a 

weekend or a public holiday, the CCG has until the next working day to respond.  

This period may be extended by two further months where necessary, taking into 

account the complexity and number of the requests. The CCG shall inform the data 

subject of any such extension within one month of receipt of the request, together 

with the reasons for the delay.  Where the data subject makes the request by 

electronic form means, the information shall be provided by electronic means where 

possible, unless otherwise requested by the data subject. 

 

4.13.6 Where the CCG has reasonable doubts concerning the identity of the individual 

making the request, it may request the provision of additional information necessary 

to confirm the identity of the data subject, but this must be proportional. 

 

4.13.7 The data subject access process is set out in section 6.3. 
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4.14 Right to rectification 

 

4.14.1 The GDPR includes a right for individuals to have inaccurate personal data rectified, 

or completed if it is incomplete.  An individual can make a request for rectification 

verbally or in writing.  The CCG has one calendar month to respond to a request.  In 

certain circumstances the CCG can refuse a request for rectification.  This right is 

closely linked to the CCG's obligations under the accuracy principle of the GDPR 

(Article (5)(1)(d)).  Personal data is inaccurate if it is incorrect or misleading as to any 

matter of fact and the CCG will take all reasonable steps, including seeking 

professional opinions where appropriate to establish this. 

 

4.15 Right to erasure 

 

4.15.1 The GDPR introduces a right for individuals to have personal data erased.  The right 

to erasure is also known as ‘the right to be forgotten’.  Individuals can make a 

request for erasure verbally or in writing.  The CCG has one month to respond to a 

request.  The right is not absolute and only applies in certain circumstances. 

 

4.15.2 When does the right apply?  Individuals have the right to have their personal data 

erased if: 

 The personal data is no longer necessary for the purpose which the CCG 

originally collected or processed it for; 

 The CCG is relying on consent as the lawful basis for holding the data, and the 

individual withdraws their consent; 

 The CCG is relying on legitimate interests as the basis for processing, the 

individual objects to the processing of their data, and there is no overriding 

legitimate interest to continue this processing; 

 The CCG is processing the personal data for direct marketing purposes and the 

individual objects to that processing; 

 The CCG has processed the personal data unlawfully (i.e. in breach of the 

lawfulness requirement of the 1st principle); 

 The CCG has to do it to comply with a legal obligation; or 

 The CCG has processed the personal data to offer information society services to 

a child. 

 

4.16 Right to restrict processing 

 

4.16.1 Individuals have the right to request the restriction or suppression of their personal 

data.  This is not an absolute right and only applies in certain circumstances.  When 

processing is restricted, the CCG is permitted to store the personal data, but not use 

it.  An individual can make a request for restriction verbally or in writing.  The CCG 

has one calendar month to respond to a request. 
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4.16.2 When does the right apply?  Individuals have the right to request the CCG to restrict 

the processing of their personal data in the following circumstances: 

 The individual contests the accuracy of their personal data and the CCG is 

verifying the accuracy of the data; 

 The data has been unlawfully processed (i.e. in breach of the lawfulness 

requirement of the first principle of the GDPR) and the individual opposes erasure 

and requests restriction instead; 

 The CCG no longer need the personal data but the individual needs you to keep it 

to establish, exercise or defend a legal claim; or 

 The individual has objected to the CCG processing their data under Article 21(1), 

and the CCG is considering whether its legitimate grounds override those of the 

individual. 

 

4.17 Right to data portability 

 

4.17.1 The right to data portability gives individuals the right to receive personal data they 

have provided to the CCG in a structured, commonly used and machine readable 

format.  It also gives them the right to request that the CCG transmits this data 

directly to another controller. 

 

4.17.2 When does the right apply?  The right to data portability only applies when: 

 The lawful basis for processing this information is consent or for the performance 

of a contract; and 

 The CCG is carrying out the processing by automated means (i.e. excluding 

paper files). 

 

4.18 Right to object 

 

4.18.1 The GDPR gives individuals the right to object to the processing of their personal 

data in certain circumstances.  Individuals have an absolute right to stop their data 

being used for direct marketing.  In other cases where the right to object applies, the 

CCG may be able to continue processing if you can show that you have a compelling 

reason for doing so.  The CCG must tell individuals about their right to object.  An 

individual can make an objection verbally or in writing.  The CCG has one calendar 

month to respond to an objection. 

 

4.18.2 Individuals have the absolute right to object to the processing of their personal data if 

it is for direct marketing purposes. 
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4.18.3 Individuals can also object if the processing is for: 

 A task carried out in the public interest; 

 The exercise of official authority vested in the CCG; or 

 The CCG's legitimate interests (or those of a third party). 

 

In these circumstances the right to object is not absolute. 

 

4.18.4 If the CCG is processing data for scientific or historical research, or statistical 

purposes, the right to object is more limited. 

 

4.19 Rights related to automated decision-making including profiling 

 

4.19.1 The GDPR has provisions on automated individual decision-making (making a 

decision solely by automated means without any human involvement) and profiling 

(automated processing of personal data to evaluate certain things about an 

individual).  Profiling can be part of an automated decision-making process. 

 

4.19.2 There are additional rules to protect individuals if the CCG is carrying out solely 

automated decision-making that has legal or similarly significant effects on them.  The 

CCG can only carry out this type of decision-making where the decision is necessary 

for the entry into or performance of a contract, or authorised law applicable to the 

CCG, or based on the individual’s explicit consent. 

 

4.19.3 If the CCG processes personal data in this manner, it must make sure that it gives 

individuals information about the processing, introduces simple ways for them to 

request human intervention or challenge a decision and carry out regular checks to 

make sure that its systems are working as intended. 

 

4.20 Receiving verbal requests 

 

4.20.1 The CCG will record all verbal requests using the form in Appendix 6.  This will help 

the CCG to check with the requestor that is has understood their request, and avoid 

later disputes about how the request had been interpreted. 

 

4.21 Right to Compensation and Liability 

 
4.21.1 Any individual who has suffered material or non-material damage as a result of an 

infringement of General Data Protection Regulation shall have the right to receive 

compensation from the controller or processor for the damage suffered.  
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5.0  Roles and Responsibilities 
 

5.0.1 The following section describes the committees and individuals with designated 

responsibility for data protection. 

 

5.1 Information Governance (IG) Forum  
 

5.1.1 The Information Governance Forum is responsible for overseeing the implementation 

of the General Data Protection Regulation and Data Protection Act 2018. 

 

5.2 Governance and Audit Committee 
 

5.2.1 The Governance and Audit Committee is responsible for providing independent 

assurance to the Governing Body that the Information Governance Forum has 

sufficiently discharged its planned activities and responsibilities. 

 

5.3 Chair of Governing Body 
 

5.3.1 The Chair receives reports from the Company Secretary independent from 

management. 

 

5.4 Chief Executive – Accountable Officer 
 

5.4.1 The Chief Executive is the Accountable Officer and has ultimate responsibility for 

compliance with the General Data Protection Regulation and Data Protection Act 

2018. 

 

5.5 The Chief Finance Officer is the Senior Information Risk Owner (SIRO) 
 

5.5.1 The SIRO is responsible for managing information risks and information incidents 

and is also the Information Governance Lead to the Governing Body. 

 

5.6 The Director of Nursing and Quality is the Caldicott Guardian  
 
5.6.1 The Caldicott Guardian is the conscience of the organisation and is responsible for 

ensuring that patient information is used, and shared in an appropriate, justifiable and 

secure manner. 

 
5.7 The Company Secretary is the Data Protection Officer 
 

5.7.1 The Company Secretary is the designated Data Protection Officer and is responsible 

for overseeing the development of the General Data Protection Regulation and Data 

Protection Act 2018 into CCG Policy.  The Company Secretary reports on this matter 

independently to the Chair of the Governing Body. 
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5.8 Head of Information 
 
5.8.1 The Head of Information is the CCG’s Information Governance Lead and is 

responsible for advising on IG strategic direction, leading on data protection, the 
development of policy and guidance for the CCG and the day to day management of 
the IG agenda, including; 

 
 The successful implementation of the Data Protection Act 2018 and the GDPR 

work programme. 

 The working practices carried out in the departments are in line with the 

organisation’s IG policy. 

 The staff are adequately trained and aware of their personal responsibilities for 

IG issues. 

 Timely submission of the Data Security and Protection Toolkit. 

 

5.9 Corporate Governance Officer 
 
5.9.1 The Corporate Governance Officer provides support to the IG function and the IG 

Forum and is responsible for the administration of the Freedom of Information Act 
2000 responses and completion of the Data Security and Protection Toolkit.  They 
may also receive subject access requests from individuals, which are logged and 
forwarded to the relevant department. 

 
5.10 Line Managers 
 
5.10.1 All Line Managers are responsible for ensuring their direct reports have completed 

mandatory training during annual appraisal and performance reviews. 
 
5.11 All Employees / Workers 

 
5.11.1 All staff are responsible for undertaking their mandatory Data Security Awareness 

training on an annual basis and are expected to adhere to this policy.  
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6.0 Processes 
 
6.1 Breach Management 
 
6.1.1 If a breach occurs, or a notification of a breach is received the CCG’s Duty Manager 

must be informed.  The staff member who identified the breach must complete a 
Data Breach Incident Report form (Appendix 4).  This must provide FULL details of 
the incident. 

 
6.1.2 Email the completed form immediately to the Governance and Corporate Affairs 

Team via enhertsccg.information@nhs.net 
 
6.1.3 The breach will be logged by the Corporate Governance Officer recording all facts 

relating to the breach, the effects and the remedial action taken. 
 
6.1.4 An initial assessment is carried out and the incident scored in terms of likelihood of 

impact to citizens’ rights and freedoms on the scoring matrix and sent to the 
Information Governance Lead or the Data Protection Officer if the Lead is unavailable 
for review.  If additional information or clarification is necessary, this will be requested 
from the person reporting the incident and must be provided immediately to avoid 
any delay in the reporting process. 

 
6.1.5 A decision will be made regarding any further action required by the Information 

Governance Lead.  Where the breach is low risk and no further action is required the 
appropriate parties are informed. 

 
6.1.6 If the breach is reportable to the Department of Health and Social Care / ICO this will 

be submitted via the Incident report tool within the Data Security and Protection 
Toolkit within 72 hours.  High risk breaches will be reported within 24 hours following 
a risk assessment. 

 
6.1.7 Incidents are monitored and actions taken where errors are repeated.  Management 

information on incidents will be reported to the Information Governance Forum. 
 
6.1.8 A Quick Reference Guide on Assessing the Severity of a Personal Data Breach is 

available to staff members on the Intranet.  A Breach Management process flowchart 
is available in Appendix 3. 

 
6.2 Data Protection Impact Assessment 
 
6.2.1 A Data Protection Impact Assessment (DPIA) is a process for building and 

demonstrating compliance with the requirements of the GDPR.  It is designed to 
describe the processing, assess its necessity and proportionality, and help manage 
the risks to the rights and freedoms of natural persons resulting from the processing 
of personal data by assessing them and determining the measures to address them.   

 
6.2.2 Carrying out a DPIA is not mandatory for every processing operation.  A DPIA is only 

required when the processing is ‘likely to result in a high risk to the rights and 
freedoms of natural persons’. 

 
6.2.3 The DPIA process is set out in Appendix 5. 
 
  

mailto:enhertsccg.information@nhs.net


 

  

Data Protection Policy – (v2.0 Final) 

NHS East and North Hertfordshire Clinical Commissioning Group 

 
Page 19 of 51 

 

6.3 Data Subject Rights Requests  
 
6.3.1 The CCG will action all requests from a data subject who wishes to exercise their 

rights under data protection law as appropriate. Requests can be submitted in any 
format, include verbally, but preferably these would be submitted via our official form 
to ensure all required details are captured to aid the facilitation of a prompt response.  
All staff should be able to recognise such requests, regardless of their format, and 
forward these to enhertsccg.information@nhs.net without delay. 

 
6.3.2 On receipt the Governance and Corporate Affairs Team will action all requests as 

defined below: 
 

Step 1: Logging of request to register and allocation of unique reference number 

 The Corporate Governance Officer will date stamp the request, log the request in 

the Data Subject Rights Tracker maintained within the Governance and Corporate 

Affairs Team, and allocate a unique reference number for the request. 

 Acknowledgement of receipt of the request will be sent to the Applicant within 2 

working days and the request circulated to relevant department to action. 

 
Step 2: Check whether the request is valid 

 Ascertain whether the request is for a living or deceased individual and establish 

whether the request relates to personal data. 

 The application does not have to quote the correct Act to have the request treated 

by the organisation appropriately and be a valid request. 

 Where the request relates to a deceased person the Access to Health Records 
Act 1990 applies (see process Subject Access Request / Request for Health 
Records SECTION 6.4). 

 
Step 3: Verify the identity of the data subject and / or their representative 

 Ensure that there is sufficient information to verify the data subject’s identity. 

 Where appropriate ensure there is sufficient information to verify the authorised 

representative’s identity. 

 A record should be kept of the measure of verification received.  Acceptable 

methods of identification include, but are not limited to copies of drivers’ licence, 

passport and utility bills.  One photographic identity document such as drivers 

licence or passport is required, along with one document such as a utility bill to 

verify address. 

 Once the applicants ID has been verified copies of ID should not be retained. 

 Consent form - where a representative / third party puts in a request on behalf of 

an individual, ensure that there is signed consent notification provided by the data 

subject, or in the case of a deceased individual; Probate documentation, evidence 

of Lasting Power of Attorney, a Will or Letters of Administration to demonstrate 

official authority. 

 Information can be requested from an individual to judge whether they are the 

person making the request. 
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Step 4: Review and clarify the request (if necessary) 

 Where a Request is made and the request is too broad, contact the data subject 

or their representative to seek clarification or a narrowing of the request.  It may 

be helpful to use the form set out in Appendix 6, but this is not mandatory. 

 
Step 5: Calculate deadline for response 

 Provide timescale of processing (subject to ID confirmation provision and written 

consent where a representative puts in a request). 

 The one month countdown stops until you are in receipt of any other required 

information e.g. ID or written consent. 

 

Step 6: Locate the information 

 Consider electronic, manual or any other record formats. 

 

Step 7: Act on the request as appropriate 

 Where a Subject Access Request is made, information should be reviewed 

considering possible exemption with the Caldicott Guardian for Health Records or 

HR Business Partner for Staff records.  The collated personal data should be 

screened for duplicate records and third party information redacted.  A copy of the 

disclosure bundle showing the redactions and the reasons behind them must be 

retained. 

 Where a request to rectify data has been made, the accuracy of data will be 

validated and data verified.  Processing of data is suspended whilst the accuracy 

of the data is being verified.  The Data Subject will be informed of the outcome of 

any action taken or decisions made regarding the request within one month. 

 Where a request for erasure of personal data is submitted this will be actioned 

without delay where sufficient grounds to do so apply.  The Data Subject will be 

informed of the outcome of any action taken or decisions made regarding the 

request within one month. 

 Where a request for the restriction of processing of data is made and necessary 

grounds apply then the data will be (with the exemption of storage) processed 

with the data subject’s consent or for the exercise or defence of legal claims.  The 

Data Subject will be informed of the outcome of any action taken or decisions 

made regarding the request within one month and shall be informed before any 

restriction of processing is subsequently lifted. 

 Where an objection to processing of personal data is received and the right 

applies to the processing being carried out we will stop processing the data.  This 

may include erasure of the data where appropriate.   The Data Subject will be 

informed of the outcome of any action taken or decisions made regarding the 

request within one month.  

 Where a request to obtain personal data provided to the CCG this will be provided 

in a structured commonly used and machine readable format within one month of 

the request being submitted. 
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Step 8: Secure Delivery method 

 It is important that the information is delivered in a secure and confidential 

manner.  If the requestor is able to collect the information in person, a time should 

be agreed for them to receive copies of their records. 

 Prior to handing over the information, the person’s identification needs to be 

checked to ensure that the information is provided to the right person. 

 If an individual prefers that the information is sent through post, this would have to 

be sent via recorded delivery and a copy of the delivery note kept. 

 
Step 9: Respond to data subject and / or their representative 

 The data subject should be provided with all the personal information relating to 

them which meets their request, that is not exempt and which will not disclose 

personal information relating to a third party (without their consent), or be 

informed of the outcome of their request within one month. 

 Ensure the data subject is informed of his / her right of appeal to the Information 

Commissioner’s Office. 

 
Step 10: Notify the Governance and Corporate Affairs Team 
 Inform Corporate Governance Officer for reporting purposes and to update the 

request log. 

 
 
6.4  Specific requirements for dealing with a Subject Access Request / Request for 

Health Records 

 

Step 1: Logging of request to register and allocation of unique reference number 

 The Corporate Governance Officer will date stamp the request, log the request in 

the Data Subject Rights Tracker maintained within the Governance and Corporate 

Affairs Team, and allocate a unique reference number for the request. 

 Acknowledgement of receipt of the request to Applicant within 2 working days and 

circulate to relevant department. 

 

 Step 2: Check whether the request is for a living or deceased individual and establish 

 whether the request is for personal data.  Access to medical records is governed by 

 the Data Protection Act 2018 for living persons and the Access to Health Records Act 

 1990 for deceased patients. 

  

 Where the request is for living individuals: 

 Individuals can make a subject access request verbally or in writing.   

 Ensure that there is sufficient information to verify the data subject’s identity (see 

step 3). 

 Ensure there is sufficient information to verify the authorised representative’s 

identity  

 Check there is sufficient information to enable the organisation to locate the 

information required.  The application does not have to quote the correct Act to 

have the request treated by the organisation appropriately and be a valid request. 
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Where the request is regarding deceased individuals: 

 People who can apply for access to the medical records for deceased persons 

include; A deceased patient’s personal representative; someone who is 

executor/administrator of their will; someone who has a claim arising out of the 

patient’s death. Ensure that there is sufficient information to verify the applicant’s 

identity (see step 3). 

 

 Step 3: Verify the identity of the data subject and / or their representative 

Indicate the measures to verify identity: 

 A record should be kept of the measure of verification.  These should include one 

form of personal photographic ID and one form of proof of address.  Acceptable 

forms of identification include, but are not limited to drivers’ licence, passport and 

utility bills.  Details of the form(s) of ID used to verify the applicant should be 

recorded.  Copies of identification should not be stored once the identification of 

the applicant has been verified. 

 Consent form - where a representative / third party puts in a request on behalf of 

an individual, ensure that there is signed consent notification provided by the data 

subject, or in the case of a deceased individual; Probate documentation, a Will or 

Letters of Administration to demonstrate official authority. 

 Information can be requested from an individual to judge whether they are the 

person making the request. 

 

 Step 4: Clarify the request (if necessary) 

 If the request is too broad, contact the data subject or their representative to seek 

clarification or a narrowing of the request.  It may be helpful to use the form set 

out in Appendix 6, but this is not mandatory. 

 

 Step 5: Calculate deadline for response 

 Provide timescale of processing (subject to ID confirmation provision and written 

consent where a representative puts in a request). 

 The timescale countdown stops until you are in receipt of any other required 

information e.g. ID or written consent. 

 The timescale to respond to a request from a living individual is one month in 

accordance with the Data Protection Act 2018 and GDPR.  Where the request 

relates to a deceased individual the request will be dealt with within 40 days in 

accordance with the Access to Health Records Act 1990.  Where an extension is 

required the applicant must be notified as soon as possible, and within these 

timescales. 

 Where the request relates to records of a deceased person, access cannot be 

given to records made prior to November 1991, or where the deceased patient 

died over 10 years prior to the request. 

 

 Step 6: Locate the information 

 Consider electronic, manual or any other record formats. 
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Step 7: Review information considering possible exemption with the Caldicott 

Guardian for Health Records or HR Business Partner for Staff records. 

 Screen the collated personal data for duplicate records and redact third party 

information. 

 A copy of the disclosure bundle showing the redactions and the reasons behind 

them must be retained. 

 

 Step 8: Approval via the Information Governance Team 

 Send proposed response to the Corporate Governance Office via 

information.enhccg@nhs.net for approval 

 
 Step 9: Secure Delivery method 

 It is important that the information is delivered in a secure and confidential 

manner.  If the requestor is able to collect the information in person, a time should 

be agreed for them to receive copies of their records. 

 Prior to handing over the information, the person’s identification needs to be 

checked to ensure that the information is provided to the right person. 

 If an individual prefers that the information is sent through post, this would have to 

be sent via recorded delivery and a copy of the delivery note kept. 

 If sending via email; ensure the address is correct, verified and that sensitive data 

is encrypted. 

 
Step 10: Respond to data subject / applicant 

 The data subject / applicant should be provided with all the personal information 

relating to them which meets their request, that is not exempt and which will not 

disclose personal information relating to a third party (without their consent). 

 
Note: Where the records related to an living individual, ensure the data subject is 

informed of his / her right of appeal to the Information Commissioner’s Office within 

the response. 

 
Step 11: Notify Governance and Corporate Affairs Team 

 Inform Corporate Governance Officer of all action taken at each stage.  This is 

required for reporting purposes and to update the request log. 
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Subject Access Request / Request for health records of a deceased person 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

Deceased 
Individuals:   

Requests regarding a 
deceased individual 
must be responded 

to within 40 days 
under Access to 

Health care Records 
Act 1990.   

Living Individuals:   
Requests regarding a 
living individual must 

be responded to 
within 1 month under 

GDPR / Data 
Protection Act 2018. 

Locate requested 
information.  
Consider electronic, 
manual or any other 
formats.  

Review information.  
Consider possible 
exemptions.  Redact 
third party data 
where necessary.  
Inform recipient of 
data regarding a 
living person of their 
right to complain to 
the ICO. 

Seek approval from 
the IG Team.  
Forward proposed 
response to the IG 
Team for approval.  
information.enhccg:

nhs.net  

Deliver information 
securely.  
Either arrange for 
collection in person; 
send via recorded 
delivery or via 
encrypted email to a 
verified address  

Request received 
The Corporate 
Governance Officer 
should receive 
requests.  These will 
be logged and a 
unique reference 
number assigned.  
The applicant will 
receive an 
acknowledgement of 
their request within 2 

working days.  

Assessment of 
request.  A decision 
as to whether the 
request is in respect 
of a living or 
deceased individual 
will be made and 
whether suitable 
documentation to 
verify the 
identification / right to 
apply of the applicant 
has been received. 
 
 

Identification.  Where 
necessary, the applicant 
will be asked to provide 
satisfactory evidence of 
identification / right to 
apply / clarification of 
request. Details will be 
recorded on the log.  
Copies of the 
identification will not be 
stored.  Once ID verified / 
request clarified the clock 
re-starts. 
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Appendix 1 
 
Article 5 – Principles relating to processing of personal data 
 
1. Personal data shall be: 
 

(a) processed lawfully, fairly and in a transparent manner in relation to the data 

subject (‘lawfulness, fairness and transparency’); 

 

(b) collected for specified, explicit and legitimate purposes and not further processed 

in a manner that is incompatible with those purposes; further processing for archiving 

purposes in the public interest, scientific or historical research purposes or statistical 

purposes shall, in accordance with Article 89(1), not be considered to be incompatible 

with the initial purposes (‘purpose limitation’); 

 

(c) adequate, relevant and limited to what is necessary in relation to the purposes for 

which they are processed (‘data minimisation’); 

 

(d) accurate and, where necessary, kept up to date; every reasonable step must be 

taken to ensure that personal data that are inaccurate, having regard to the purposes 

for which they are processed, are erased or rectified without delay (‘accuracy’); 

 

(e) kept in a form which permits identification of data subjects for no longer than is 

necessary for the purposes for which the personal data are processed; personal data 

may be stored for longer periods insofar as the personal data will be processed solely 

for archiving purposes in the public interest, scientific or historical research purposes 

or statistical purposes in accordance with Article 89(1) subject to implementation of 

the appropriate technical and organisational measures required by this Regulation in 

order to safeguard the rights and freedoms of the data subject (‘storage limitation’); 

 

(f) processed in a manner that ensures appropriate security of the personal data, 

including protection against unauthorised or unlawful processing and against 

accidental loss, destruction or damage, using appropriate technical or organisational 

measures (‘integrity and confidentiality’). 

 
2. The controller shall be responsible for, and be able to demonstrate compliance with, 

paragraph 1 (‘accountability’). 

 

Article 6 – Lawfulness of processing 

 

1. Processing shall be lawful only if and to the extent that at least one of the following 

applies: 

 

(a) the data subject has given consent to the processing of his or her personal data 

for one or more specific purposes; 
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(b) processing is necessary for the performance of a contract to which the data 

subject is party or in order to take steps at the request of the data subject prior to 

entering into a contract; 

 

(c) processing is necessary for compliance with a legal obligation to which the 

controller is subject; 

 

(d) processing is necessary in order to protect the vital interests of the data subject or 

of another natural person; 

 

(e) processing is necessary for the performance of a task carried out in the public 

interest or in the exercise of official authority vested in the controller; 

 

(f) processing is necessary for the purposes of the legitimate interests pursued by the 

controller or by a third party, except where such interests are overridden by the 

interests or fundamental rights and freedoms of the data subject which require 

protection of personal data, in particular where the data subject is a child. 

 

2. Point (f) of the first subparagraph shall not apply to processing carried out by public 

authorities in the performance of their tasks. 

 

Article 9 – Processing of special categories of personal data 

 

1. Processing of personal data revealing racial or ethnic origin, political opinions, 

religious or philosophical beliefs, or trade union membership, and the processing of 

genetic data, biometric data for the purpose of uniquely identifying a natural person, 

data concerning health or data concerning a natural person’s sex life or sexual 

orientation shall be prohibited. 

 

2. Paragraph 1 shall not apply if one of the following applies: 

 

(a) the data subject has given explicit consent to the processing of those personal 

data for one or more specified purposes, except where Union or Member State law 

provide that the prohibition referred to in paragraph 1 may not be lifted by the data 

subject; 

 

(b) processing is necessary for the purposes of carrying out the obligations and 

exercising specific rights of the controller or of the data subject in the field of 

employment and social security and social protection law in so far as it is authorised 

by Union or Member State law or a collective agreement pursuant to Member State 

law providing for appropriate safeguards for the fundamental rights and the interests 

of the data subject; 

 

(c) processing is necessary to protect the vital interests of the data subject or of 

another natural person where the data subject is physically or legally incapable of 

giving consent; 
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(d) processing is carried out in the course of its legitimate activities with appropriate 

safeguards by a foundation, association or any other not-for-profit body with a 

political, philosophical, religious or trade union aim and on condition that the 

processing relates solely to the members or to former members of the body or to 

persons who have regular contact with it in connection with its purposes and that the 

personal data are not disclosed outside that body without the consent of the data 

subjects; 

 

(e) processing relates to personal data which are manifestly made public by the data 

subject; 

 

(f) processing is necessary for the establishment, exercise or defence of legal claims 

or whenever courts are acting in their judicial capacity; 

 

(g) processing is necessary for reasons of substantial public interest, on the basis of 

Union or Member State law which shall be proportionate to the aim pursued, respect 

the essence of the right to data protection and provide for suitable and specific 

measures to safeguard the fundamental rights and the interests of the data subject; 

 

(h) processing is necessary for the purposes of preventive or occupational medicine, 

for the assessment of the working capacity of the employee, medical diagnosis, the 

provision of health or social care or treatment or the management of health or social 

care systems and services on the basis of Union or Member State law or pursuant to 

contract with a health professional and subject to the conditions and safeguards 

referred to in paragraph 3; 

 

(i) processing is necessary for reasons of public interest in the area of public health, 

such as protecting against serious cross-border threats to health or ensuring high 

standards of quality and safety of health care and of medicinal products or medical 

devices, on the basis of Union or Member State law which provides for suitable and 

specific measures to safeguard the rights and freedoms of the data subject, in 

particular professional secrecy; 

 

(j) processing is necessary for archiving purposes in the public interest, scientific or 

historical research purposes or statistical purposes in accordance with Article 89(1) 

based on Union or Member State law which shall be proportionate to the aim 

pursued, respect the essence of the right to data protection and provide for suitable 

and specific measures to safeguard the fundamental rights and the interests of the 

data subject. 

 

3. Personal data referred to in paragraph 1 may be processed for the purposes referred 

to in point (h) of paragraph 2 when those data are processed by or under the 

responsibility of a professional subject to the obligation of professional secrecy under 

Union or Member State law or rules established by national competent bodies or by 

another person also subject to an obligation of secrecy under Union or Member State 

law or rules established by national competent bodies. 

 



 

  

Data Protection Policy – (v2.0 Final) 

NHS East and North Hertfordshire Clinical Commissioning Group 

 
Page 28 of 51 

 

Appendix 2 – Article 30 Record of Processing Activities 
 

Data Controller 

Name and contact details Data Protection Officer 

Name  Name  

Directorate / Team  Address  

Email  Email  

Telephone  Telephone  

Article 30 Record of Processing Activities 

Business function Purpose of processing Name and contact details of joint 
controller (if applicable) 

Categories of individuals 

    

    

Article 30 Record of Processing Activities 

 

Categories of personal data 

 
Categories of recipients 

 
Link to contract with processor 

Names of third countries or 

international organisations that 

personal data are transferred to  

(if applicable) 
    

    

Article 30 Record of Processing Activities Privacy Notices 

Safeguards for exceptional transfers of 

personal data to third countries or 

international organisations 

(if applicable) 

 
 

Retention schedule (if possible) 

General description of technical and 

organisational security measures  

(if possible) 

 
Article 6 lawful basis for processing 

personal data 
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Privacy Notices 

Article 9 condition for 
processing special category data 

Legitimate interests for the processing 
(if applicable) 

Link to record of legitimate interests 
assessment (if applicable) 

 

Rights available to individuals 

    

    

Privacy Notices Consent Access Requests 

Existence of automated decision 
making, including profiling (if applicable) 

The source of the personal data (if 
applicable) 

Link to record of consent Location of personal data 

    

    

Data Protection Impact Assessments Personal Data Breaches 

Data Protection Impact Assessment 
required? 

Data Protection Impact Assessment 
progress 

Link to Data Protection Impact 
Assessment 

Has a personal data breach occurred? 

    

    

Personal Data Breaches Data Protection Act 2018 – Special Category or Criminal Conviction and Offence data 

Link to record of personal data breach Data Protection Act 2018 Schedule 1 
Condition for processing 

GDPR Article 6 lawful basis for processing Link to retention and erasure policy 
document 

    

    

Data Protection Act 2018 – Special Category or Criminal Conviction and Offence data 

Is personal data retained and erased in accordance with the policy document? Reasons for not adhering to policy document (if applicable)  
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Appendix 3 – Breach Management Process 
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Appendix 4 – Personal Data Breaches 72 Hour Report 
 

About the Incident 

DATE  SI REF:  

REPORTING ORGANISATION  

BREACHING ORGANISATION (IF DIFFERENT FROM ABOVE) 

REPORTER NAME AND JOB TITLE  LOCATION OR 

DEPARTMENT 
 

REPORTER E-MAIL  TELEPHONE  

Summary of Incident  (Briefly describe the personal data breach - include the scale of the breach detailing approximate 

number of individuals/records affected) 

 

Categories of affected individuals  (To include whether breach relates vulnerable groups of individuals)   

 
 

Categories of personally identifiable/organisational data disclosed (to include whether breach relates to 

special category data).  Please also state the format of the data.   

 
 
 
 
 

Chronological account of events leading up to the incident, the incident itself and any actions taken 

Date/Time Details 
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Type of Personal Data Breach: Confidentiality, Availability or Integrity (See notes below)  

 
 
 
 

Initial Analysis / Findings / Actions taken 

 
 

Immediate Recommendation / Actions (Detail actions to be taken to minimise risk of a reoccurrence; include how 

lessons will be shared). 

Has immediate action been taken to 
minimise the breach? Please identify 

Yes        No        

Actions taken/recommended to minimise risk of 
reoccurrence  

Who is Responsible for the 
Action 

Expected 
Completion Date 

 
 

  

 
 

  

 
 

  

 
 

  

Grading the personal data breach (reviewed with the IG Lead, DPO, SIRO and/or Caldicott Guardian) 
Please see notes below for guidance on scoring. 

Likelihood   

Impact/Adverse Effect   

Containment Actions   

Breach Assessment  

Confirmation of  report  to Caldicott Guardian and or SIRO/DPO/IG Lead (as appropriate) 

Please Specify: 

SIRO/DPO/IG Lead 

 Caldicott 
Guardian 
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Please return completed form to: enhertsccg.information@nhs.net 
 

Types of Personal Data Breach 
 Confidentiality: unauthorised or accidental disclosure of, or access to personal data; 

 Availability: unauthorised or accidental loss of access to, or destruction of, personal data; 

 Integrity: unauthorised or accidental alteration of personal data. 

 
Notes for completion of the personal data breach grading 

 
Score Likelihood Description 

1 Not occurred There is absolute certainty that there can be no adverse effect. This 
may involve a reputable audit trail or forensic evidence. 

2 Not likely or any incident 
involving vulnerable groups 

In cases where there is no evidence that can prove that no adverse 
effect has occurred this must be selected. 

3 Likely It is likely that there will be an occurrence of an adverse effect arising 
from the breach. 

4 Highly likely There is almost certainty that at some point in the future an adverse 
effect will happen. 

5 Occurred There is a reported occurrence of an adverse effect arising from the 
breach. 

 

Score Impact/Adverse Effect Description 

1 No adverse effect There is absolute certainty that no adverse effect can arise from the breach. 

2 Potentially some minor 
adverse effect or any 
incident involving 
vulnerable groups 

A minor adverse effect must be selected where there is no absolute 
certainty. A minor adverse effect may be the cancellation of a procedure but 
does not involve any additional suffering. It may also include possible 
inconvenience to those who need the data to do their job. 

3 Potentially some adverse 
effect 

An adverse effect may be the release of confidential information into the 
public domain leading to embarrassment or it prevents someone from doing 
their job such as a cancelled procedure that has the potential of prolonging 
suffering but does not lead to a decline in health. 

4 Potentially pain and 
suffering /financial loss 

There has been reported suffering and decline in health arising from the 
breach or there has been some financial detriment such as loss of bank 
details leading to loss of funds. There is a loss of employment. 

5 Death/catastrophic event A person dies or suffers a catastrophic occurrence. 

 
Containment Actions: 
There are a limited number of circumstances where, even when an organisation is aware of a breach of personal data, there may be 
containment actions that will remove the need for notification to the ICO but may still need to be recorded as a near miss as it may 
still constitute a reportable occurrence under the Security of Network Information Systems Regulations 2018 (NIS). 

 
Under the following circumstances notification may not be necessary: 
 Encryption: where the personal data is protected by means of encryption. 

 Trusted Partner: where the personal data is recovered from a trusted partner organisation. 

 Cancel the effect of a breach: where the data controller can null the effect of any breach. 
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Appendix 5 – Data Protection Impact Assessment Process 

Data Protection Impact Assessment - Initial Screening Tool 

Project/Service 

Name of the Project or Service:  

DPIA Reference: DPIA:   Proposed                       Existing     

Date of Completion:  

Who is likely to be affected by this project?  Staff            Patients        Public 

Description of Project or Service:  

Identified benefits, quality expectations and 
intended outcomes: 

 

Project/Service Lead 

Name:  

Job Title:  

Department/Directorate:  

Telephone Number:  

Email address:  

Information Asset Owner 

Name:  

Job Title:  

Department/Directorate:  

Telephone Number:  

Email address:  

Screening Questions Yes No If you have answered yes please provide details: 

Q1: Does the processing involve the use of 
new technologies or the novel application 
of existing technologies? 

  

 

Q2: Does the processing involve the use of 
new personal data or the reuse of existing 
personal data for a new purpose? 

  
 

Q3: Does the processing involve data 
matching, combining, comparing or linking 
of personal data from multiple sources? 

  
 

Q4: Does the processing involve sharing of 
personal data with multiple organisations?   

 

Q5: Does the processing involve the use of 
evaluation or scoring, including profiling?   

 

Q6: Does the processing involve 
automated decision making to help make 
decisions significantly affecting the data 
subject? 

  
 

Q7: Does the processing undertake 
profiling on a large scale?   
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Q8: Does the processing involve genetic, 
biometric or other special category data, 
criminal offence data, or data of a highly 
personal nature, or does the processing 
involve the use of children’s personal 
data? 

  
 

Q9: Does the processing involve data 
concerning vulnerable data subjects?   

 

Q10: Does the processing involve 
systematic monitoring, including the 
systematic monitoring of a publicly 
accessible area? 

  
 

Q11: Does the processing involve personal 
data which could result in a risk of physical 
harm in the event of a data breach? 

  
 

Q12: Is the processing carried out on a 
large scale?   

 

Q13: Does the processing involve the 
tracking of individuals’ online or office 
behaviour or location, or will it be used to 
offer online services directly to them? 

  
 

 
If you have answered YES to any of the above a full DPIA will be required. 

 

 

Please return your signed and dated form to the Data Controller’s Information Governance Team via 

enhertsccg.information@nhs.net 

If you have any questions about the Data Protection Impact Assessment process, or if you need any 

help completing this form, please contact us using the email address above or by telephone: 

- David Hodson, Head of Information 01707 684 441 or 07585 404432  

- Sarah Feal, Company Secretary 01707 685242 or 07920 765395 

- Tracy Pez, Corporate Governance Officer 01707 685240 

 

Assessment to be reviewed by the Information Governance Team: 

Name:  
 

Date:  
 

Comments:  

mailto:enhertsccg.information@nhs.net
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Data Protection Impact Assessment  
 

 
 
 

 

 

NHS East and North Hertfordshire Clinical Commissioning Group’s data processing activities 
MUST comply with the General Data Protection Regulation (GDPR) and the Data Protection Act 
2018.  The Data Protection Impact Assessment process helps managers identify how the 
collection and use of people's personal data may affect their privacy. 
 

This form should be used for both internal and partnership projects which require the collection and / or use of personal 
data.  The form should be completed with the assistance of the Information Governance Team. 

 

NAME OF PROJECT/SERVICE:  

DESCRIPTION / PURPOSE OF 
THE PROCESSING: 

 

ASSESSMENT DATE:  

DEPARTMENT/DIRECTORATE:  

LEAD OFFICER:  JOB TITLE:  

TELEPHONE:  EMAIL:  
 
 
 
 

SECTION 1:  
Personal Data  

WHICH TYPES OF PERSONAL DATA WILL BE PROCESSED? 

Full name    Date of birth   Email address   

Internal ID numbers   External ID (e.g. NI number)  Website cookies   

Healthcare services   Education services   Recordings (video/sound)   

Gender identity   Location data   
 
Please state all other data fields processed:  

 
 
 
 

WHAT IS THE ‘LAWFUL’  BASIS FOR PROCESSING THIS DATA? (TICK AT LEAST ONE) 

The individual has given their specific consent  

Processing is necessary for the performance of a contract between you and the individual   

Processing is necessary for compliance with a legal obligation you have  

Processing is necessary in order to protect vital interests of the individuals whose information you process  

Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official 

authority vested in the controller. (Completion of a Public Interest Test, or identification of official authority will be 

required)  

DPIA Reference No:  
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DOES THE PROCESSING INCLUDE DATA WHICH MAY CAUSE ANY UNWARRANTED DISTRESS OR DAMAGE 

TO INDIVIDUALS CONCERNED, INCUDING PHYSICAL HARM IN THE EVENT OF A DATA BREACH? 

 

 

 

DOES THIS PROCESSING INVOLVE DATA CONCERNING VULNERABLE DATA SUBJECTS? 

 

 

 

DOES THIS PROCESSING INCLUDE ANY OF THE FOLLOWING TYPES OF SPECIAL CATEGORIES OF PERSONAL 

DATA? 

Racial or Ethnic origin   Political opinions   Religious/Philosophical beliefs  

Trade Union membership   Genetic data   Biometric data    

Data concerning health  Sexual orientation    Data concerning sex life   

Criminal offences   Criminal convictions  

IF SO : what ‘condition of processing’ is this special category data processed? (Tick at least one) 

 
 

The data subject has given explicit consent to the processing of those personal data for one or more specified purposes  

Processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the controller or 

of the data subject in the field of employment and social security and social protection law in so far as it is authorised 

by Union or Member State law or a collective agreement pursuant to Member State law providing for appropriate 

safeguards for the fundamental rights and the interests of the data subject 

 

Processing is necessary to protect the vital interests of the data subject or of another natural person where the data 

subject is physically or legally incapable of giving consent 
 

Processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, 

association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on 

condition that the processing relates solely to the members or to former members of the body or to persons who have 

regular contact with it in connection with its purposes and that the personal data are not disclosed outside that body 

without the consent of the data subjects 

 

Processing relates to personal data which are manifestly made public by the data subject  

Processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their 

judicial capacity 
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Processing is necessary for reasons of substantial public interest, on the basis of Union or Member State law which shall 

be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and 

specific measures to safeguard the fundamental rights and the interests of the data subject 

 

Processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working 

capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of 

health or social care systems and services on the basis of Union or Member State law or pursuant to contract with a 

health professional  

 

Processing is necessary for reasons of public interest in the area of public health, such as protecting against serious 

cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products 

or medical devices, on the basis of Union or Member State law which provides for suitable and specific measures to 

safeguard the rights and freedoms of the data subject, in particular professional secrecy;  

 

Processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or 

statistical purposes in accordance with Article 89(1)  
 

IF YOU ARE USING CONSENT AS THE LAWFUL BASIS FOR PROCESSING, ARE YOU ABLE TO DEMONSTRATE 

THAT THIS WAS FREELY GIVEN? 

Yes     No     Partially   

By what means did you obtain consent from the data subjects? 

Consent was provided by signing a form  

Consent was provided by an affirmative action (e.g. ticking a box)  

Consent was given verbally in response to yes/no statement (e.g. over the phone)  

Other (specify)  

What mechanism(s) do you provide for data subjects to be able to remove their consent for you to store and process their data in this dataset? 

 

 

DOES THIS DATASET INCLUDE PERSONAL INFORMATION ON SUBJECTS UNDER THE AGE OF 13? 

Yes     No      Possibly     

DOES THE DATASET INCLUDE RECORDINGS OF VIDEO OR SOUND? 

Yes     No     
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DOES THE PROCESSING INVOLVE THE REUSE OF EXISTING DATA FOR A NEW PURPOSE?  IF SO,  PLEASE 

PROVIDE FULL DETAILS OF THE EXISTING PROCESSING: 

 
 
 
 
 

DOES THE PROCESSING INVOLVE THE USE OF EVALUATION OR SCORING INCLUDING PROFILING,  AND IF 

SO IS PROFILING UNDERTAKEN ON A LARGE SCALE? 

 
 
 
 
 

 

DOES THE PROCESSING INVOLVE AUTOMATED DECISION MAKING TO HELP MAKE DECISIONS 

SIGNIFICANTLY AFFECTING THE DATA SUBJECT? 

 
 
 
 
 

DOES THE PROCESSING INVOLVE SYSTEMATIC MONITORING (INCLUDING THE SYSTEMATIC MONITORING 

OF A PUBLICLY ACCESSIBLE AREA)? 

 
 
 
 
 

DOES THE PROCESSING INVOLVE THE TRACKING OF INDIVIDUALS’ ONLINE OF OFF-LINE BEHAVIOUR OR 

LOCATION, OR WILL IT BE USED TO OFFER ONLINE SERVICES DIRECTLY TO THEM? (I.E. USE OF COOKIES) 

 
 
 
 
 

 

SECTION 2:  
Data Flow 

WHAT IS THE SOURCE OF THIS INFORMATION? (INLCUDE INTERNAL AND EXTERNAL SOURCES) 
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APPROXIMATELY HOW MANY RECORDS DOES THIS DATASET CONTAIN AND APPROXIMATELY HOW MANY 

FIELDS ARE STORED WITHIN EACH RECORD? 

 
 
 

DOES THE PROCESSING INVOLVE DATA MATCHING, COMBINING COMPARING OR LINKING OF PERSONAL 

DATA FROM MULTIPLE SOURCES? 

 
 
 

WHO IS AUTHORISED TO ACCESS TO THIS DATASET? 

 
 
 

WHERE IS THIS DATA STORED? 

Standalone PC   LAN network   WAN network   

Private cloud   Community cloud   Public cloud   

Mobile device    Internal document storage  External document storage  
 

WHAT FORMAT IS THE DATA STORED IN? 

 
 
 

HOW AND WHERE IS THIS DATASET BACKED UP? 

 
 
 

WILL THE DATA BE SHARED WITH OTHER DEPARTMENTS/EMPLOYEES? 

If so, provide details: 

 
 
 

WILL THE DATA BE SHARED WITH OTHER ORGANISATIONS? 

If so, provide details: 
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WILL ANY OF THE PERSONAL DATA PROCESSED EVER BE TRANSFERRED OR STORED IN A COUNTRY OR 

TERRITORY OUTSIDE OF THE EUROPEAN ECONOMIC AREA? 

 

Yes     No      Unknown   

If yes, please outline the data types, country, transfer methods and any measures in place to ensure adequate levels of security when 
transferred to this country: 

 
 
 

 
SECTION 3:  
Data Quality 

HOW WILL THE INFORMATION BE KEPT UP TO DATE AND CHECKED FOR ACCURACY AND COMPLETENESS? 

 
 
 

ARE ALL THE FIELDS IN THIS DATASET NECESSARY TO FULFIL ITS PURPOSE?   

Yes     No     

WHAT TRAINING HAVE USERS HAD IN DATA SECURITY AWARENESS / CONFIDENTIALITY? 

 
 
 

 
SECTION 4:  
Retention and Disposal 

HOW LONG DO YOU INTEND TO KEEP THE PERSONAL DATA HELD ON EACH SUBJECT STORED IN THIS 

DATASET? (PLEASE REFER TO THE RECORDS MANAGEMENT POLICY HERE) 

Only for the duration required to complete the dataset’s purpose  

Information is retained for a certain time after the purpose has been completed  

Information is retained for the possibility of future uses or new purposes  

Until the subject requests erasure  

Currently, it is never deleted  

HOW DO YOU PLAN TO SECURELY DISPOSE OF THE DATA IN THIS DATASET? 

 
 

 
 

https://www.enhertsccg.nhs.uk/sites/default/files/documents/Feb2019/Records-Management-Policy-v5.1.pdf
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SECTION 5: 
Technology, Security and Audit 

DOES THE PROCESSING INVOLVE THE USE OF NEW TECHNOLOGIES OF THE NOVEL APPLICATION OF 

EXISITING TECNOLOGIES?  

 

Yes     No     
if yes provide details: 
 
 

DO YOU APPLY ANONYMISATION OR PSEUDONYMISATION TO THIS DATA SET? 

Yes     No    

WHAT INFORMATION SECURITY MEASURES HAVE BEEN TAKEN TO PROTECT THE DATA? 

 

IN WHICH STATES IS THIS DATA SET ENCRYPTED? 

 

At rest     In transit   Never encrypted  

IS THERE A USEABLE AUDIT TRAIL IN PLACE (FOR EXAMPLE TO IDENTIFY WHO HAS ACCESSED A 

RECORD?) 

Yes     No    

HOW OFTEN WILL THE SYSTEM/PROCESS BE AUDITED? 

 
 

WHO SUPPLIES THE SYSTEM/PROCESS? 

 
 

 
 

Signature: 
As lead officer, I confirm that the information recorded on this form is, to the best of my knowledge, an accurate and 

complete assessment of the potential privacy impacts of this project. 

NAME  SIGNATURE  DATE 
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Please return your signed and dated form to: 
 

Data Controller’s Information Governance Team: 

 David Hodson, Head of Information 01707 684 441 or 07585 404432  

 Sarah Feal, Company Secretary 01707 685242 or 07920 765395 

 Tracy Pez, Corporate Governance Officer 01707 685240 

Via:  enhertsccg.information@nhs.net  

 
If you have any questions about the Data Protection Impact Assessment process, or if you need any help completing this form, 
please contact us using the email address, above, or by telephoning. 
 
_________________________________________________________________________________________________________ 
 
FOR INFORMATION GOVERNANCE OFFICE USE ONLY: 
_________________________________________________________________________________________________________ 

Data Protection Impact Assessment reviewed and approved on behalf of the NHS East and North Hertfordshire Clinical 
Commissioning Group’s Information Governance Team by: 
 

NAME  SIGNATURE  DATE 

     

 
 
 
 
 
 

NHS EAST AND NORTH HERTFORDSHIRE CLINICAL COMMISSIONING GROUP’S INFORMATION 
GOVERNANCE TEAM CONCLUSIONS REGARDING TH IS PROJECT’S OVERALL  COMPLIANCE WITH THE 
GENERAL DATA PROTECTION REGULATION AND DATA PROTECTION ACT 2018 INCLUDING 
RECOMMENDATIONS FOR CHANGES / REFINEMENTS TO THE PROJECT WHICH ARE REQUIRED TO 
ENSURE COMPLIANCE.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

mailto:enhertsccg.information@nhs.net
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 Data Protection Impact Assessment Process 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 
 
 
 
 
 
 
 
  

Initial Stage 
 
A DPIA Screening 
Tool must be 
completed by the 
Project Lead and 
returned to: 
enhertsccg.informat
ion@nhs.net 
regardless of whether 
or not a full data 
protection impact 
assessment was 
deemed to be 
necessary. 

Submission Stage 
 
Upon receipt of the 
DPIA Screening Tool 
the Information 
Governance Team 
will add details to the 
database; assign a 
unique reference 
number and issue a 
confirmation email 
within 2 days. 
 
 

Evaluation Stage 
 
The Information 
Governance Team 
will carry out an 
evaluation of the 
DPIA screening to 
identify any risks and 
to determine if a full 
DPIA is necessary.  
A decision will be 
made within 5 days. 

Is a full DPIA 

necessary? 

  

YES 
   

Information Governance will 
inform the Project Lead 

when a full DPIA is required.   
 

The Data Protection Officer 
(DPO) must be involved 

going forward.   

NO 
   

Information Governance will 
inform the Project Lead of 
the outcome. No further 
action necessary.  The 
Screening DPIA will be 

signed off and the database 
will be updated to reflect 

this. 
Completion within 

20 days. 

Full DPIA Stage  
 
Information 
Governance will send 
the Project Lead DPIA 
documentation for 
completion and offer 
support and guidance, 
as required. 

Full DPIA 
Submission 
 
DPIA details will be 
recorded on the 
database.  Information 
Governance will review 
documentation and will 
communicate to the 
Project Lead any 
conclusions or 
recommendations 

made within 5 days. 

Project Lead accepts 
recommendations  
 
Recommendations 
must be integrated into 
the project plan.  

Close of DPIA 
Process  
 
DPIA is signed off.  
Information 
Governance will 
update their records 
and close the DPIA 

within 2 days. 

Non-Acceptance 
 
The Project Lead to 
provide a formal 
rationale of non-
acceptance of 
recommendations to 
the Information 
Governance Team 
within 5 days.  Details 
are to also be included 
in the project plan. 

Escalation Stage 
 
The DPO will escalate 
unacceptance to the 
SIRO and ICO, as 
necessary, feeding 
back response(s) to 
Project Lead, 
Information 
Governance Steering 
Group and SIRO to 
resolve, sign off and 
then close DPIA. 

A Risk Assessment 
may be required.    
 
If a further Risk 
Assessment is 
required this will be 
carried out by the 
project lead within 5 

days. 
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Appendix 6 – Data Subject Individual Rights Form 
 
To exercise your rights regarding the personal data we process about you please complete 

the form below. 

 
Section 1: Personal Information (details of the person the request is about (the Data 

Subject)) 

 

 
 
If you are not the Data Subject and are making a request regarding another individual please 

confirm your identity below: 

 

 
  

Surname:  

First name / middle name:  

Previously known as  

(if applicable) 

 

Date of birth: (DD/MM/YYYY)  

Address:  

 

 

 

Telephone number:  

E-mail:  

Surname:  

First and middle names:  

Address:  

  

  

  

Telephone number:  

E-mail:  
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Section 2: Nature of Request 

Please provide details of your type of request: 

  Subject Access Request 

  Rectification of inaccurate personal data 

  Erasure of personal data 

  Restriction of processing 

  Objection to processing 

  Request for data in portable format 

 

Section 3: Please provide details of particular information regarding your request, 

including any relevant dates: 

 

 

 

 

 

 

 

Section 4: Additional document(s) required 

Proof of Identity: 

 

We require proof of your identity before we are able to respond to your request.  Please 

supply copies of two pieces of identification, one from list A and one from list B below.   

 

Please DO NOT send an original passport, driving licence or identity card. 

 

List A (photocopy of one from below)  List B (photocopy of one from below) 

Photographic identification which clearly 

shows your name and date of birth. 

Documentation that clearly shows your name 

and current address. 

Passport / Travel 

Document 
 A Council Tax bill  

Photo driving licence             
Utility bill showing 

current home address 
 

Foreign National 

Identity Card           
 

Bank Statement or 

Building Society Book  
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Section 5 – Authorisation for requests relating to third parties 

(If you are the Data Subject please go to Section 6). 

 

Where the request relates to another living individual: 

 

Please enclose suitable evidence to enable us to verify you are the authorised 

representative of the individual your request relates to and/or confirm that you have 

completed section 7 below: 

 

I have enclosed confirmation of authority to represent the individual identified 

in Section 1. 
☐ 

 

Where the request relates to a deceased individual: 

 

Please enclose evidence to enable us to verify you have the right to access the medical 

records for deceased persons.  People who are able to apply for access to this data include: 

A deceased patient’s personal representative; someone who is executor/administrator of 

their will; someone who has a claim arising out of the patient’s death. 

 

I have enclosed confirmation of authority to access information relating to the 

deceased individual identified in Section 1. 

 

☐ 

 

Section 6: Declaration of Data Subject 

 

I confirm that I am the data subject named in Section 1 and I am exercising my rights to my 

own personal data. I understand that the information I have supplied will be used to confirm 

my identity and assist in locating the information I have requested.  

 

Signed: 

 

 

Date: 
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Section 7: Consent by data subject for representative / third party acting on their 

behalf 

 

If you are acting on behalf of the data subject (i.e. the person to whom the information is 

about) written authority is required.  Please supply documentation evidencing your right to 

make this request and/or complete the details below ensuring the data subject authorises 

this. 

 

Name of Person / Organisation:  

Relationship to data subject:  

Address:  

  

  

  

Telephone number:  

E-mail:  

 

I confirm that I am the Data Subject named in Section 1.  I consent to the person or 

organisation named above in Section 7. to act on my behalf in relation to my request.  I 

have enclosed document(s) referred to in Section 4. 

 

Signed: 

 

 

Date: 

 

Section 8: Returning your completed form 

Please send your completed form and additional information requested to: 

 

Corporate Governance Officer via enhertsccg.information@nhs.net  

 

Or by post to:   

 

Governance and Corporate Affairs Team, 

NHS East and North Hertfordshire Clinical Commissioning Group, 

Charter House, Parkway, 

Welwyn Garden City, 

Hertfordshire AL8 6JL 

  

mailto:enhertsccg.information@nhs.net
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Appendix 7 - Data Protection Impact Assessment – Initial Screening Tool 

 
Project/Service 

Name of the Project or Service: Data Protection Policy 

DPIA Reference: PIA: 021 Proposed                       Existing     

Date of Completion: 15th March 2019 

Who is likely to be affected by this project?   Staff           Patients        Public 

Description of Project or Service: Data Protection Policy to define actions and 
requirements of CCG staff surrounding the 
processing of personal data 

Identified benefits, quality expectations and 
intended outcomes: 

The Data Protection Policy details relevant 
processes and ensures the CCG is compliant with 
relevant legislation regarding Data Protection 
(DPA 2018 & GDPR)  

Project/Service Lead 

Name: Sarah Feal 

Job Title: Company Secretary / Data Protection Officer 

Department/Directorate: Governance and Corporate Affairs / Finance 

Telephone Number: 01707-685242 

Email address: sarah.feal@nhs.net 

Information Asset Owner 

Name:  

Job Title:  

Department/Directorate:  

Telephone Number:  

Email address:  

Screening Questions Yes No If you have answered yes please provide 
details: 

Q1: Does the processing involve the use of 
new technologies or the novel application 
of existing technologies? 

 X 
 

Q2: Does the processing involve the use of 
new personal data or the reuse of existing 
personal data for a new purpose? 

 X 
 

Q3: Does the processing involve data 
matching, combining, comparing or linking 
of personal data from multiple sources? 

 X 
 

Q4: Does the processing involve sharing of 
personal data with multiple organisations? 

 X 
 

Q5: Does the processing involve the use of 
evaluation or scoring, including profiling?  X 

 

Q6: Does the processing involve 
automated decision making to help make 
decisions significantly affecting the data 
subject? 
 

 X 
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Q7: Does the processing undertake 
profiling on a large scale?  X 

 

Q8: Does the processing involve genetic, 
biometric or other special category data, 
criminal offence data, or data of a highly 
personal nature, or does the processing 
involve the use of children’s personal 
data? 

 X 
 

Q9: Does the processing involve data 
concerning vulnerable data subjects?  X 

 

Q10: Does the processing involve 
systematic monitoring, including the 
systematic monitoring of a publicly 
accessible area? 

 X 
 

Q11: Does the processing involve personal 
data which could result in a risk of physical 
harm in the event of a data breach? 

 X 
 

Q12: Is the processing carried out on a 
large scale?  X 

 

Q13: Does the processing involve the 
tracking of individuals’ online or office 
behaviour or location, or will it be used to 
offer online services directly to them? 

 X 
 

 
If you have answered YES to any of the above a full DPIA will be required. 

 
 

Please return your signed and dated form to the Data Controller’s Information Governance Team via 
enhertsccg.information@nhs.net 
 
If you have any questions about the Data Protection Impact Assessment process, or if you need any 
help completing this form, please contact us using the email address above or by telephone: 
 
- David Hodson, Head of Information 01707 684441 or 07585 404432  

- Sarah Feal, Company Secretary 01707 685242 or 07920 765395 

- Tracy Pez, Corporate Governance Officer 01707 685240 

 
Assessment to be reviewed by the Information Governance Team: 
 

Name: 
 

 

Date: 
 

 

Comments:  

 
  

mailto:enhertsccg.information@nhs.net
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Appendix 8 - Equality Analysis - Equality Impact Assessment Screening Form 
 
Very occasionally it will be clear that some proposals will not impact on the protected 
equality groups and health inequalities groups.  Where you can show that there is no impact, 
positive or negative, on any of the groups please complete this form and include it with any 
reports/papers used to make a decision on the proposal. 

 

Name of policy / 

service 

Data Protection Policy 

What is it that is 

being proposed? 

The introduction of a Data Protection Policy, which will include the 

Subject Access Request policy making this redundant . 

What are the 

intended outcome(s) 

of the proposal 

To clearly state the requirements of all staff within the CCG for the 

processing of personal data to ensure the CCG remains compliant 

with the Data Protection Act 2018 and General Data Protection 

Regulation. 

Explain why you 

think a full Equality 

Impact Assessment 

is not needed 

This policy does not differentiate between individuals regarding any 

of the personal characteristics defined by the Equality Act 

On what 

evidence/information 

have you based your 

decision?  

 

How will you monitor 

the impact of policy 

or service? 

Via the Data Security and Protection Toolkit used to evidence and 

self-assess our level of compliance. 

How will you report 

your findings? 

Reporting of relevant management information via the Information 

Governance Forum on a quarterly basis. 

 

Having considered the proposal and sufficient evidence to reach a reasonable decision on 

actual and/or likely current and/or future impact I have decided that a full Equality Impact 

Assessment is not required.  

Assessors Name and Job title 

Date 

Sarah Feal, Company Secretary  

March 2019  

 


