
Top tips to maintain confidentiality 

Lock your computer or work station if you need to leave it unattended,

even for short periods

Never write your passwords down or share them with anybody else

Use encryption methods, for example AxCrypt, to secure personal information

especially in transit.  The movement of unencrypted personal information in the

NHS is forbidden

Take care when selecting a printer and sending confidential records to print,

especially if the printer is not located within your office.  Collect these records

immediately

Take care when photocopying confidential records not to leave the original

in the photocopier

Beware of ‘Blaggers’.  ‘Blaggers’ convincingly impersonate people (usually over

the telephone!) to obtain personal information fraudulently

Beware of ‘shoulder-surfers’ who may be looking over your shoulder to get

information

Ensure personal information is disposed of in confidential waste bins instead of

being placed in a waste-paper bins

Inform individuals effectively and gain their consent

Computer media requires special destruction.  For advice, please contact the

ICT Service Desk Servicedesk@hblict.nhs.uk

Confidentiality 

A Quick Reference Guide to Confidentiality 
within NHS East and North Hertfordshire CCG

This guide should be read alongside the Confidentiality Code of Conduct which is 
held under Resources on the Intranet.  Both documents aim to help you to maintain 

the confidentiality of any information that you use at work. 

It is vital for us to ensure our patients and colleagues confidentiality, and for them 
to have confidence in our organisation.  Failure to maintain the confidentiality of the 

information that we process may lead to legal action being taken against us. 

Where can I find out more?
http://www.enhertsccg.nhs.uk/sites/default/files/documents/Feb2016/Confidentiality-Code-of-

Conduct-Final-v4-0.pdf
If you are in doubt, always seek advice from: 

Sheilagh Reavey, Caldicott Guardian
David Hodson, Information Governance Lead

IG Matters 

mailto:Servicedesk@hblict.nhs.uk
http://www.enhertsccg.nhs.uk/sites/default/files/documents/Feb2016/Confidentiality-Code-of-Conduct-Final-v4-0.pdfIf
http://www.enhertsccg.nhs.uk/sites/default/files/documents/Feb2016/Confidentiality-Code-of-Conduct-Final-v4-0.pdfIf
http://www.enhertsccg.nhs.uk/sites/default/files/documents/Feb2016/Confidentiality-Code-of-Conduct-Final-v4-0.pdfIf


How else can I do my bit? 
Shhh… 
Breaching confidentiality is not restricted to 
paper or electronic records so always make 
sure that your conversations are not being 
overheard. 

Challenge 
Always challenge the personal information 
that is being requested from you.  Don’t be 
afraid to challenge senior colleagues or 
those in authority, for example, NHS 
Counter Fraud or Police Officers.  They will 
appreciate your need to understand why 
they are requesting this information. 

Is it relevant or excessive? Always 
disclose the minimum personal 
information required. 

Is it secure? 
Be confident in yourself that the recipient 
will handle the information responsibly.  
Question where it will be stored, and who 
will have access to it after you have 
disclosed it on a need-to-know basis? 

Can I ever deliberately 
breach an individual's 
confidentiality? 
Confidentiality may be breached when it 
is in the public interest or to protect 
individuals from being harmed.   

Only certain staff members in the CCG 
have the authority to authorise breaches 
of confidentiality, for example, the 
Caldicott Guardian. 

It is not easy to decide which pieces of 
information you can share, especially if 
the individual concerned will not consent.  
Refusals to consent must be respected. 

Should you be required to do this and are 
ever in any doubt, always seek advice 
from the Caldicott Guardian or 
Information Governance Lead before 
going ahead and ensure you accurately 
and fully document your decision making 
process.

A real life example of a breach of confidentiality
A colleague mislaid their diary which contained copies of an individuals health 
records.  The diary had been placed on the roof of the car prior to making a 
journey and was subsequently left there in error when they drove off.  A member 
of the public found the diary and the health records and notified the local police 
who contacted the organisation.  The health records were safely returned. 

What are the 
consequences if I 
accidentally breach an 
individual's 
confidentiality? 
Individuals are protected by the Data 
Protection Act 1998 amongst other 
legislation.  

An inappropriate disclosure could have a 
significant negative impact on people’s 
lives, causing them distress and possibly 
aiding criminal behaviour, such as 
identity theft. 

Why is confidentiality 
important? 
Confidentiality is important because it is 
necessary to impose boundaries on the 
amount of information about a person 
that can be disclosed without their 
consent.  Our patients and colleagues 
place their trust in us to keep their 
personal information safe, so that it 
cannot be known or used by anyone 
else.  

A breach of that trust, either accidentally 
or deliberately, is a very serious matter 
which can lead to major consequences. 

Introduction 
This Quick Reference Guide is designed 
to be used in conjunction with our 
Confidentiality Code of Conduct.  Both 
documents aim to assist you in 
understanding the concept of 
confidentiality and  associated 
responsibilities. 
Any individual disclosing their personal 
information to our organisation can 
reasonably expect that their privacy will 
be protected, and this is based on a 
relationship of trust.  Trust is dependent 
on the individual being confident that the 
personal information they disclose is 
treated confidentially. 




