
Information 
Governance 
Good practice guidance to

Information Governance issues   

This guide should be read alongside the Information Governance Policy which 
is held in the Resources section of the intranet.  Both documents aim to help 

you to understand the need for excellent Information Governance and the 
processes in place to achieve this. 

Incident Management 
All breaches of information security must be reported and managed in line with the 
NHS East and North Hertfordshire CCG's Information Security Policy.  
You must raise any information governance or security concerns with your line manager.  

Where can I learn more about the policy?
The Information Governance Policy and its associated polices are all available on our 
intranet.  All new starters will receive information governance training as part of their 
corporate induction.

IG Matters 

Useful contacts: 
ICT Service Desk 

01707 294080  
Servicedesk@hblict.nhs.uk

Information Governance
 David Hodson

Information Security
Alex McLaren



Introduction 
The Information Governance (IG) Policy 
covers the broad range of IG issues: 

 Confidentiality
• Data Protection
• Information Security
•

•

Records Management•

Freedom of Information
Registration Authority

There are separate NHS East and North 
Hertfordshire CCG policies that cover the 
management of these issues in detail. 

It’s important that we balance the need 
for openness and confidentiality in the 
way we use and manage the information 
that we hold: As a Public Authority we 
have a duty to provide certain 
information while we must also maintain 
the confidentiality of personal and 
commercially sensitive information. 
We share identifiable personal 
information with outside organisations 
and this must be done in a controlled 
manner in the interests of the individual 
patient and the general public. 
Timely and relevant information is 
essential to deliver the highest quality 
health care and we are all responsible 
to ensure and promote a high level of  
quality in the information that we use. 

Information Security 

Ensuring that our information is 
managed securely is a vital part of the 
overall Information Governance strategy. 
Using a risk-based approach, our 
security requirements follow the 
international standard for information 
security, ISO 27001

The NHS East and North Hertfordshire 
CCG Information Security Policy sets 
out instruction and guidance for the 
maintenance of security of the 
information that we hold and process. 
The Governance and Compliance 
Manager is responsible for the 
implementation of this policy. 

Information Quality Assurance 
We must all take ownership of the data 
that we use in our roles within the 
organisation. We should seek to 
improve the quality of that information. It 
should be accurate and up-to-date. The 
duplication of data must be avoided to 
improve efficiency and reduce errors 
during processing.  

The NHS East and North Hertfordshire 
CCG Records Management and Data 
Quality Policies sets out instruction 
and guidance covering aspects of 
information quality assurance.  
Information must be managed correctly 
during all stages of its lifecycle from 
creation to disposal via storage and 
processing.  
The Information Governance Lead is 
responsible for implementation of 
this policy with regard to personal 
data while the Company Secretary 
has responsibility for corporate data. 

What is information? 
Information types are varied and include: 

 Databases and data files
 Contracts and agreements
 System documentation
• Research information
• User manuals
• Training material
• Policies and Operating Procedures

• Business continuity plans

• Audit trails
• Archives

Management of IG

NHS East and North Hertfordshire 
CCG must comply with guidance from 
NHS Digital in the management of IG.  

Senior Management staff have been 
assigned to roles to lead on IG Issues: 

 Our Caldicott Guardian is the
Director of Nursing and Quality

 Our Information Governance Lead
is the Chief Finance Officer

 Our Senior Information Risk Owner
is the Chief Finance Officer

The Information Governance Forum 
comprises of senior level managers 
whom are responsible for the 
development of the culture, policies, 
operating procedures and systems; 
supporting information governance 
across the organisation.

What the policy says 
The policy covers 4 main areas of 
Information Governance:

Openness 
We must provide any non-confidential 
information to the public upon request. 
This must be done in accordance with 
the Freedom of Information Act 2000. 

The NHS East and North Hertfordshire 
CCG Freedom of Information Policy 
sets out instruction and guidance about 
how the organisation must respond when 
dealing with Freedom of Information 
requests.  The Company Secretary is 
responsible for the implementation of 
this policy. 

Legal Compliance 
All personal information about individuals 
and all commercially sensitive 
information must be regarded as 
confidential. Such information must be 
processed in accordance with the Human 
Rights Act 1998, the Data Protection Act 
1998 and the Common Law Duty of 
Confidentiality. 

The NHS East and North Hertfordshire 
CCG Confidentiality Code of 
Conduct sets out instruction and 
guidance about complying with the 
legal framework when processing 
confidential data. The Information 
Governance Lead is responsible for 
the implementation of this policy. 
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