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Training Training will be provided in accordance with the CCG’s 
Training Needs Analysis. 
 All staff are required to carry out the mandatory 

training through the on-line NHS Data Security 
Awareness Training Tool or other relevant training. 

 The staff induction checklist addresses Information 
Governance (IG) and Security arrangements.  

 All staff are required to have knowledge and 
understanding of the Incident Management and SIRI 
policies and procedures. 

 Provision of general information/raising awareness as 
required (newsletters, team meetings, email alerts). 

Monitoring The IG Strategy will be monitored by the Information 
Governance Forum with progress reported to the 
Governance and Audit Committee. 
All organisations processing health and social care 
personal data are now required to notify reportable 
personal data breaches to the relevant regulatory 
authority on the Data Security and Protection Incident 
Reporting Tool.  
Incident reports and results of risk assessments will be 
used for monitoring, and audits will be undertaken or 
commissioned to ensure adequacy. 

Review The IG Strategy will be reviewed bi-annually or in 
response to any significant changes to mandatory 
requirements or guidance or as a result of significant 
information governance breaches or incidents. 
A revised work programme will be developed annually, 
against the Data Security and Protection (DSP) Toolkit 
10 Data Security Standards assertions and evidence, 
identifying key areas for a programme of continuous 
improvement. 

Equality and 
Diversity 

12/09/2016 - Equality Impact Assessment (Appendix 5) 
15/08/2018 - Data Protection Impact Assessment 
(Appendix 6) 

Associated 
Documents 

 Business Continuity Plan 
 Confidentiality Code of Conduct  
 Data Quality Policy 
 Records Management Policy  
 Information Security Policy  
 Risk Management Framework 
 Serious Incidents Requiring Investigation Policy 
 Management of FOIA Requests 



 

  
IG001 Information Governance Policy 2.0 FINAL 
East and North Hertfordshire Clinical Commissioning Group 

 
Page 4 of 26 

 

 Subject Access Request Procedure 

References  Data Security and Protection (DSP) Toolkit (the 
replacement for the Information Governance 
Toolkit) 

 Caldicott Guardian Manual 2017 
 Care Record Guarantee 2009 
 Confidentiality NHS Code of Conduct 
 Information Security Management: NHS Code of 

Practice 2007 
 NHS Information Governance: Guide on Legal and 

Professional Obligations 2007 
 Records Management: NHS Code of Practice – 

Part 1 and Part 2 
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1.0 Introduction  
 

East and North Hertfordshire Clinical Commissioning Group (the CCG) 
recognises the need for an appropriate balance between openness and 
confidentiality in the management and use of information. The CCG 
fully supports the principles of Information Governance (IG) in 
accordance with section 4 of the constitution. The CCG recognises its 
public accountability, but equally places importance on the 
confidentiality of, and the security arrangements to safeguard, both 
personal information about patients and staff and commercially 
sensitive information. 
 
The CCG also recognises the need to share information with other 
health and care organisations and agencies in a controlled manner 
consistent with legislative requirements. This will include the use of 
pseudonymisation where data is used for purposes other than direct 
patient care and promote the safe and secure sharing of health 
information for the purposes of patient care. 
 
The CCG believes that timely and relevant information is essential to 
deliver highest quality standards. As such it is the responsibility of all 
staff to ensure and promote the quality of information and to actively 
use information in decision making process.  
 
The CCG works to a framework for handling personal information in a 
confidential and secure manner to meet ethical and quality 
standards.  This enables National Health Service organisations in 
England and individuals working within them to ensure personal 
information is dealt with legally, securely, effectively and efficiently to 
deliver the best possible care to patients and clients. 
 
The Information Governance (IG) Management Framework provides the 
structure that integrates the various standards of practice relating to the 
safe and effective processing and protection of information. The 
framework provides an overview of how the CCG is addressing the IG 
agenda and includes, but is not limited to, the clear and effective 
management and accountability structures, governance processes, 
documented policies and procedures, staff training and adequate 
resources. 
 
The Information Governance Strategy sets out in broad terms the 
approach and mechanisms the CCG will use to assure the delivery of a 
robust Information Governance Management Framework 
 
The CCG, via the Data Security and Protection (DSP) Toolkit, provides 
the means by which NHS England can assess our compliance with 
current legislation, Government and National guidance. 
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Information Governance covers: Data Protection Act 2018, the General 
Data Protection Regulations (GDPR), Security of Network and 
Information Systems Regulations 2018 (“NIS Regulations”), Human 
Rights Act 1998, the revised Caldicott2 Principles, Common Law Duty 
of Confidentiality, Freedom of Information Act 2000 and Information 
Quality Assurance. 

 
2.0  Scope  
 

This policy applies to those members of staff that are directly employed 
by the CCG and for whom the CCG has legal responsibility. For those 
staff covered by a letter of authority/honorary contract or work 
experience the organisations policies are also applicable whilst 
undertaking duties for or on behalf of the CCG. Further, this policy 
applies to all third parties and others authorised to undertake work on 
behalf of the CCG.  

 
2.1 Legal and Regulatory Framework 
 

There are a number of legal obligations placed upon the CCG for the 
use and security of personal and sensitive personal data. The main 
legislation includes; 
 
 Human Rights Act 1998, 
 Data Protection Act 2018, 
 General Data Protection Regulations (GDPR), 
 NIS Regulations, 
 Freedom of Information Act 2000, 
 Common Law Duty of Confidentiality. 

 
There are also a number of guidance documents and standards that will 
assist in the management of the IG function, a summary of these are 
provided in the Implementation Plan of this policy. 

 
3.0 Purpose  
 

The purpose of this policy is to provide details of the framework for 
implementation of the Information Governance (IG) Strategy to enable 
the CCG to meet its responsibilities for the management of information 
assets and resources. 

 
The CCG’s Information Governance aims are to; 
 
 Hold information securely and confidentially, 
 Obtain information securely and confidentially, 
 Record information accurately and reliably, 
 Use information effectively and ethically, 
 Share information appropriately and lawfully, and 
 Encourage best practice. 
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4.0 Definitions 
 
4.1 Common Law Duty of Confidentiality 
 

This is the law which is laid down in decisions made by the courts as 
opposed to being a written Act of Parliament. It is sometimes referred to 
as “case law” where a Court will make a decision or ruling based on 
previous cases. 
 
Past judgements have allowed confidentiality to be breached when 
there is a clear legal basis or over-riding public interest to do so. This is 
judged on a case-by-case basis. The general principle, however, is that 
information provided in confidence will remain so. 

 
4.2 Concept of Confidentiality  

 
A duty of confidentiality arises when a person discloses information to 
another person under conditions where it is realistic to expect that the 
information provided will be treated in confidence.  
 
Disclosure of this information can either be authorised or unauthorised 
where only limited staff members have the authority to disclose 
information. 
 
A breach of confidentiality is the unauthorised disclosure of information 
provided in confidence. 

 
4.3 Confidential Information 
 

Confidential information can be anything that relates to patients, staff or 
any other commercially sensitive information (such as contracts and 
tenders) held in any form (such as paper, electronic, microfilm, audio or 
video) howsoever stored (such as patient records, paper diaries, 
computer or on mobile devices such as laptops, tablets, smartphones, 
BlackBerrys) or even passed by word of mouth. 

 
4.4 Data Controller 
 

A data controller means a person who (either alone or jointly or in 
common with other persons) determines the purposes for which and the 
manner in which any personal data are, or are to be, processed. 

 
4.5 Data Processor 
 

A data processor, in relation to personal data, means any person (other 
than an employee of the data controller) who processes the data on 
behalf of the data controller.  
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4.6 Personal Data 
 

This means data which relate to a living individual who can be identified 
from those data and includes any expression of opinion about the 
individual. Typical examples of this type of data could include; 
 
 Person’s name, address, full postcode, date of birth, 

 
 Email address and telephone numbers, 
 
 Pictures, photographs, videos, audio-tapes or other images of 

patients, 
 
 NHS number or local unique identifiers, these are considered 

identifiable if the organisation holds the means to re-identify the 
person from this unique identifier, 

 
 Any other data, or linked data, that may be used to identify a patient 

directly or indirectly. For example, rare diseases, drug treatments or 
statistical analyses which have very small numbers within a small 
population may allow individuals to be identified. 

 
4.7 Processing 
 

Processing means obtaining, recording, holding the information or data 
or carrying out an operation on the information or data. An operation 
could include organising, adapting or altering the data. It also includes 
retrieving, consulting, linking to other data sources or using the 
information or data.  
 
Disclosing the information or data by transmission or dissemination 
indicates processing as does alignment, combination, blocking, erasure 
and destruction. Viewing data on a computer screen is considered to be 
processing under the Data Protection Act 2018 and the GDPR. 

 
4.8 Public Interest Test  
 

Exceptional circumstances that justify overruling the right of an 
individual to confidentiality in order to serve a broader societal interest.  
 
Decisions about the public interest are complex and must take account 
of both the potential harm that disclosure may cause and the interest of 
society in the continued provision of confidential health services. 

 
4.9 Sensitive Personal/Special Category Data  
 

Data held about an individual which contains both personal and 
sensitive information. Under the GDPR the following types of 
information are deemed as special category: 
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 Race, 
 Ethnic origin, 
 Religious or other beliefs, 
 Political opinions, 
 Trade union membership, 
 Genetics, 
 Biometrics (where used for ID purposes), 
 Physical or mental health, 
 Sexual life, and 
 Criminal proceedings or convictions. 
 

5.0  Role and Responsibilities 
 

The following section identifies the staff members who have duties, 
including the resources, to support the IG function for the CCG.  
 

5.1 Chief Executive 
 

The Chief Executive is the “Accountable Officer” responsible for the 
management of the CCG and for ensuring appropriate mechanisms are 
in place to support service delivery and continuity. The Accountable 
Officer has ultimate responsibility for compliance with IG legislations 
and ensures that: 
 
 The responsibility for bringing data protection issues is delegated to 

the appropriate Executive team member (SIRO); 
 

 The Caldicott Guardian is appropriately assigned and supported; 
 
 The Data Protection Officer is appropriately assigned and 

adequately resourced; 
 
 The Head of Information, as the IG Lead, organises and enforces 

the approach to data protection. 
 

5.2 Chief Finance Officer 
 
The Chief Finance Officer is the CCG’s “Senior Information Risk 
Owner” (SIRO) and also the Chair of the Information Governance 
Forum. The SIRO is accountable for information risk on the Board and 
in internal discussions and is concerned with the management of all 
information assets. The SIRO has responsibility to: 
 
 Take ownership of the risk assessment process including review of 

an annual information risk assessment to support and inform the 
Annual Governance Statement; 
 

 Review and agree action in respect of identified information risks; 
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 Oversee the development of information risk management; 
 
 Ensure that the organisation’s approach to information risk is 

effective in terms of resource, commitment and execution and that 
this is communicated to all staff. 

 
5.3 Director of Nursing and Quality 
 

The Director of Nursing and Quality is the CCG’s “Caldicott Guardian” 
and has a particular responsibility for reflecting patients’ interests 
regarding the use of patient identifiable information.  
 
The Caldicott Guardian has an advisory role and a particular focus on 
patient confidentiality and ensuring patient identifiable information is 
shared in an appropriate and secure manner. They also have a strategic 
role, which involves representing and championing confidentiality and 
information sharing requirements and issues at senior management 
level, and has responsibility to: 
 
 Ensure the confidentiality and data protection work programme is 

successfully co-ordinated and implemented; 
 

 Ensure compliance with the principles contained within the 
Confidentiality: NHS Code of Practice and that staff are made aware 
of individual responsibilities through policy, procedure and training; 

 
 Complete the Confidentiality and Data Protection Assurance 

component. 
 

5.4 Head of Information 
 

The Head of Information is the CCG’s “Information Governance Lead” 
and is responsible for advising on IG strategic direction, leading on data 
protection, the development of policy and guidance for the CCG and the 
day to day management of the IG agenda, including; 
 
 The successful implementation of the Data Protection Act 2018 and 

the GDPR work programme; 
 

 The working practices carried out in the departments are in line with 
the organisation’s IG policy; 

 
 The staff are adequately trained and aware of their personal 

responsibilities for IG issues; 
 
 Timely submission of the DSP Toolkit, the replacement for the IG 

Toolkit; 
 



 

  
IG001 Information Governance Policy 2.0 FINAL 
East and North Hertfordshire Clinical Commissioning Group 

 
Page 12 of 26 

 

 Responsible for identifying any additional resources required to 
implement the IG Strategy. 

 
5.5 Company Secretary 
 

The Company Secretary is the CCG’s “Data Protection Officer (DPO)” 
and is responsible for monitoring compliance with the GDPR and other 
data protection laws, the CCG’s data protection policies, awareness 
raising, training and audits. This will also include responsibility for 
“Individual Rights” under the GDPR, including Subject Access 
Requests.  
 
They will also act as the CCG’s “Freedom of Information Lead” 
responsible for ensuring compliance with the Freedom of Information 
Act 2000, including: 
 
 The successful implementation of the Freedom of Information Act 

2000 work programme; 
 

 The working practices carried out in the departments are in line with 
the organisation’s Freedom of Information Act (FOIA) policy and 
Management of FOIA Requests; 

 
 Management of the Governance budget including the costs for off-

site archive storage. 
 

5.6 HBL ICT Head of Governance, Risk and Compliance 
 

The HBL ICT Head of Governance, Risk and Compliance is the CCG’s 
“Information Security Lead” and is responsible for the information 
security requirements. 

 
5.7 HBL Head of Technical Services 
 

The ICT Infrastructure Manager is responsible for the day-to-day 
management of information security and for the Information Security 
Assurance Initiative. 
 

5.8 Information Systems Lead 
 

The Information Systems Lead oversees the annual update of the data 
flows mapping exercise and is responsible for the local administration of 
the MedeAnalytics information system. 

 
5.9 The Governance Support Officer 
 

The Governance Support Officer provides administrative support to the 
IG function and the IG Forum and is responsible for the administration of 
the Freedom of Information Act 2000 responses and the DSP Toolkit. 



 

  
IG001 Information Governance Policy 2.0 FINAL 
East and North Hertfordshire Clinical Commissioning Group 

 
Page 13 of 26 

 

They may also receive subject access requests from patients which are 
logged and forwarded to the relevant department. 

 
5.10 Information Governance Forum  
 

The IG Forum is responsible for ensuring that this policy and 
management framework is implemented, including any supporting 
guidance and training deemed necessary to support the implementation, 
and for monitoring and providing Board assurance in this respect.  
 
The IG Forum will have responsibility for the IG agenda and will also 
influence the integration and inclusion of IG standards with other 
governance strategies, work programmes and projects. 
 

5.11 The HR and ODL Shared Service Business Partner 
 

The Human Resources (HR) Business Partner is responsible for Subject 
Access Requests for staff records.  
 

5.12 All Employees 
 

All employees and anyone working on behalf of the CCG, involved in 
the receipt, handling or communication of information, must adhere to 
this policy to support the reputation of the CCG and where relevant of 
their profession. Everyone has a legal duty to respect a data subjects 
rights to confidentiality. 
 

6.0 Information Governance Management Framework  
 

The IG Management Framework (summarised in Appendix 1), provides 
details of how responsibility for IG is cascaded through the organisation. 
The Executive Team receive periodic assurance that management and 
accountability of the arrangements are adequately addressed. Key 
elements of the framework include the following. 

 
6.1 Freedom of Information: 
 

 Non-confidential information about the CCG and its services will be 
available to the public through a variety of media; 
 

 The CCG has established and will maintain policies and procedures 
to ensure compliance with the Freedom of Information Act 2000; 

 
 The CCG undertakes or commissions annual assessments and 

audits of its freedom of information policies and arrangements; 
 
 The CCG has clear procedures and arrangements in the Press and 

Media Relations Protocol, for liaison with the press and 
broadcasting media; and 
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 The CCG has clear procedures and arrangements for handling 

queries from service users and public. These procedures include 
the Freedom of Information Act Policy the FOI Appeals and 
Complaints Procedure and the Press and Media Relations Protocol. 

 
6.2 Data Protection: 
 

 The CCG regards all identifiable personal information relating to 
patients as confidential. The CCG will continue to promote the use 
of pseudonymised and linked data for the purposes of secondary 
use, including population health management; 
 

 The CCG will undertake or commission annual assessments and 
audits of its Compliance with legal requirements; 

 
 The CCG regards all identifiable personal information relating to 

staff as Confidential except where national policy on accountability 
and openness requires otherwise; 

 
 Where relevant Patients have ready access to information relating 

to their own health care, their options for treatment and their rights 
as patients; 

 
 The CCG has established and will maintain policies to ensure 

compliance with the Data Protection Act, the GDPR, Human Rights 
Act, the NIS Regulations, the common law duty of confidentiality 
and the Confidentiality NHS Code of Practice; These include the 
Subject Access Request Procedure, the Records Management 
Policy and the Confidentiality Code of Conduct; 

 
 The Information Governance legal compliance requirements are 

linked to the CCG’s disciplinary procedures as appropriate. 
 

6.3 Information Security: 
 

 The CCG has established and will maintain standards and policies 
for the effective and secure use and management of its information 
assets and resources. These include the Information Security Policy 
and the E-mail and Intranet Policy; 
 

 The CCG has established and will maintain standards and guidance 
for the effective and secure transfer of information into and out of 
the CCG. The Guidance on the use of the e-mail when sending 
person identifiable or confidential information can be found on the 
intranet; 

 
 The CCG has established and will maintain standards and policies 

for the disclosure of information. These include the Freedom of 
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Information and Records Management Policy and the Subject 
Access Request Procedure; 

 
 The CCG will undertake or commission annual assessments and 

audits of its information and IT security arrangements; 
 
 The CCG promotes effective confidentiality and security practice to 

its staff through policies such as the Confidentiality Code of 
Conduct, procedures such as the Subject Access Request 
Procedure and training; and 

 
 The CCG has established and will maintain incident reporting 

procedures and monitors and investigates all reported instances of 
actual or potential breaches of confidentiality and security. Notifiable 
breaches will be reported to the relevant regulatory authority 
through the Data Security and Protection Incident Reporting Tool. 
The Information Security Policy and the Policy on use of portable 
computers and storage devices provide guidance.  

 
 

6.4 Information Quality Assurance: 
 

 The CCG has established and will maintain policies and procedures 
such as the Data Quality Policy and the Records Management 
Policy, for information quality assurance; 
 

 The CCG will undertake or commission annual assessments and 
audits of its information quality; 

 
 Managers are expected to take ownership of, and seek to improve, 

the quality of information within their services; 
 
 Wherever possible, information quality should be assured at the 

point of collection; 
 
 Data standards will be set through clear and consistent definition of 

data items, in accordance with national standards; and 
 
 The CCG will promote information quality through policies, 

procedures and training. 
 
6.5 Records Management: 
 

 The CCG has established and will maintain policies and procedures 
for the effective management of records. Such policies include 
Records Management Policy with the appended Retention and 
Disposal Schedule; 
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 The CCG will undertake or commission annual assessments and 
audits of its records management; 

 
 Managers are expected to ensure effective records management 

within their service areas; and 
 
 The CCG promotes records management through policies, 

procedures and training. 
 
6.6 Caldicott Guardian Work Plan: 
 

The 1997 report of the review of Patient Identifiable Information, chaired 
by Dame Fiona Caldicott, made a number of recommendations for 
regulating the use and transfer of patient identifiable information 
between NHS organisations in England and to non-NHS bodies. The 
Caldicott Committee’s remit included all patient identifiable information 
passing between organisations for purposes other than direct care, 
medical research, or where there was a statutory requirement for 
information. The aim was to ensure that patient identifiable information 
was shared only for justified purposes and that only the minimum 
necessary information was shared in each case. 
 
Following a request from the Secretary of State for Health, in 2012 
Dame Fiona Caldicott carried out an independent review of information 
sharing to ensure that there is an appropriate balance between the 
protection of patient information and the use and sharing of information 
to improve patient care. Dame Fiona Caldicott produced a report, 
published in 2013, which contained 26 recommendations and this report 
was known as the Caldicott2 review. One of the recommendations 
included an added Caldicott Principle – The duty to share information 
can be as important as the duty to protect patient confidentiality. The 
revised Caldicott Principles can be found in Appendix 2. 
 
In July 2016 Dame Fiona Caldicott, the National Data Guardian for 
Health and Care, alongside the Care Quality Commission (CQC) 
published an intensive Review of Data Security, Consent and Opt-Outs. 
In their response to the Secretary of State for Health the review 
emphasises that: 
 

“We know that good information underpins good care, and that 
patient safety can only be assured when information is accessible, 
accurate and if confidentiality is maintained. We have made a 
number of recommendations to you. The National Data Guardian 
also proposes data security standards and a consent / opt-out 
model for full consultation and further testing with the public. She 
also recommends that there should be a comprehensive dialogue 
with people about the benefits of data sharing.” 
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The Government accepted in full the recommendations in both the 
National Data Guardian Review and the Care Quality Commission 
review and the CCG will ensure that the recommendations are included 
in the annual Caldicott Guardian Work Plan. These priorities will include 
implementation of: 
 
 the national data opt-out programme by 2020; 
 
 the 10 data security standards through the new DSP Toolkit. 
 
The CCG will continue to promote and develop protocols for the safe 
and secure sharing of health information between local GP practices 
and health care providers to support direct patient care under the My 
Care Record programme. 
 
The Caldicott Guardian is regularly provided with information relating to 
the Caldicott issues log, improvement plan, or a report on any data 
protection breaches. Appendix 3 provides details of the support that will 
be offered to the Caldicott function in delivering its programme of work 
including data protection and confidentiality work. This annual work plan 
will be delivered within the resources identified in this policy and in line 
with the functions identified in the Information Governance Management 
Framework (Appendix 1). 

 
6.7 Information Governance Strategy: 
 

This Strategy will be reviewed annually or in response to any significant 
changes to mandatory requirements or guidance or as a result of 
significant IG breaches or incidents. Appendix 4 identifies the key IG 
Strategy priorities for the current year. 
 
The Information Governance Strategy cannot be seen in isolation as 
information plays a key part in corporate and clinical governance, risk 
management, performance and business management. The strategy is, 
therefore, closely aligned with other CCG strategies to ensure 
integration with all aspects of The CCG’s business activities. 
 
The over-riding critical success factor for effective IG will be to develop 
and maintain a good management of IG awareness and practice which 
will be achieved by an effective programme of IG awareness, education, 
and training and monitoring, and review. 

  



Appendix 1 
Information Governance Management Framework – Management and Accountability 
 

Chief Executive (Accountable Officer) 
 

Overall accountability and responsibility for Information Governance 
 

Director of Nursing and Quality  
 
Caldicott Guardian (Governance Board)  
 
Confidentiality & Data Protection Assurance Initiative 
 
Caldicott Function    
       
• 7 Caldicott Principles  
• Information sharing protocols 
• NHS Care Record Guarantee 
 
Confidentiality: NHS Code of Practice 

Chief Finance Officer  
 
Senior Information Risk Owner (Governance Board) 
 
Information Risk Management 
  
Information Governance Lead (Governance Board) 
 
Annual Report: Statement of Control 
• Management of Information Risk  
 
Registration Authority 
 
Requests for Information (FOI, SAR, EIR) 
 
Information Governance Management Framework 
 

HBL ICT Head of Governance, 
Risk and Compliance  
 
IT Security, including CareCERT 
 
Information Security Assurance 
Initiative 
 
Information Risk Management 
 
Information Security Management: 
NHS Code of Practice 
 
RA: (Integrated HR/ICT Process) 
 
 

HR and ODL Shared Service 
 
Employment Practice Code 
 
Mandatory & Statutory Training  
 
Registration Authority: (Integrated 
HR/ICT Process) 
 
Staff related Subject Access 
Request (SAR) 
 
 
 

Head of Information 
 
Data Protection Lead  
 
Information Governance: 
• DSP Toolkit; 
• National Data Opt-Out Programme; 
• Confidentiality & Data Protection 

Assurance Initiative; 
• Information Governance Mandated 

Training; 
• Information Governance Awareness 

Raising Internal Communications. 
• Personal Data Related Incidents (loss & 

breaches) 
 

 
Information Asset 

Owners (IAOs) 

Company Secretary 
 
Data Protection Officer (DPO) 
 
• Annual report: Statement of Control 
• Data Protection Impact Assessments 

(DPIA) 
• Freedom of Information (FOI) 
• Publication Scheme 
• Records Management: NHS Codes of 

Practice Parts 1 & 2 
• Individual Rights, including Subject 

Access Requests 
• Environmental Information Regulations 

(EIR) 
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Appendix 2 
The Caldicott Principles 
 
 
Principle 1:  Justify the purpose(s) 
 

Every proposed use or transfer of personal confidential data 
within or external to the organisation should be clearly defined 
and scrutinised, with continuing uses regularly reviewed by the 
Caldicott Guardian. 

 
Principle 2:  Don’t use personal confidential data unless absolutely 

necessary 
 

Personal confidential data should only be used if there is no 
alternative. 

 
Principle 3:  Use the minimum personal confidential data 
 

Where use of personal confidential data is considered to be 
essential - use only that information necessary to achieve the 
purpose. 

 
Principle 4:  Access to patient identifiable information should be on a 

strict need to know basis 
 

Only those individuals who need to access personal confidential 
data should have access to it, and they should only have access 
to the information items they need to see. 

 
Principle 5:  Everyone should be aware of their responsibilities 
 

Action should be taken to ensure that those handling personal 
confidential data are aware of their responsibilities and 
obligations to respect patient confidentiality. 

 
Principle 6: Understand and comply with the law 
 

Every use of personal confidential data must be lawful. 
 
Principle 7: The duty to share information can be as important as the 
duty to protect patient confidentiality  
 

Health and social care professionals should have the confidence 
to share information in the best interests of their patients within 
the framework set out by these principles. 
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Appendix 3 
Caldicott Function Annual Work Plan 
 
The following is a list of the key functions that will be undertaken on an annual 
basis to support the Caldicott function within the CCG. 
 
 Annual refresh of the 10 Data Security Standards in the DSP Toolkit (the 

replacement for the IG Toolkit); 
 
 Advice, guidance and support for the national data opt-out programme; 
 
 Administrative support to the quarterly IG Forum; 
 
 Advice and guidance and administrative support to the Incident 

Reporting Function; 
 
 Advice and guidance for data protection, including subject access 

requests, in relation to any statutory or public interest disclosure; 
 
 Advice and guidance to ensure the CCG’s Records Management 

Strategy and implementation programme is adhering to the DH guidance 
and protocols on confidentiality;  

 
 Annual update of the Data Flows Mapping spreadsheet to ensure it is 

complete and accurately reflects the current flow of data, it identifies the 
level of risk, and conforms to best practice guidance; 

 
 Support for national IG requirements including submitting annual Data 

Access Request Service (DARS) applications, monitoring the contract 
with the Data Services for Commissioning Regional Office (DSCRO), 
achievement and maintenance of a Controlled Environment for Finance 
(CEfF), and policies and procedures in relation to Risk Stratification; 

 
 Provide education and training on data protection and confidentiality to 

teams within the CCG as and when required; 
 
 Maintain attendance and report back from the STP Technology 

Programme Board in relation to interoperability, data sharing, shared 
intelligence and the digital roadmaps for both primary and secondary 
use; 

 
 Promote and develop a framework for the safe and secure sharing of 

health information for patient care across the STP health area; 
 
 Provide advice and guidance to the CCG including support for Data 

Protection Impact Assessments and Ethical Reviews as and when 
required; 
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 Maintain and review Fair Processing Notices to explain how personal 
identifiable data is used and shared between health and social care to 
ensure they are relevant and adhering to national guidance and 
protocols. 

 
 Maintenance of ICT Security Requirements and Assurance; 
 
 Maintenance of adequate governance over the issuing of smartcards 

and Registration Authority.  
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Appendix 4 
IG Strategy: Key Priorities for 2018/19 to 2019/20 
 
The CCG has reviewed, updated and integrated all policies relating to 
Information Governance from the predecessor organisation to develop an 
overarching framework that will underpin the key elements of the IG 
Management Framework, Confidentiality and Data Protection, Information 
Security and Clinical Information Assurances. This included consolidating into 
a single overarching framework the IG Policy, IG Strategy and IG 
Management Framework.  
 
A key feature of the strategy for 2017/18 was to ensure the CCG complied 
with the requirements of the GDPR. This review will continue through 2018/19 
to ensure all policies and procedures and compliant with the requirements of 
the Data Protection Act 2018 and the GDPR, particularly as further national 
guidance is published. 
 
Other key priorities will include the following: 
 
 Organisational Process 

 
o Continue to review the processes and procedures in place to 

ensure they meet information governance requirements and where 
applicable produce additional assurance documentation.  
 

o Undertake or commission assessment and audit of its information 
and IT security arrangements in line with its assessment of risk.  

 
o Maintain incident reporting procedures and will monitor and 

investigate all reported instances of actual or potential breaches of 
confidentiality and security. 

 
 Openness 

 
o The CCG will review and develop policies and processes to ensure 

compliance with the Freedom of Information Act and the 
Environmental Regulation Act. These will be made available on the 
CCG’s website “Scheme of Publication” as required under the Acts. 
 

o The CCG will review and update “Fair Processing Notices” to 
ensure they are line with best practice and any national guidelines. 
These materials will be made available on the CCG’s website to 
ensure openness. 

 
o The CCG will provide clear procedures and processes for handling 

queries from the press and broadcasting media and from services 
users and the public. 

 
 Legal Compliance 
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o The CCG will comply with relevant legislation, codes, of practice 

and guidance, including the Data Protection Act 2018, the GDPR, 
Freedom of Information Act 2000, NIS Regulations, Computer 
Misuse Act 1990, the NHS Confidentiality Code of Practice, the 
NHS Records Management Code of Practice, proceeding guidance 
from the NHS, the Information Commissioners’ Office and any other 
relevant legislation, standards and guidelines. 
 

o The CCG will systematically review and develop policies, 
procedures and processes to ensure compliance with relevant 
legislations. 

 
 Caldicott Work Plan and National Data Guardian Review 

 
o The CCG will implement the recommendations of the National Data 

Guardian Review of Data Security, Consent and Opt-Outs.  
 
o Continue to undertake the key functions to support the Caldicott 

function within the CCG as defined in the Annual Work Plan. 
 

o The Caldicott principles and recommendations from the National 
Guardian Review will be publicised to all staff to ensure consistent 
adherence to the principles of the Caldicott Report and the NHS 
Constitution on data sharing to improve care and support for the 
benefit of patients and people who use services. 
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Appendix 5 
Equality Impact Assessment Stage 1 Screening 
1. Policy EIA Completion Details 
Title: Information Governance Policy 

 Proposed            Existing 
Date of Completion: 12 September 2016 
Review Date: September 2018 

Names & Titles of staff involved in completing 
the EIA:  
- David Hodson, Head of Information 
 

2. Details of the Policy. Who is likely to be affected by this policy? 
 Staff  Patients  Public 

3. Impact on Groups with Protected Characteristics 
 Probable impact on group? High, 

Medium or 
Low 

Please explain 
your answer Positive Adverse None 

Age       
Being married or in a 
civil partnership  

     

Disability (inc. learning 
difficulties, physical 
disability, sensory 
impairment) 

    This policy ensures 
that information is 
provided in 
alternative format as 
per FOI Legislation 

Having just had a baby 
or being pregnant  

     

Race, (inc. ethnicity, 
nationality, language) 

     

Religion or belief      

Sex (inc. being a 
transsexual person) 

     

Sexual Orientation      

Other:      

No impact on any of 
the groups above.  

Please explain and provide evidence 
 

4. Which equality legislative Act applies to the policy? 
 Human Rights Act 1998 
 Equality Act 2010 
 Health & Safety Regulations 

 Mental Health Act 1983 
 Mental Capacity Act 2005 

5. How could the identified adverse effects be minimised or eradicated?  
N/A 

6. How is the effect of the policy on different Impact Groups going to be monitored? 
N/A 
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Appendix 6 
Data Protection Impact Assessment – Initial Screening tool 

Project/Service 
Name of the Project or Policy Information Governance Policy 

Project Reference:   Proposed           Existing     
Date of Completion: 15 August 2018 Date of Review: September 2020 
Who is likely to be affected by this 
project? 

 Staff        Patients      Public 

Description of Service or Policy: CCG Information Governance Policy 
incorporating the IG management framework 
and strategy for 2018/19 and 2019/20. 

Identified benefits, quality 
expectations and intended 
outcomes: 

To ensure the CCG has effective policies, 
procedures and guidance to support 
information governance, data security and 
protection. 

Project/Policy Lead 
Name: David Hodson 
Job Title: Head of Information 
Department/Directorate: Finance 
Telephone Number: 01707 685441 
Email address: david.hodson@nhs.net 
Information Asset Owner 
Name: n/a 
Job Title:  
Department/Directorate:  
Telephone Number:  
Email address:  
Screening Questions Yes No Explanation if yes 
Q1: Does the proposal involve the 
use of new technologies or the 
novel application of existing 
technologies? 

  
 

Q2: Does the proposal involve the 
use of new personal data or the 
reuse of existing personal data for a 
new purpose? 

  
 

Q3: Does the proposal involve data 
matching, combining, comparing or 
linking of personal data from 
multiple sources? 

  
 

Q4: Does the proposal involve the 
sharing of personal data with 
multiple organisations? 

  
 

Q5: Does the proposal involve the 
use of profiling, automated decision   
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making or special category data to 
make decisions about an 
individual’s access to a service? 
Q6: Does the proposal undertake 
profiling on a large scale (Estimate 
numbers if in excess of 100 
individuals)? 

  
 

Q7: Does the proposal involve the 
processing of genetic, biometric or 
other special category data? 

  
 

Q8: Does the proposal involve the 
processing of children’s personal 
data for marketing purposes, 
profiling, automated decision-
making, or if you intend to offer 
online services directly to children? 

  
 

Q9: Will the proposal involve the 
systematic monitoring of a publicly 
accessible area? 

  
 

Q10: Will the proposal involve the 
processing of personal data which 
could result in a risk of physical 
harm in the event of a data breach? 

  
 

If Yes to any of the above have the 
risks been assessed, can they be 
evidenced, has the policy content 
and its implications been 
understood and approved by the 
Information Asset Owner? 

 

 
Assessment to be reviewed by the Information Governance Lead: 

Name: David Hodson 
Date: 15 August 2018 
Comments: Policy review only. 

 
Assessment to be reviewed by the DPO or Caldicott Guardian: 

Name:  
Role:  
Date:  
Comments:  
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